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Research and Implementation of
Removable Storage Medium Information Security System

YU Wei-hua?, LU Song-feng?
(1. Electronic Information Engineering College, Henan University of Science and Technology, Luoyang 471003;
2. School of Computer Science and Technology, Huazhong University of Science and Technology, Wuhan 430074)

Abstract Aiming at the current security problems in using the removable storage medium, an information security system in local area network is
designed and implemented. It adopts C/S pattern and consists of anti-connecting-Internet server, department server and client. Based on multi-level
security control idea and inside-and-outside defend idea, it protects client computer and removable medium from threaten not only in the LAN, but
also on the Internet. The system safeguards the secrecy, integrality, usability of the information saved in the removable storage medium.
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NDIS(Network Driver Interface Specification)
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3.2
NDIS
Microsoft DDK PassThru
PassThru MPSendPackets

PtReceive
ProtocolReceviePackets

BOOLEAN FltFilterSendPacket( IN PADAPT pAdapt, IN
PNDIS_PACKET pReceivedPacket)

{

BOOLEAN bPass = TRUE;

PADAPT_FILTER_RSVD pFilterContext = (PADAPT_FILTER_

RSVD)&pAdapt->FilterReserved,;

UCHAR bufferflMAX_PACKET_HEADER_LEN];

ULONG nReadBytes;

1

FltReadPacketData(pReceivedPacket, buffer, MAX_PACKET_
HEADER_LEN, &nReadBytes);

1

return
FltCheckFilterRules(pAdapt,pFilterContext->pFilterList,buffer,
nReadBytes, TRUE, FALSE);

}
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