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Abstract: This paper intended to solve the security problem of electronic procurement system. A model of security
mechanism was put forward with the help of comprehensive application of the authentication technique combined with digital
certificate and ASP. Net’s forms authentication, and of the data encryption technique and the digital signature technique. At
the same time, concerning the problems of implementation of encryption and digital signature in B/S mode, this paper

developed the electronic contract encryption and digital signature smart client program, and prepared the technical ground for

the construction of secure, practical, and big electronic procurement system.
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2.1 MERMRSEPREVFIEE

ENX 1 MEREERGZ 4L HLE (Electronic Procurement
Security Mechanism, EPSM) 7] i L A—AN =704 .

EPSM = (A, Sc,St)

Hr A P B4 AIIE (Authentication ) ;

Sc: & P in 5 MR % 4% Z B & & i@ {5 ( Secure
Communication) ;

St B 74 R %42 1& %5 ( Secure Transmission)

EX2 P BINER ESCHINT ZJo4 :

A =(Fa,Cv)

H A Fa:Forms B {7 48IF (Forms Authentication) ;

Cv : BUFIE FH IE ( Certificate Validate)

EXN3 EPumS RS2 % 2585 E X T =

Sc =(Sa,Ca)
HHr Sa: fijR%5 25 5 {3 IIE (Server Authentication) ;
Ca: % P i By 5631E ( Client Authentication) ,,
EX 4 wTaRZeERmE ST ZJoH:
St=(E,Ds)
Her E: B F 4 [F 1% (Encryption) ;
Ds: B FA R $57 4 4 ( Digital Signature)
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HIE MR AP E R, IR S 48 L AEATIE S i 86 LA SR AR
HEBF R A THE.

3) SRR

AR F P 4§ IE 4 5 ASP. NET ) Forms £ {7}
WIS & VARSI, SE U P B A NIEDI . M5 R 1A
RARGRAFEWADZ R R — RO R AR EA, Eid
Forms B {3 B b AT 58 ; 55 — >R R SR P 51, F P A
Zl BRIE, T H RSB & P g IR B A TR, 8

REF MERM AR T EENHNGARTE KA 319
LG 7 AT SR iRl o RGEAR AR A P ) A R R
BEATARRL G B B3N o
4) I S BT AR

AP T A R AR NS MRT 2L . niF
P AER PR Ba R & R G #EAT T, R A 38 R oK
MR S5 AR IR EE 7 7], o 2 Rl P P o AR S R G
FIRBMAET . AP SERIERE RB TG K217 & R AT
LB TFES

3 WAXMARTZEHE LA

3.1 BERHmSMAMEARSXH

A ZR G K ASP. NET ) Forms B {7 BiiE 5 % 1 Wi B0 F
IEHAHGS A NEINES £,

Jrg&veit AP U R 32 BR 5T IR 6 AR A R P 4%
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3.2.3 mE/RFELLME/BFELBIEF R

System. Security. Cryptography iy 4% %5 [8] 3 #¥F Rijndael X{#
B RSA dEXFRBE L . Rijndael BILE & KIE B EKEE
I, T RSA Bk BRREHEAT B I vl AT 7 8 4
T8 FH T P00 2 v £ 5030 P n 2 R B A 4. TR, BEREIX
PR LSS S IE RIS BB UE 5 R SE M L 5 R ) N2 5 4K
F& % FEF,. NET Framework 2. 0 73 X509Certificate2 25
FR X. 509 iEF, SRR EX K P A UE B A% X AT
IEBHATHAE

I E R EA RIS E R UL SRR, FEE
1A 1% %35, # % {8 i CreateEncryptor () 75 ¥k €] 2
ICryptoTransform ¥ 5% , i i3 CryptoStream X 52 3 $h 47 N 2%
el 5 A U O . EIZORBINTE

ICryptoTransform RijndaelEnctypt =
RijndaelProvider. CreateEncr — yptor( ) ;
MemoryStream ms = new MemoryStream( ) ;
CryptoStream cs = new CryptoStream( ms, RijndaelEnctypt,
Crypto — StreamMode. Write) ;
cs. Write( Contract, 0, Contract. Length) ;
// Contract A hn#4 [
RSN B R LR T R R B
RSA HEMER BN K EEHA SWIHMA R RIS Key 5
IV J& DA 4t f% %, I EL6E F CreateDecryptor () 77 ¥ €1 2

ICryptoTransform X} 5t , SEHAZLARIBANT
ICryptoTransform RijndaelDecrypt = RijndaelProvider. CreateDecr —

yptor() ;

MemoryStream ms = new MemoryStream( EncContract, 0,
EncCon - tract. Length) ;

// EncContract A& [6] % 3C

CryptoStream cs = new CryptoStream( ms, RijndaelDecrypt,
Crypto — StreamMode. Read) ;
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RSAParameters rsaKey = new RSAParameters() ;

rsaKey. Modulus = PublicKey; 7/ WNIR 45 2% F3k15
rsaKey. Exponent = Exponent;  //RSA $3%:Z%(¥) Exponent {H
rsa. ImportParameters( rsaKey) ; VLN i) 1=

RIG % 41 15 1% 245 RSAPKCSI SignatureDeformatter 2t
4 52 5], {5 F§ RSAPKCSI SignatureDeformatter. VerifySignature
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RSACryptoServiceProvider rsa = Mycert. PrivateKey as
RSACryptoServiceProvider;

//Mycert 4 Fil 6B HIE
byte[ ] Para = rsa. Decrypt( RijndaelPara, false);

// RijndaelPara i KEY B3 IV

X509Store store = new X509Store("MY",
StoreLocation. LocalMachine);

1

store.Open(OpenFlags.OpenExistingOnly);
[FTFFE ST DX AR5 SRR BIE
!

X509Certificate2Collection certs =
X509Certificate2UI.SelectFromCollection
(fcollection, "", """, X509SelectionFlag.SingleSelection);
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RSACryptoServiceProvider rsa=
Mycert.Priavate Key as RSACryptoServiceProvider;

1 AL
1

RSAPKCS1SignatureFormatter rsaFormatter =
new RSAPKCS1SignatureFormatter(rsa);
rsaFormatter.SetHashAlgorithm("SHA1");
138 B AR
SignedContract = rsaFormatter.CreateSignature
(HashedContract);
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LSB HILEA RIFHMBEA T W4, Bt RFE LA g {E1E
HEZEFRRN LR HIKYE, AL 512 x512 B 8 fiL
KB4 lena. bmp A6, & XA R R A B m, FIFHAR
(5) %+ LSB kM & 21714, Irfg B EHINER 1 fim,

#*1 LSBEZXHIREIERE (H#RNZE bit/pixel )
AR
1/16 1/8 1/4 172 1
1 1.0000 0.9999 0.9995 0.9984 0.9950

2 0.9974 0.9948 0.9883 0.9729 0.9436
3 0.9849 0.9700 0.9413 0.8981 0.8345
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