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Communication mechanism designed for distributed intrusion detection system
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Abstract: According to the distributed intrusion detection model based on correlation and Agent, a kind of communication

mechanism was proposed. With reference to the Intrusion Detection Message Exchange Format (IDMEF), a detailed message system

was described for communication Agent, and in accordance with demand expanded XML description. Using the subscription

communications model in order to reduce the overhead of communication, subscription logic framework was described. Based on

SSL, a security communication mechanism can meet the demand of the distributed intrusion detection system.
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2.1 FERXHEXRIEIT
2.1.1 IDMEF

IDMEF 7 IETF W AR TAE4 %l 2 MR iR R, 5
HARZ — R R R Z 8] i SRR 75 SR I F sl 43 A X )
Yy, HET4RF 43 IDS 7= S #R X #¢ IDMEF #%5\, IDMEF ##
BT AR RGeS F B R B AL, I A R A AR A
HYELA R

IDMEF ¥ 4 8 2 4n & 1 fF /n, % & & f§ XML
(Extensible-Markup Language) 23, 3F & X T Fr 4 B BB 4%
o IDMEF BEHEALIE MM R AR R EERF R, BITHE
R B AR R B iR 0 e iir R A . TR R4k
7A B IDMEF-Message 28, BRI R BMEREHREEH FE 1,
IDMEF HjE X T FifpZE B B : Alert 1 Heartbeat , 3X ]
B X H & B FRIBEMAL, AT AR E AT R o

IDMEF —-Message

Alert |

— Node
Analyzer ™ User Analyzer
ToolAlert | [L_CreateTime | [ Mpyocecss Ag::z.ttezr;e
u i itionalData
CorrelationAlert DetectTime | | ["ervice -
Source AnalyzerTime
OverflowAlert | Node
Target
4 User
Classification
— Processs
—_Assessment -
— H Service
— AdditionalData | [ File List
K1 IDMEF $isin
2.1.2 KEAZF

IDMEF £ H) FZE 2 Alert fl HeartBeat 5 8., HRIES
RA B R R, & BN Agent ZRIEZHHIE B R
% % IDMEF #4779 &, € X TITH AR 845 HE, U
XRRGEPHAE B RS A IMES T EER . TEERK
R AMHEENE:

1) #% (Report)

ey R P DS IR ME B, A F Rt IDS fy_ E 3k
1, FE A FE Alert, HeartBeat, AuditData, Alert 2 7E £ 1 R,
IDS KB ARATRIG , EB M A HILR Agent RZHRER
B, AT H R E BB F 4 (Event) , HeartBeat £ 3
IDS [ 43 Hrdetk s A B4 FTETRE, TFEEN K%, Alert
# HeartBeat 7] LA #% MR 7£ IDMEF B £ i 45 19 & 3,
AuditData /2£ 1 IDS $& 3¢ F T #2 4 £ I K8 0 F0 i 47 55 46
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T84 RN Agent [0 Hoiz | p5E X IDS RIXEMHEE,
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Sender Operation #5541 & 1% # 1
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AdditionalData ERlIEE 0..%

Response £ 15 Agent MG/ Hres B XTI N Agent & H
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XML EERFMAT R, BEATFAF B E Xin
it, BER—MEamEmmBIEE LW aES , B THIENIE
M5 TR HREE S o MR 2 i B A XML 45
— i P ECHE 32 A% 3K, 72 IDMEF #1378 Hr 4 32 48 F XML
KELBABHM R G2 0 AR o AT ERE
F XML XM REHE R, € LT —> Schema 3 & L FIL R
XML J§ 8., B =% IDMEF #& X4 &, F T 2 T 4 Agent
ML Agent [B] A B PMEMABEE T Ko HI40 Report H11Y
W B Alert fU #5: Analyzer, CreateTime, DetectTime,
AnalyzerTime , Source , Target , Classification F/ AdditionalData Z§
43, T LAE 78 B8 XML Schema SCRYHNT :

<xs: Schema xmlns: xs =
"http: //www. w3. org/2001/XMLSchema" >
<xs: element name = "Alert" type = "AlertType"/ >
<xs: ComplexType name = "AlertType" >
<xs: sequence >
<xs: element name = "Analyzer" type = "AnalyzerType"/ >

</xs: Schema >
HAHIE BT AR EE T XML Schema & L, TFEEH
HIIRETE R, R AT LA 4 L XML 4% X475 % . XML #5 5K
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< IDMEF >
< Alert id = "abc" impact = "unknown" suspect ="6" >
< Analyzer id = "4460" >
<Node Id ="589" Category = "unknown" >
< Location >202. 112.231. 122 < /Location >
<name > badguy. example. net </name >
< Address Id ="232" Category = "vm"
Vlan-Name = "instruction" Vlan-Num = "4333" >
< Address > http: //www. jxnu. edu. cn </Address >
< netmask > 219.229.250.255 </netmask >
</Address >

</ Analyzer >
</Alert > </IDMEF >
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