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A Survey on Network Security Information Correlation Techniques

PENG Xuena, WEN Yingyou, ZHAO Hong
(State Engineering Research Center of Computer Software, Northeastern University, Shenyang 110004)

Abstract The background of the network security information correlation technique is introduced, and the problem that it supposed to solve is
clarified. And according to the different methods used in the technique, this paper classifies the methods into four categories: similarity-based
analysis, attack-scenario based analysis, causality knowledge based analysis and statical causality based anaylsis. For each category, the basic idea
and the existing techniques are introduced and analyzed, and the unsolved problems are pointed out. The development direction and future works are
analyzed.
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(Chronicle Recognition)

nimda
1 chronicle nimda[?source, ?target]
2{
3 occurs((1,2), alarm[iis_code_red_ii_root_exe, ?source, ?target],
(t, t+2000))

4 occurs((1,4), alarm[iis_decode_bug, ?source, ?target], (t, t+2000))
5 occurs((1,14), alarm[iis_cmd_exe, ?source, ?target], (t, t+2000))
6 occurs((1,3), alarm[web_dot_dot, ?source, ?target], (t, t+2000))
7 occurs((1,2), alarm[iis_unicode, ?source, ?target], (t, t+2000))
8 occurs((1,1), alarm[iis_unicode2, ?source, ?target], (t, t+2000))
9 occurs((1,1), alarm[iis_unicode3, ?source, ?target], (t, t+2000))
10 occurs((1,1), alarm[iis_decoee_bug3, ?source, ?target],

(t, t+2000))
11 occurs((1,1), alarm[iis_decoee_bug2, ?source, ?target],

(t, t+2000))
12 occurs((1,1), alarm[iis_decoee_bug4, ?source, ?target],

(t, t+2000))
13
14 when recognized {
15 emit event(alarm[nimda, ?source, ?target], t);
16}
17}
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ATTACK ““Sample””
[n1,n2,n3]
n1{

el[$x=a0;]

send(n3):e2[$y=al;]
n2{ m(2).al==m(1).a2
send(n3):e1[a2==$y;]
n3{ m(4).a3==m(0).a0
elf]

e2[a3==$x;]
}
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<prerequisite, eventType, consequence>
prerequisite

consequence

eventType 3

Email_Debug ExistService(DestIP, DestPort)
&& SendmaillnDebugMode(DestIP)

{GainAccess(DestIP)}

Email_Ehlo  ExistService(DestIP, DestPort) {GainSMTPInfo(SrcIP, DestIP)}
&& SMTPSupportEhlo(DestlIP)
FTP_Pass ExistService(DestIP, DestPort)
FTP_Put ExistService(DestIP, DestPort) {SystemCompromised(DestIP)}
3
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