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Abstract

Now XML data encryption method is focus on special application, lacks of description for encryption process, it is not common and

efficient. A new language which controls the encrypting process is designed based on symmetric cryptography and asymmetric cryptography. With
this language, encrypting process could be universal and more efficient. Furthermore, implementation of this method is provided.
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<EncryptedData> Id
Type
<EncryptionMethod>

<CipherData>

<ds:KeylInfo> <CipherData>

EncryptedData Id ? Type ?
EncryptionMethod/  ?
ds :Keylnfo
EncryptedKey ?
AgreementMethod  ?

ds :KeyName ?

ds :RetrievalMethod  ?
ds:3 ?

/ ds :KeyInfo ?
CipherData
CipherValue ?
CipherReference URI ?  ?
EncryptionProperties  ?
/ EncryptedData
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2.1
EncryptionTarget

EncryptionGranularity

TargetObject EncryptionGranularity
““All””““Node”” ““Text>” ““Key””
TargetObject
TargetElement  KeyURI
TargetElement KeyURI

URI EncryptionTarget

(xs xmlns="http://www.w3.0rg/2001/XMLSch
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2.2
Encryption
EncryptionMethod Keylnfo
EncryptionMethod (
DES RSA ) Keylnfo
DES RSA DES
KeyURI  InitValueURI
DES
RSA
URI PublicKeyURI  PrivateKeyURI

<xs:complexType name="EncryptionTarget">
<xs:sequence>

<xs:element name="EncryptionGranularity">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:enumeration value="All"/>

<xs:enumeration value="Node"/>

<xs:enumeration value="Text"/>

<xs:enumeration value="Key"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="TargetObject" minOccurs="0">
<xs:complexType>

<xs:choice>

<xs:element name="TargetElement" type="xs:string"/>
<xs:element name="KeyURI" type="xs:anyURI"/>
</xs:choice>

</xs:complexType>

</xs:element>

<[xs:sequence>

</xs:complexType>

<xs:complexType name="Encryption">
<xs:sequence>

<xs:element name="EncryptionMethod">
<xs:simpleType>

<xs:restriction base="xs:string">

<xs:enumeration value="DES"/>

<xs:enumeration value="RSA"/>

</xs:restriction>

</xs:simpleType>

</xs:element>

<xs:element name="KeyInfo">

<xs:complexType>

<xs:choice>

<xs:element name="DES">

<xs:complexType>

<xs:sequence>

<xs:element name="KeyURI" type="xs:anyURI"/>
<xs:element name="InitValueURI" type="xs:anyURI"/>
</xs:sequence>

</xs:complexType>

</xs:element>

<xs:element name="RSA">

<xs:complexType>

<xs:sequence>

<xs:element name="PublicKeyURI" type="xs:anyURI"/>
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<xs:element name="PrivateKeyURI" type="xs:anyURI"/>
</xs:sequence>

</xs:complexType>

</xs:element>

</xs:choice>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

2.3

XML

EncryptionStep

Step EncryptionTarget ~ Encryption

( )

<xs:complexType name="EncryptionStep">

<xs:sequence>

<xs:element name="Step" type="xs:integer"/>

<xs:element name="EncryptionTarget" type="EncryptionTarget"/>
<xs:element name="Encryption" type="Encryption"/>
</xs:sequence>

</xs:complexType>

2.4

EncryptionProcess
EncryptionStep

EncryptionProcess
3 XML

NET C#.NET XML

struct TargetObject{//

public string targetElement; //

public string keyURI;}/

struct DES{

public string keyURI;//DES

public string initValue;}//DES

struct RSA{

public string publicKeyURI;//RSA
public string privateKeyURI;}/RSA
struct KeylInfo{//

public DES deslInfo;

public RSA rsalnfo;}

struct EncryptionTarget{//

public string encryptionGranularity;//
public TargetObject targetObject;}
struct Encryption{

public string encryptionMethod;//
public KeylInfo keylInfo;}//

struct EncryptionStep{//

public EncryptionTarget encryptionTarget;

public Encryption encryption;}
EncryptionStep[] encryptionProcess;//

DOM

DES XML RSA
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