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A Format-compliant VLC Codewords Video Encryption Scheme

L1 Wei, XU Zhengquan, YANG Zhiyun, YAO Ye

(Multimedia Communication Engineering Center, State Key Laboratory of Information Engineering in Surveying,
Mapping and Remote Sensing, Wuhan University, Wuhan 430079)

Abstract Efficient encryption in real-time and maintaining compliance to the syntax of video stream is the essential requirement of video
security. Direct encryption of VLC codewords will usually not result in valid VLC codewords and so the encrypted video stream is not
format-compliant. A scheme is proposed that DCT and MV VLC codewords are encrypted while stream format is preserved. The experimental
results show that the proposed scheme combining with the encryption of FLC codewords such as INTRADC, sign bits of DCT and MV using secret
key cryptography algorithm can meet the real-time constraint and provide high security level.
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