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Pairwise Key Predistribution Algorithm
Based on Hierarchical Hypercube Model

WANG Lei'?, CHEN Zhiping*?
(1. Department of Computer and Information Science, Fujian University of Technology, Fuzhou 350014;

2. Department of Computer Science & Technology, Tsinghua University, Beijing 100084)

Abstract Security schemes of pairwise key establishment, which enable sensors to communicate with each other securely, play a fundamental
role in research on security issue in wireless sensor networks. A general framework for key predistribution named H2 (Hierarchical Hypercube) is
presented, based on the idea of key distribution center and polynomial pool schemes. Theoretic analysis and experimental figures show that the new
algorithm has better security performance and provides higher possibilities for sensors to establish pairwise key, compared with previous related
works such as polynomial and polynomial pool-based pairwise key predistribution algorithms.
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