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Scheme of Electronic Official-documents Interchange Based on
Elliptic Curve Cryptosystem

YANG Shiping, LI Xiang
(Institute of Computer Software and Theory, Guizhou University, Guiyang 550025)

Abstract The digital signature and symmetric key exchange in the scheme both are established over a finite field and the computational
intractability of the elliptic curve discrete logarithm problem (ECDLP) over the finite field enhances security of the scheme. Each entity in a network
generates a pair of keys to be used for encryption and decryption of the transmitted messages, where the private one of the two keys must be kept
secret and the public key is distributed in realtime on requests by KDC. The electronic official-documents and their digital signatures are encrypted
with IDEA and then transmitted in the network. The scheme provides mutual authentication between entities and ensures confidentiality, integrity
and nonrepudiation of the transmitted messages.
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