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Security of Cryptographic Protocols of Wireless and Mobile Networks
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Abstract This paper describes a family of cryptographic protocols in wireless and mobile networks, analyzes protocols with GNY logic. Seeing
that EAP-TLS cryptographic is suffered from man-in-the-middle attack, solution is proposed, security deficiency and the security threats are found,
and probable attacks are obtained.
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GNY BAN Diffie-Hellman (Kpms)  Kpms
GNY A<IX A X ABX (PRF) (Kns) X.509
A X AR~X A X AI=#(X) A X RSA RSA
Al=dX) A X A=ALY B (Rwn) (Ta To) (Ra Ry)
A Kab B A\E&b> B A Mecy
KU, B A=B|=C A B C Mns=Ta,Ra,Tb,Rb,CA,B, Tko,KUp, {H(CA,B,Tis,KUp)} KRca,P,G, Ky,
GNY (1) (2) {H(P,G,Kp,Ta,Na,T5,Np) } KRy, CAA, Tia,KUa, {H(CAATia, K
A3) Ua)} KRca,Ka
H(Ta,Na, Tp,Np,P,G,Ky )=MD5(T4,Ra,To,Rp,P,G,Kp)+SHA-1(T4,Ra, To,
GNY H(Mhs)ZMDS(Mhs)+SHA-R1b(’I\P/I’hSG),Kb)
(1-2] EAP-TLSP!
1 EAP-TLS MF=H(Kps,H(M1))=PRF(Kps, FL , MD5(Myg)+ SHA-1 (Mss))
EAP-TLS
X.509 MFe=H(Kns,H(Ms, {H(Mns)}KRa))= PRF (Kns, MFc ,MD5(Mns,
{H (Mhs)} KRa)+ SHA-1(Mps, {H(Mhs) } KRa))
EAP
TLS (MF9)=H(Kns,H(Mps, {H(Mps)} KRa,MF))=PRF(Kys, MF; , MD5
(1) EAP-Response/Identity (Mcp) (Mhs, {H(Mns) } KRa,MFc) +SHA-1(Mns, {H(Mhs) } KRa,MFc)
Men TLS 2 EAP-TLS
EAP-TLS
2) EAP Request 1 AP A: AP
(Msh) (Msc) (Mske) 2A- B:A
(Mger) (Mgng) 3 B- A: START
(3) EAP Response 4A-B:I TR,
(Mco) (M) (Mcey) 5B A: Ty, Ry, CA, B, Ty, KUy, {H(CA,B, Ty, KUp)}
(Meces) (Mgp) KRea,P,G,Kp , {H(T4,Ra, Th,Rb,P,G,Kp )} KRy
4) EAP Succ/Fail 6 A-B: CA, A, Tya, KUa, { H(CA, A, Tya, KUa)} K
(Msccs) (Msf) (1983 )
A B CA A 2007-04-12 E-mail kerry yuhui@163.com

—189—



Rea,Ka , {H(Mhs) § KRa, H(Kins, H(Ms, {H(Mns) § KRa))
7B —~ A H (Kps, HMps, {H(Mpo)} KRa, H (K,
H(Mps, {H(Mi) }KR2))))

1 A: *AP
2B<: *A
3 A<: *START
4 B<: *T,,*R,
5 A< *To,*Ro CAB,*Tio KU, *{*H(CAB,Tio,KU)} KRea~>CAl= ~4> B
*P,%G, Ko *(*H(TaRaTo.RoP.G,Ks )} KRy ~>Bl=  KB5,B
6 BJ: CA, A, *Tia, *KUy, *{*H(CA, A, Tia, KUp)JKRcy ~>CAJ= Kias A
Ko, * {*H(*Myo) KR, ~>A|=FRep
*HC*Kins,*H(Ms, {H(Ms) }KRa))
TA<LFH(*Kins, *H(*Mis,* {*H(Mhs) } KRa, *H(Kins, *H(Ms, {H(Mns)
KRa))))~>B|=A3Kns

A B CA A
B
CA AB A, B
CA A, B A
Kpms Kins B Kpms Kins A
T, Ta Ka T B T
Teo Ko T A CA CA
B B A B
CAP,G
T, P, ADAP A AP
2 T, P, BDA B A
3 T, P, ADSTART A
START
4 T, P, BOT,BOR, B T
Ra
5
A CA B
A B
H(CA,B,Tw,,KUy) B B
B
H(Ta,Ra To,Ro,P.G,Kp) B
B B
H(T2Ra,To,R0:P.G.Ko ) (TasRas TooRo,P,G,Kp ) A
H(T 2,Ra,To,R5,P,G.Ks)
(TaRa, To,Rb,P,G,Kp) B B
P, G, Ky A 1 B
B
6
T, P,  BDCA, BDA, BOTq, BOKU,,.BOK, B
CA, A, T, KU, K, BDP, BDG, BOK, Koms
Kins Te P, BDH(CAA T .KU,) R, B
B|=@(CA.A,Tra,KU,)
BO(CA,A,T va KU ,) R s
B|=@#H(CAA, T ,KUy)) B H(CAATw KU,
B/=CA |~( CAATq KU, B|=CA |~{H(CA, ATy ,
KU)'KRea B CA A
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H(CA,B, Ty, ,KUp ) CA

A
B A
H(CAATw.KU,) A B
H(CA,A, T¢a,KUy) (CAATya
KU,) CA KU,
A B A B
A 2 A
A 2 A A
B 2 A A
7 6
AI=B[=AKps, AI=AIK s
Kins
H(Kis, H(Mns, {H(Mns) } KRa, H(Kins, H(Mns, { H(Mns) } KR2))))
A B
H(T4,Ra,Th,Rp,P,G,Kp) AI=B|~Kps
AI=B3K e
A B
ADKUy; A9P; A9G; A9Ky; A| =BIKps
A= — B A=B=—"0,
BIKU;BIK4;BIK ps: B =ADK e
Bl=—""pA; BI=A=—pp
EAP-TLS Diffie-
Hellman
Kpms Krns A B
1 2 B A B
A B
Kpms ~ Ks
A B ( A
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