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Abstract Based on the concepts of the Spi calculus and the control flow analysis, a new technique is presented to analyze the cryptographic
protocols. Then it uses the technique to analyze the Beller-Chang-Yacobi MSR protocol. The technique is correct by verifying the known flaws, and
through the detailed research and analysis, it proofs the protocol is unsecured under parallel session attack. Based on this, it proves the MSR protocol
is secure.

Key words  Spi calculus; Authentication; Parallel session attack

X
Lo, L g
{‘Ll! ’Lkl} Ly
BAN Petri PQ::=
<Ly, ... ,Li>P
P Pi i
. PP S (Lo Lty P C
P
Spi Q
_ Spi (v P
(v, m)P
0
case L of {Ly, ... ,LiXji1,....Xu} L in P ( )
case Lof {| Ly, ... ,LiXjr,....xul} ) inP ( )
Beller-Chang-YacobiMSR B
(v n)P n n P
1 S Eeoi S (v:m)P m" m P
Pt Pt Pt <L,,...L>.P kK <Lp.Lo> P
(L, o LpXjersen X )P k <L;,...L>
i L=L;
' Xjt1see X (k=)
1.1 Espi .JH ‘ .
Espi case L of {Ly, ... ,Lj;Xjs1,e. 00Xy}, inP Ly
(1970—)
LM:=
n 2005-10-11  E-mail wql lai@126.com

—137—



L Ly, ...L} Ly Lo

Lo
PIL o1/ tveens Lic %] " )
case L of {|Ly, ... ,LyjXjipseeXil} , in P {Ll""’Lk}Lo [destX]
. . . 2
Lo L (L, ... L]} . (Ly Ly {| Ly Ly \}LO [destX] case L of
{LI,A..,Lj;xH,...,xk}iO [origX] in P case L of {|Ll,.A.,Lj;
1.2 Espi Xjs1 X} O1igX] in P X
Spi Espi 2 MSR
P-yQ MOAOX A X)=(h XA X)) - -
: 1 BoA: B Kg 1 B-A: B, {Bl} ,Kg
( » X) Ko
(20X 2 A-B (K} 2 A-B (KD
M . .
3OA-B {AAL 3 A-B {AAL
1 1 MSR () IMSR ()
1 MSR U U
o ID A B
( ML L=t
P L X )- QM PIQTL i1 /X e / X 1
C ) 1
MG ) K (2 3 MsR
case{Ll....,Lk}io[destX]of{Ll,...,Lj;xJ'H ..... Xk‘rfb[ﬁfiQX]mP%MP[Lj+1/><j+l----v|-k/xk] IMSR 1
( P P: PP . ) P=QQ-w Q..,QVEP'
PQ->MmPIQ (vn)P—>nm (vn)P P—-mP
2.1 IMSR
<Ly, ... ,.Li>.P Ly, ..., IMSR
LJ ;Xj+1,...,Xk).P _] A1(1=1m) BJ(_]zl n) U
L; X (K K B Ky Kvy)

. . i
case L of {Li,uLjiXjppsnXicp - [origX] in P o
{ 1 }LO eX] <source,destination,messagel,...,messagek>

{Llw-a Ly }/qu [destX] j
Li Li‘ L():LOV Spl
13 1 (M:Ko)<Kg'™>|
O.Shivers [2] 2 [N IT5-! By A, Bj; xCyj, XKy)
Espi P 3 case xCjj of {|B; ;\}le [origb1]] in
u
LS i
(p(Kp) |=i>.q1 P b ! (MK;)< AL B {IK 1}, [destb2]>
0 5 <ALBy (ALIATT G [destb3;]>0
b 6 (v K)
K )
" 7 ML <ByAGB: {81}, ) K™
0. 1) 8 (Ai, Bi; y1y)
(a Ap) @ A A 9 case yljof {\;yzij\}b{j in
A B A B K
U 10 (A, Bj; y3y)
11 case y3jof {Ai BE }'j/}z:, [origa4i] in
Espi b4 . .
Needham-Schroeder 12 case y4jof {|A; ;\}K JJ [origa3;] in0
1 2
5 6 12
1.4 MSR Ki Kj
MSR Beller-Chang-Yacobi
4 Ai Bj [dest b2j]
MSR Bj 2
5 Al 2
Bj 4

3 [orig b1j]

—138—



11 12
2.2

MSR

i=l..m j=l..n U]

MSR (a2i, ), (i, ha), (Ra,b3))
(a2;, b2y), (a4, b3;)

n, , K+a 5 K’a 5Ai 5 Bj
K;,K'j, K'y

IMSR (a2i, &a), (a4, Aa), (Ra,D3j)
(a2;, b2y), (a4;, b3y

n, , K+a 5 K-a 7Ai 5 BJ
Ku 5 KJrj 5 K+U

Al B1

.1 M(B)-A;:
D2 A -M@®B):

23 A -MB): {AL{A ]}k 22

1.1 B;-»M(Ay): BL{Bl}x.,Ks" 1.1 B =M(A): ByL{B|}«u,Ks'
BL{Bil}ku,K." 2.1 By=M(A): By {[Bsf}xu, Kso'
I 2.1 M(By)-A;: Byp{[Baliku, Kei*
A-M(By)  {Kil}ks

23 A -M(B,):
127 M(A)-B;:

(A A K
{‘KWZI}K.BI

2 ()

Ay
2 (a2, ko), (a4, Ay 22 M
3
(4] (Ra,b3;)
(a2, b2) (a4, b3)

) Ay
B, MSR
2.3 MSR

B,

IMSR 1
IMSR
1 B-A: B,Ks",Ps", {H®B,Ks", Py} k.
2 A-B: {\KABI}Ké
3 A-B: {APLL{H(A, PA)IKu ) ka
PA+ PB+
B  H(B,K;,Py) Ky
B Kg* Py’ A A
B, Kg™, Pg", {[H(B, Kg", Pg")[} ku
Kap Ky B A H(A, P
Ky A Py Kap
B
KAB
3
Spi
MSR
IMSR MSR
IMSR
IMSR

1 Abadi M, Gordon A D. A Calculus for Cryptography Protocols: the Spi
Calculus[J]. Information and Computation, 1999, 148(1): 1-70.

2 Shivers O. Control Flow Analysis in Scheme[C]. Proceedings of the
ACM SIGPLAN’88 Conference on Programming Language Design
and Implementation, 1988-06.

3 Beller M J, Chang L F, Yacobi Y. Privacy and Authentication on a
Portable Communication System[J]. IEEE Journal of Selected Areas
in Communication, 1993, 11(6): 821-829.

4 Carlsen U. Optimal Privacy and Authentication on a Portable
Communication System[J]. Operating Systems Review, 1994, 28(3):
16-23.

122
SWLDRM

SWLDRM

Chord

P2P

1 Napster Homepage[Z]. http://www.napster.com.

2 Stephanos, Stheotokis R, Spinellis D. A Survey of Peer-to-Peer
Content Distribution Technologies[J]. Proceedings of ACM Com-

puting Surveys, 2004, 36(4): 335-371.

3 Newman M E J, Jensen I, Ziff R M. Percolation and Epidemics in A

Two-dimensional Small World[J]. Physical Review E, 2002, 65(2).

4 Aber r K. An Overview on Peer-to-Peer Information Systems[EB/OL].
http://Isirpeople.epfl.ch/hauswirth/papers/WDAS2002.pdf, 2002.
Stoica I, Morris R, Karger D, et al. Chord: A Scalable Peer to Peer

W

Lookup Service for Internet Applications[C]. Proceedings of ACM
SIGCOMM, 2001.

6 . Chord [J].
2003, 23(11): 25-28.

7 Zhang H, Goel A, Govindan R. Using the Small-world Model to
Improve Freenet Performance[C]. Proceedings of the 21% IEEE
Infocom Conference, New York, 2002: 40-49.

8 . Region P2p [J].
2005, 16(6): 1140-1150.

—139—



