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Cryptographic Properties of S-box in SMS4
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Abstract S-boxes are quite important components of modern symmetric cryptosystems in the sense that S-boxes bring nonlinearity to block
ciphers and strengthen their cryptographic security. This paper analyzes the cryptographic properties of the SMS4 S-box. Some algebraic properties
of S-boxes such as Balanceness, differential characteristics, linear structures, nonlinearity and Walsh spectrums are investigated. It claims that
SMS4 S-box possesses some better properties by being compared with those S-boxes used in AES and Camellia.
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