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Solution of Mobile Agent System Security Problem Based on
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Abstract The agent technology solves the problem of task assigning and cooperation between network while the security problem in the mobile

agent system restricts its application. An agent system security solution is presented based on cryptographic technique, which solves the problem of

security authentication and secure communication in mobile agent system. The realization is introduced that the solution is applied to the

individuality E-learning system.
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R P:\srcexe’win_exe>jiami CheckMAP.class classcypher key
Mobile Agent key:43 251 92 139 13 130 84 8@ 242 25 232 140 229 30 194 80

MD5
Prepare OK!....[0.B168s].
CheckMAP.class 6398 hyte in...
2 Agent 5399 hyte done ok!finish!..... [6.0318s1
Agent MD5 F:\srcexe’win_exe>jiemi classcypher checkclass.txt key
key:43 251 92 139 13 139 84 8@ 242 25 232 14@ 229 89 194 88 ....load key ok!
( 1) creat s—hox finish!....

6397 byte done ok!finish!..... [8.8318s1

|[Fi\sreexe’win_exe>jiani soft.exe softhak ey
'key:104 89 213 174 217 280 189 77 64 52 125 134 11 182 113 58

1634719 hyte done ok!finish?..... [2.1418s1

IF:\srcexe‘\win_exe>jiemi softhak softhak.exe key

ey:1B4 89 213 174 217 208 189 77 64 52 125 134 11 182 113 58 ....load key ok!
l:n.ll..“n.u.u..m'r.-mum-l reat s-hox finish?....
[Prepare OK!....[8.8318s].
I:;u-_--.-lm..num-.u...rh. N L.
1634719 bhyte done ok!finish?..... [1.7198s1
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PW_B DH

JR SKD Agent(A) RH
Agent(A) DH cryptographic Center
MD5 Agent Host
MD5

MD5 cryptographic Center
(SKD) agent(A”)

R(Agent(A))> Agent(A’)

Agent(A)

Agent(A)=ID(A)+ PW_B +Message(A)

Agent(A’)=R(Agent(A))=ID(A)+R(MD5(PW_B))+R(Message(A))
+R(MD5

(Message(A)));

Agent(A’) DH Agent(B) DH
If R(MD5(PW_B)) then

R(Message(A))
JR (R(Message(A)))> Message(A);
Message(A) R MD5
DHR’
If DHR’==R(MD5(Message(A))) then
Agent(B)
Agent(B’)=Agent(A)

Agent(B”)
Agent(B’)
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