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Abstract Key management is one of the most important technologies on the security mechanism of wireless sensor
network. Compared with all kinds of key management schemes, group key management is more suitable for wireless
sensor network. According to the root-controlling and distributing group key management schemes, this paper proposes a
novel layer-cluster key management technique and resolves specific defects of the two schemes. Furthermore, secret
sharing mechanism based on (t, n) threshold cryptography realizes the secure communication among groups. The new
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proposal can not only meet security demands of wireless sensor network but also improve executing performance.
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Fig.4 Multi-groups management mode of wireless sensor networks

CAEDG SEATPIANBERGE: (1) AT, iz IX HOR
RETT SR BN, HHLAEGE (2) KHAE
GENPIERAS], TR RN HET (L n) TR RN
VA B S RE R MU DI P A ), RARIE R IR R

(1)Sink 5 RIEPEAEEL n(n>2t), JFiEHERFE S p 5 q H
i £ %5 (p-1) mod g = 0;

(2)Sink 15 SUARYE tH, BEHLIERE— A {a,i=0,1,
20t 1}, IFERAMZIR f(0=ax (modg), Jk
a € [1L,9-1]: e

(3)Sink T A BEHLIEF S ¢, HH 5=cPV (mod
p>1, ) & A GR(p)HF ok q (I HTT s

(@)Sink 15 58 #k{p, a, & yatE—Al:

(5)Sink 15 R AR —HIE L X (i=0,1, 2, n-1),



%12 OB AR I M R R L BT 5T 2397

ERES AR TEY f(x) (mod q) M AT 7% 8
Y, =5 (mod p).

(6) 4% B m FEATIAEIN , Y57 sl R B T 2554
f (%) (mod q) LA —BEHLIEHOR = A5 B m 11254, 1
H 0 s e R LA 724 y, 3 m AT SR AL .

Wt —2k,  BIE 2% R SR (1 ¢ 207800 3v2 41,
ANFREEFUAT AR, S22 R T B4y
B

WR T EY— P BRIAE R, AR n) TR
J7 SRR FR TR HI R T B hash  BR s BBk Sz IR 4L 1a] A
WE. Sink J7 AR B n(n>2t) SEA K FE ) hash % 87%8E, BF—41
B A R R a — AN S BRI AT, ¢ 2 LT t K
B . FE R MRS INESR RN, N A t EAEE )R
F8 40 K BRI SEBRGIE; — B KR eSS 7 A %00, A
F hash B%iH4 K'=hash(t, K)o #IEZSHE, H—REERM
TR FLE, BT BNV K BIR T
34 ZEMMERES T

(DUIRTHTAR, AR o2k A5 R As 9 2% 20 B A LI 22 A T
K, R B T B SE A AL AT R AL MR S 1 AL
P, P EFALE]E AP R AR 0 e A ek, k=l
SN 5 T S A A TR AGE 5

(2) ZHEA BB L 0 BT B A s R v, B
A T A e 2 A B A s Y A AR R SO S )
B, SO T A A A B A B = AR s R R

()AL 1) (W3R ST Tt n) ITFR Iy 21 4 %)
B n AEWRIEX AR E, 80T REE YR
s

(4) B EH o BN S T SR I 2R Pk A (.51 hash B 25UEE SR SEIIL,
ATARA T T 10 2 A RO RS D TR AT I B s

(B)FRAE MR T 40 )2 4 AL Rk, 45 2R B
B G5 AR SIS B S, AR A0 I 26 T A U R
LI 3 5

(6))Z B AN B 7 S 07T s B LA BB R R A
I RE T 3 N Bl AR A G I 4 IR s, AT St ml 7 JE ok
GIDIETI R
4  HRIF

ToBeAt I M 2% LA Ad hoe 775 A 41, (EH F B 4R ROR
JRRRpRE TP 2 AR . 5 W T Ad hoe M 2% R4 488
PUE BT S LB DI TSI TT ST b, B DI BT SR AR

I LR DR TC A s W 298 1 22 A TR A A SCHR H AT FRY V27
NALE PV BT SR T PIRR AT SN, T2 T(t, n)
TRy S8 K8 B 23 B ) S BL 1 4R IR) R AR AIAIE, - fRAIE
AR RN G T AT R4 RE -

T I AR A 1 miv k5 A7 fil SO AR RE IR, H
N T HE— BTGNS B, R R BRSO
R KT IN AR  FE AT T R AR R A

2 % x

[1]  Akyildiz L F, Weilian S, Sankarasubramaniam Y, Cayirci E. A
survey on sensor networks [J]. IEEE Communications Magazine,
2002, 40(8): 102-114.

[2] Sourabi K, Gao J, Allawadni V, Pottie G J. Protocols for
self-organization of a wireless sensor network [J]. IEEE Personal
Communications, 2000, 7(5): 16-27.

[81  Zah, ZEE, AN AL 100 45 N A A B )
Wi 5[], 244k, 2003, 14(10): 1718-1727.

[4]  Eschenauer L, Gligor V D. A key-management scheme for sensor
networks [A]. The 9" ACM Conference on Computer and
Communication Security (CCS) [C]. Washington DC, USA, Nov.
2002: 41-47.

[5] Chen H, Perrig A, Song D. Random key pre-distribution schemes
for sensor networks [A]. IEEE Symposium on Security and
Privacy [C]. Berkeley, California, May 2003: 285-289.

[6] 2= Mg, B, WRTCAE. JoLk Bt W 4 J 3 e 4 ) i [J]
Hh O TR E A, 2004,10(11)): 30-35.

[7] Tanaka S, Sato F. A key distribution and rekeying framework
with totally ordered multicast protocols [A]. In Proceedings of the
15" International Conference on Information Networking [C].
Beppu City, Jun. 2001: 831-838.

[81 & FF MU, FEBRZE. TCL AR M LR ]. T
HLIN 5 45461, 2004, 12(8): 701-705.

4 Hke 9, 1982 44, Wi, W7 RO EHLMS . 5

BV APEAE A T i) BRI B e 4

Filel: B9, 1943 A4, B, AT, FEOFFT AT
HHVRAE UMM (5 R % 4A, B
AT S B AR A

£ W B, 19824F4E, miLAE, WRCOT IR I EALMN G T

HUBRAPEAETRAS o 0 BRI B e 4

Y, 1981 44, A, BhE, WESTT R TSR 4

VAU PR AR b 1 B A S 24

S :



