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Research of Conponent-based Security Mechanism for Active Networks

ZHOU Heng-lin, LI Zeng-zhi, WU Yaqiang, LIAO Zhi-gang
( Institute of Computer Architecture & Network, Xi' an Jiaotong Uniwersity, School of Telecommunication, Xi’an Shanxi 710049, China)

Abstract Utilizing the trait that protocol can be deployed dynamically in active net, the component-based security mechanism
Is designed for active networks on the base of the security prototype of active networks. The mechanism can meet the security
requirement of the active networks, such as secrecy, integrality and usability, and provides security measure including extensi-
ble encryption and decryption, authentication and authorization, execution monitor and code rewvocation, etc for active packet
and active node. In addition, it supports dynamitic load and customization, therefore security level can be customized for ac-
tive networks according to the actual application.
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