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Realize on SOAP-based Security of Web Services

LI Hui-ying, ZHANG Chang-hai, LI De-chang
( College of Computer Sience & Technology, Jilin University, Changchun Jilin 130012, China)

Abstract Through analyze the framework of Web Services, the fundamental principles of building security model are studied.
Since the main part of Web Services security model is SOAP security, a way to solve safety SOAP-based information exchange
is provided through extending the security of SOAP that ensures the integrity and security of new and existing Web Services.
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< SOAP-ENV: Envelope

xmins: SOAP-ENV =" http: / /schemas. xnmsogp. org/soap/emelope/" >

< SOAP-ENV: Header >

< SOAP-SEC: Signature

xmins: SOAP-SEC =" http: //schemas. xmisoap. org/ soap/security/2000-
12" >

< ds: Signature xmins: ds =" http: / /www. wW3. org/2000 /09/ xmldsig
#" >

< ds: Reference URI =" #Body" .. />

< /ds: Signature >

< /SOAP-SEC: Signature >

< /SOAP-ENV: Header >

< SOAP-ENV: Body

xmins: SOAP-SEC = http: / /schemas. xmlsoap. org/ soap/ security /2000-12

SOAP-SEC: id =" Body" >

< m: GetlLastTradePrice xmins: m = " some-URI" >

< m: symbol > IBM < /m: symbol >

< /m: GetLastTradePrice >

< /SOAP-ENV: Body >

< /SOAP-ENV: Enwelope >
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