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Analysis and Research of Attack Model
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Abstract It needs to further investigate technology of network attack to protect the network security. Attack models can help
in describing and analyzing the course of attack structurely and effectively, further more, they can help in sharing the security
knowledge and improving the efficiency of attack detection and security prediction. This article analyzes and compares several
attack models in common use at present, and then prospects the future directions of attack model research in the end.
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3 Transition ( Brute-force Guess Pass-
word) Wiki Web Attack Net
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Nane: Brute-force guess password

Preconditions: [ - > read access to /etc/passwd] , [ - > account with
weak password]

Postconditions: [ - > knowledge of password]

Context: [ - > UNIX-like system] , [ - > Linux system] : most modern
Linux systems use shadow passwords, so /etc /passwd does not contain pass-
word hashes.

Descriptions: A password can be guessed if itis included in a reasona-
bly small search space, such as all combinations of lowercase letters or lists
of English words or nanes. See [ - >account with weak password] for more
cases of weak passwords.

If the hash value of the password is known, an attacker can do the
password guessing off-line by generating a hash value of each candidate in
the search space and comparing it with the known hash .
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