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A Method to Dynamically Detect BGP Configuration Errors
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Abstract A method to dynamically detect BGP configuration errors is proposed. The method focuses on two types of misconfigurations, origin
misconfiguration and export misconfiguration. To find the origin misconfiguration, the method checks the prefixes of inbound or outbound routes to
verify whether the prefixes announced belong to the original AS. According to the commercial relationship between ASes, the method finds the
export misconfiguration by checking whether one AS in the AS-PATH violates the export guideline. Finally, the method is proved to be feasible
through simulation.
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peers(uw)={v | Vv, veu} u
5 prefix(u) u u

customer_prefix(u)={pre|Vpre
Jvecustomers(u), preeprefix(v)}, peer_prefix(u)

={ pre|Vpre, Ivepeers(u), preeprefix(v)}

6 ueV adj AS Object u
AS adj AS Object=<AS n, relationship, prefix_in,
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prefix_out AS n
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u receive r from v
if (| r.as_path | = 1 and r.NLRI ¢ prefix_in(v))
or (first(r.as_path) # v) {

reject route r;
put route r in rib-in-errors(u);

}

if rib-in-errors(u) # &
output the routes in rib-in-errors(u);
| r.as_path | AS
AS

first(r.as_path)

@)
{v,u}jeE u v
r
if |r.as_path| = 0 and r.NLRI ¢ prefix_out(v) {
reject route r;

put route r in rib-out-errors(u);

}

if ue—v and (first(r.AS_Path)eproviders(u)) or
first(r.AS_Path)epeers(u)
put route r in rib-out-errors(u);
if u=v and (first(r.AS_Path)eproviders(u)) or
first(r.AS_Path)epeers(u)
put the route r in rib-out-errors(u);
if rib-in-errors(u) # &

output routes in rib-in-errors(u);
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True = permit
ip address = 172.16.16.0/24 = permit
ip address = 202.206.16.0/24 = deny
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export errors:
record 1
AS number =2

prefix = 172.16.16.0/24
as_path =[1 4]
prefix € prefix_in(4)
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