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New and effective JPEG steganographic content detecting system

TAO Yan-yun, XU Cui-hua, MAO Jia-fa, LIN Jia-jun
( College of Information Science and Engineering, East China University of Science and Technology, Shanghai 200237, China)

Abstract: A blind detecting JPEG Steganographic Content system was designed and developed whose class is based on
the characteristics of DCT coefficients energy and 3-layer forward neural network . The whole system was developed in VC ++
6.0, using the multi-thread, XML , SQL Server database and the JPEG library of Thomas G. Lane, and a blind detecting
JPEG Steganographic Content system was realized which can store detecting information and create reports. This system has
detected more than 3000 pictures and the average detecting rate of various Steganographic methods is 90. 085%, including

jpeg pictures with low stega rate and cover pictures which are smoothened, sharpened, shirked, cuted or re-compressed.
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< ?XML?version ="1.0"? encode = "gb2312” >

< Detection >

< DetectInfo >
< filePath > {4 Je 442 < /filePath >
< ImgNum > & /i $(& < /ImgNum >
< DetectRatio > £ ll] % < /DetectRatio >
< /DetectInfo >
< Imglnfo >
< ImgName > [&] & R </ ImgName >
< ImgPath > [& } fi £ 4% < /ImgPath >
< Dirty > ¥+ K 8 IE K < /Dirty >
< /Imglnfo >
< Imglnfo >

< /Imglnfo >
</ Detection >
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struct jpeg_decompress_struct cinfo;
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struct my_error_mgr jerr;

/7RG AL

FILE = infile;
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JSAMPARRAY buffer;

char buf] 250];

if ((infile = fopen(lpstrFileName, "tb")) = = NULL)

// 5 75 RETIF IPEG SCF

{

sprintf( buf, "JPEG: \nCant open % s\n",
IpstrFileName) ;

m_strJPEGError = buf;

return NULL;

}
jpeg_create_decompress( &cinfo) ;
// WAk JPEG R4 S5
jpeg_stdio_src( &cinfo, infile) ;
(void) jpeg_read_header( &cinfo, TRUE);
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jpeg. JpegQuanttab( quant_temp, sWholeFileName) ;
/3B R
det_coef = new double[ width * height] ;
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jpeg. JpegDctCoef( dct_coef, sWholeFileName) ;
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mp = det_coef;
for(int blk_i =0; blk_i <sub_R; blk_i + +)
for(int blk_j =0; blk_j <sub_C; blk_j + +)
{
for(i=0;1<8;i+ +)
for(j=0;j<8;j+ +)
{
tempdet = * (mp +1 %8 +j);
detcoef_block1[i][j] = (int) tempdet;
detcoef_block2[ i][j] = tempdect;
}
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Eng. dequante( dctcoef_block1, quanttables, dequant_coef) ;
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subenergy = Eng. energying( dequant_coef) ;
Eng. quante( dequant_coef, newqutables, newqucoef) ;
Eng. dequante( newqucoef, newqutables, newcoef) ;
newsubenergy = Eng. energying( newcoef) ;
ratenergy = subenergy/newsubenergy;
/7SR RER R
imgenergy = imgenergy + subenergy;
total_ratenergy = total_ratenergy + ratenergy;
/R R R
k=k+1;mp+ =64;
}
imgenergy = imgenergy/k;
total_ratenergy = total_ratenergy/k;
mark = Eng. quantmatch( quanttables) ;
7753, AL, ] tempsum A 1, 7504 0
tempsum = Eng. oneclassify ( mark, imgenergy, total _ ratenergy,
numberbyte) ;
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