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Improved Implementation of SSL VPN System
Using Virtual Device Driver
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Abstract This paper presents an improved SSL VPN system. The system hooks data packets from virtual device driver at socket layer and sends
them though an encrypted SSL tunnel to the peer who will perform decryption and reconstruction of the packets. The system is more flexible and
adaptable compared to traditional SSL VPN system.
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Netfilter ™ Netfilter HOOK 2
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SSL VPN static struct file_operations tun_fops = {
owner: THIS_MODULE,
ioctl: tun_chr_ioctl,
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read tun_chr_read,
write: tun_chr_write,
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(2) Proc tun_chr_write write
3) misc_register()
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tun_net_init () //
tun_net_open () //
tun_net_close () //
TCP/IP tun_net_xmit () //
TCP/IP tun_net_status () //
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register_netdev (&tun->dev)
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