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Research on the security of mobile IPv6 dynamic home address discovery

LI Gang
(Department of Electronic Engineering and Information Science, University of Science and Technology of China, Hefei Anhui 230027, China)

Abstract: The security feature of DHAAD( Dynamic Home Agent Address Discovery) procedure was analyzed, and a

solution was proposed to protect it. The solution authenticated the bi-directional DHAAD messages between mobile node and

home Agent, and encrypted the home Agent address list in the message from home Agent to mobile node. The solution can

protect the DHAAD procedure against Denial-of-Service attack and the theft of information on home link. Then the evaluation

of the solution was given, and it was realized in the Mobile IPv6 demonstration network.
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