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Multiphase confinement for intrusion tolerant database system

LI Wen-Cai, MENG Li-rong, YU Chang-hui
(School of Computer Science and Technology, Shangdong University, Jinan Shandong 250061, China)

Abstract: Traditional damage confinement of intrusion tolerant database systems is one phase. Damaged objects are
confined until damage assessor finds they are damaged. However, time latency causes damage spread. Serious damage spread
usually causes the unavailability of database systems. To solve the problem, multiphase confinement solution was given. The
model of multiphase confinement solution was defined. The functions of the phases of multiphase confinement solution were

described. Finally, the model was evaluated and analyzed through experiments. Multiphase confinement solution can defuse

time latency and avoid damage spread , so it can confirm the availability of database systems effectively.
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