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Adaptive Intrusion Detection Expert System Model

HE Bo, CHENG Yongjun, TU Fei, YANG Wu
(Department of Computer Science and Engineering, Chongqing Institute of Technology, Chongqing 400050)

Abstract Most intrusion detection system can not adapt to the variation of network environment. Aiming at this problem, this paper proposes an
adaptive strategy which composed of state space and strategy space. The former described network environment and the latter described the
strategies. There is an exclusive strategy corresponds to a certain environment state in state space. On the base of the adaptive strategy, it designs an
adaptive intrusion detection expert system model based on rule-based reasoning and case-based reasoning, namely, AIDESM, which had expert
knowledge database and intrusion case database. It takes advantage of adaptive strategy and evaluation & learning mechanism to realize adaptive
intrusion detection. The experiments indicate that adaptive strategy is effective.
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AIDESM=<DB, KB, CB, INSP, REAS, DECI, EVAL,
LEAR, GENE>
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