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Model Checking of Authentication Protocols

XU Wei-Wen LU Xin-Da
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Abstract  The increasing popularity of distributed systems and the emergence of new technolo-
gies, such as electronic commerce, demand new security solutions. The corresponding corner-
stone of security is often authentication, therefore easy to use methods and tools for modeling and
verification of authentication are needed. This paper develops a way of verifying authentication
protocols using model checking. Model checking has been proven to be a very useful technique for
verifying hardware designs. By modeling circuits as finite-state machines, and exploring all possi-
ble execution traces, model checking can find a number of errors in real world designs. Like hard-
ware designs, authentication protocols are very subtle, and can also have bugs which are difficult
to find. Specially, this paper presents a simpler model for modeling and verifing authentication
protocols, which not only adapts to the situation with multi-pairs of participants but also effi-
ciently reduces the sizes of the state space and avoids states explosion problem mentioned in previ-
ous literatures. Also this paper implements the model using Model Checker Spin. Needham-Schr-
oeder Public Key protocol and TMN protocol examples are illustrated to show how this frame-

work is applied.
Keywords authentication; model checking; Spin
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Bellare, Rogaway, Shoup 1 Rubin 4 H T —
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I P B ATL BR300 1 T R B I B 7 VIR B N
12 R B B2 1 (session) BT 7= A2 1) 2% 40 v A3k
—ANEHE AR G
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A PRI S L B BE R IR NAR AT S .
SV X AN HE B B S E B P SR E AN IR A
M AH BAN 32 55 45 DL BRI iy B2 il 450 %2
JORHIE 5T ) W,

5 =R B R 2 A A I (model checking). &
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AEERALES MW HENREFH K& FAT N AR T hilZ
55 Z 18] 9 R BL RO S8 i A 2 5 35 0 0 TE R A R
WA F IR XN REEGHREEBES. &
HEAIRA 0], K A L 15 BE 08 2104 HE AN B R
A, B0 BE AT LAG R A BB INAT W RS B
LA AR 2 PR AR R W T B AT SRS AU R 50 A 22 4 )
. Meadows F| ] Dolev-Yao FI#E A MM F R T
— /AN EF PROLOG 9 model-checking T AP, #F
AT FR e b, H 7 a] BUR) R — 4k N AR 5 A
AR SR R R ok B AU P L. Woo Al Lam $2 H1 T
e NE RN =R RNy SVEIE  SiEa Y - R~y |
T G B2, JSERAU A P S 5 3. Lowe FJH]
CSP 1 model-checking T. B FDR 4 #T 7 Need-
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JR AT BB HE S E RERAS AR A— A
i BE (nonce) 5 5 p 42 —/NFE— LU 29 3R (1 3 1
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T8RRI AR IR 2.
2.3 HILERIEARE

AT LLPRAT [ B A ] B 23 1 4 35 2 4 R A
. N ER SN AT LS 2D AT AR AR 32 AR AT VR AT
WIS BN, IF 2494 2 A TR INZ 5 s, ]2 X
AR B PTA AT BEAT . 3 AE 2 1 0 45 A ak A
W, AN 2 X R A [ I R AT RS e B8 N IR

H 4 P28 B B 1E . BeglInits EndlInit, BegRe-
spond F1 EndRespond, il X Wk .

BeglInit(k) R 7n W kb K235 K.

EndInit(j)RR5EHS j B0 K.

BegRespond (j) RN TFUEMI N j 1415 1 K.

EndRespond (j) 3278 56 N j 823 1 Wi JB,

XA 25 B AR A AR H AR AR b, i
Needham Schroeder #r i =4k A @ 1S 7 B K% H
BANGA ) g B RE TR R XA RIETH B3
YEI 2 BegInit(B)Z0AE. AL, 4Kk B W 23X AN
VB, 1 G AR % X B J& BegRes pond (A) Z11E.
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(BT BegRespond (j)). BARUITF .
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Yo p AR D Gy~ C Gk — 1
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JAE C. G R .
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—WIFR IR Gid) o Wi 3 5 b R Al ] DARSEHL 22 A i Y. 5
AR BIEIRAT 4 v LU intruder 1R R BE4UL,
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K1 BT 95 DCIE B OB

RS A I T g 1 R R Tk N AR A R e TR
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WY 2 FINAZ 3 L B0 AT S 2 B g A i R le 450 LR
1% BHE OB T Fo VIR T JERT e R B B i
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REABANAZ 25 R0, 705 e LR R AF il s B

RN ISy VR @) S S LR N e
HRRARER j R — K Py BUEAE L 7= A I i {8 I A7 7
R R 1 )R AR B L AR S N 1 {E S bl
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2 8 3R N I in 8 8 IR — A RO A
S, n] LA AR SR A 0 N 1 id (AN TR k). 2
Jo AR R R N I OE A KA I I B
A7 fifs 5 ) I3 35 TE R 11 ) 3 A v, R b 85 1 e
M BB 1 out M IE K H.

Ak BT WA AR R LR M Gk &
AR G R R BCEAE L, C L ICRTEIN 1.4
kSERCWN I Co LRI 1. & 21 4K 5 JT 4R
WA kL C LG LRI 1,2 4k £ 58 K & T8 1 (1

ANAE G L Co Ly LR TR 1. DAIE Hir 101 8 1k 22 SR AT
Bk WA CL7Ik]=0 H C.[j1[k]=o0.

AP B =07 CROES 0 3, f 2R =y
R 45 I SR I 2 i s R AR B e 1AL 1 e o
SRATG SR A TR 5,92 C[IF]=0 H C.[1[k]
=0.

B2 f8H =772 5853 \E i Spin B2
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KA P BB AL, 3 A B NAR L GNP ik
BUH « — A2 8 5 1 R 48 A bl B 5 1O W 2, 55—
Je 1B R S AR O HE O R B R A e Al T
T HOX A 7B X, 509 B SCHT AR IR R A R ]
H10Y, FHEUR A BRAE.

52 B, A ST $ AR A K G Spin SEI,
AR PLBE AL 1) 22 R3S AT L 1T HL3E w] DL 40, 2
XF ARSI B IR T BT AR AR SR s 3 A R A
PEAE .

(1) 1 F4£ Spin (52 BU A, A — A HERE AL 2
A A B kS w2 A, R RS AR BE—
LG L7 23 ) IE S 1 id A b B ey A L b oA R
A B AR 73 B — A HERE 9 AR A7 A S ().

() BERAL A ] — A 2E F2 Gintruder 2F 72 ) 5 1
T W25 1 & AT b AR N AR R B A, b
TOUERR A E R HOH

XL IRATT 5 B8 N AR 35 B 2 1 L 4

(D) RUT5 2 1A% 338 RV R A 8 ONAR ) e

) FEAS EARA I ANAR 5 #AT — > Ja) 28 B
N Msg, IF ] DL BE AR 2% ¢ 19 e AR 2 3. A
1258 1 RE ) SR AR A W ok 10 3 6L L A8 R RE 1A IR R
fiff % I L5 LA AR (171 B A & R B R il %
R PRV R O S R A

M Needham-Schroeder 28R (CEF 5 9 I 56
UEZE R (K DAl LUE 2, 78 Spin BRI KR 2 1) 2
BRI (1024 bytes) &, fe 2 ] LSS AE 17 X 3 A4 [ i
Z SO NE S AE A7 4. 18Mbytes.
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5 DLAE I AR AR BE A SO P B2 A 2 B LUK
=

(1) B AR &R T X il 2 5 3 1
AR H LSS DR A W S T B

(2) Z Pl AE AT R P 5N T — 44
JR G EL RS 4 R AR B S TR A AR AN [F) AR AR
BN, ST A N A0 B .

(3) Spin/Promela & F R FHEET , J .
Vs

(DPromela #2510 T8 [, v ASLALL = 4] (1) 38015

@Promela fig 78 53 i i& F R4 0 5

(B Promela 7] 4k PR 4 R A8 i

@Promela ] assert 75 B 3E & 5 & P 3L 10 &

5 £

5.1 Needham-Schroeder 2 £8 /1%

Needham-Schroeder 28 5 1303 i A2 4 K e &
5w N2 1) nonces SEILH. R K 5 G A UE. 47 R % B
NS5 H N TE 2P, WSO B fRi A 3 AN R

(1) A>B: (N, Al

(2) B>A: {N..N, ) .

(3) A>B: (N, }x,.

H T OREM I, KA A P E— nonce
N, . 5 B2 id — A #m N4 B 18 K,
WM B WML M EA S NG, =4 —4 nonce N,,
IER NI N H A A K, . 2 A W32 —
MHEE A B M AE RPN, EEE B
EAFRRE T RENE. S AN B K&E—4%H
.24 BRI 5. BAAIET A KI5 4.

RIS SC BT 4 th 0 Spin/Promela 8 7 £ 3
Needham-Schroeder 228 W 30, 747 2 %F F A& Z Ity
WS 0L AE 177 depth I, 3R T S C G k)=
0, AL 3 Fros , Wi &K T — A3 44 BBtk .

(1) A>T (N, Alg,.

(2) ICAY>>B; (N, A}y .

(1) B=I(A): (N, N, }x .

(2) I=A: (NN, }x .

(3) A=>I: {N,jx,.

(4) ICAY—>1I: {N,}x,.

Low &4t — MBS &7 2 W B h A
Wi N 2 B AR L R

(1) A=B: [N, Al .
(2) B"A: {Na’Nb’B}K“-
(3) A=>B: {N, jx, .

initiator ;1
104 .
1113984 14,0,9,0
intruder : 3
106
126
repondersg 3A1+2.0[12.0.9.0
127

152

2!resp,0,0

#ni,1,0112,1,9.0

157

lafk,0,0,12,0,0],9
169
171

172 3tack,(,0,12,0,0.,9
1

177

17
.init: .0

B 3 Needham Schroeder 2% Wpil 52 21 B il (1) #1728
AP 4 RS ALJE L2 5P U E R EE A
SR, 0S5 PN FARECH A R By e AR
AR ) L R IR % (R R BE | N A7 A A 0 55 2 3K
YA TR, FL AR 1 0 L% 1.

F1 FHRHESREMHSHMOMEXER

FHHH R “(‘:”;”;5 B (M"E)fes> R

1 1 164 110 2.950 3144

2 2 180 176 2.542 178

4 4 236 300 2.542 302

8 8 396 692 2. 644 694
12 12 620 1276 3.054 1278
15 15 836 1840 3. 668 1842
17 17 996 2276 4.181 2278
18 18 1076

- Spin B HR 2 1) & 5 K 1024 bytes,
BEAZ AR d 22 W] DAL 17 5 8 A A I3 AT 5 A
iR, A AR 2 E RS 5 oL, LR B R
ZH VECTORSZ MH (H AN 1024).

5.2 TMN i

TMN (Telecommunications Management Net-
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work) MW & 3 NS 5FH  RilHE, WNHFME =
Ji e gs L e A PR 7 K.

B HE 0 %5 . 0 T8 58 1R R S s RS 3 R W 3
HOHEA I % B E E PR A SCE Gn) B AT =
T W55 3 L A S ] Al %

e a9 K — % B AT AL e B,
BV (ks V(R wky)) = koo W3 A2 U0, — AN 5244 01 IR
SIE BT Ry U AT LLOE I R V(R LRy 3R R,
X AR B WAL I U AR L DU O 1 i i 2

TMN WpiSCEE 37 25 16 % 80, T A8 4 4 MR

(1) A>S:A.S.B.E (k,) .

(2) S>B:S.B. A .

(3) B>S:B.S.A.E(k,) .

(4) S>A:S.A.B.V(k, k) .

MR E A ESWN S B # A0, E R
R, HEAT I3 IR R GRS =7 %5 GIH L D). IR %5 #
W BAE—MNMEE.HFE ABKER - REiEHER
2). B WA IR il I B YT b, N IT R 4 IS5
G RN 3) . R 25 38 5 1 5 AN % P 1EAT 4 40 n %, F R
RES AGHE . A WERIIXAS 490 % SCr e ]
DN NI X I

AR AT 45 W) Spin/Promela #5 £ A5 JL I 46
UE TMNPR L 76 111 P R B C (. k) =0 B
C.G k) =0, Bz an B 4, i & B B .

initiator 1
1!i41,0,6,2,9,0,101
81 \\ .
]
Sl .9,0,101
85
| 87 |@62 ,0,0,100
88
5lresp,2,6,$,0,9,10# 101
Iresp.6,0,2.p,9,
2 Jres fm
107
@
mr B
responder : 2
112
:init: ;0 L
112

K4 TMN B3 20 Bl i o

(1) A—>S:A.S.B. E(k,) .
(2) S—>Cy:S.B.A .

(3) Cy—>S:B.S. A E(k) .

(4) S>A:S.A.B.V(k, k) .

R — AW CLiJLk]=C [ [k]. £ 91
BRI A — A Bty L UE W 5 TR,

intruder .4

56
S 5/4,0,4,).9,0,101
71

74
/ 76
3lini ,0,0,0,100
responder : 2 . ,0,0,0,
= |
I 91 I
91
I 91 I I__l
initiator ; 1
91
:init:: 0
5 |

Kl 5 TMN Bl 52 2] B (1) ok

(1) Ca—>S:A.S.B. E(k.) .

(2) S>B:S.B.A.

(3) B>S:B.S.A. E(k,) .

(4) S>C,:S. A. B.V(k k) .

5 Needham Schroeder ¥} 3L, X 7+ TMN
P, A A [ R mT LG IE 22 ) A4 ) i AT B 4
WAIE, 1] BUER A3 AL 45 L.

6 % it

Ny N e M T IRE RV R E VP L E AT R i)
YR B 3R 85 8 S JL Spin 52 EL, I 45 A 58 4
(Needham Schroeder 22 A 3 i F1 TMN B i30). 1%
BOALE W B, i Ho2 LS 5 0l i) EAA R 8B H b
AR, R T UBE 0L 22 56 32 44 W) i 1R AT 5 4 UIIE.
T3 AN B ] A RE RN, 2 A K AT AT AL
WA TIRE .

it TEMHFRAGHRTITEAFELERE
A ikAE IRIAEAF R R A F B A5 A AR R P AE
EZARRELZRETHF R, ERXMEE
HARL,RBEF S 2R EN, AT RS,

2 % x #
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