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A Data-Mining Based DoS Detection Technique

GAO Neng FENG Deng-Guo XIANG Ji

(State Key Laboratory of Information Security, Graduate University of Chinese Academy of Sciences, Beijing 100049)

Abstract  Denial of Service (DoS) is a type of frequent network attack which can severely impact
the availability of networks and services. DoS usually utilizes packet-attribute spoof techniques to
confuse present IDSs such as snort. Typically, the spoof techniques minimize effective and auto-
matic DoS attacks detection. A novel technique based on data mining to detect DoS attacks in re-
al-time called DMDoSD is presented. First, the Apriori association algorithm extracts traffic pat-
terns from empirical network data and subsequently the K-means cluster algorithm adaptively
generates a detection model. By combining these two algorithms, DoS attacks can be detected
swiftly, automatically and effectively as they arise. In addition to the alerts typically sent out by

IDSs, DMDoSD also determines signatures of malicious packets automatically to help to react to
DoS attacks.
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Background

This paper is based on the research results of two pro-
jects, “Robust Gateway Technology” and “Secure Gateway
Technology”, which are supported by the National High-
Tech Research and Development Program of China (grant
No. 2001 AA144050 and 2003AA144050). These two pro-
jects are to develop a novel gateway-based system to protect
application or enterprise networks from DoS and DDoS at-
tacks. Efficient system architecture and attack detection algo-
rithms are emphasized in these two projects.

Real-time DoS attack detection gains considerable atten-
tions in the network security domain, and many valuable pro-
jects are brought forward by different research institutes. Su-
hail Mohiuddin from the University of Colombia describes a
data mining based method called Dude which introduces a
Naive Bayes rule-based classifier to learn an attack model
using training data. There are also some similar schemas
such as ADAM, PHAD and NIDES. These schemas are lim-
ited in that training data must be collected from real networks
and manually flagged as normal or abnormal. Additionally,
these methods cannot detect novel attack types.

To solve the above problems some researchers have fo-
cused on unsupervised data mining methods. Data mining
techniques are introduced into intrusion detection systems to

improve their effectiveness and efficiency. Among all the data

mining-based intrusion detection technologies, cluster-based
intrusion detection is the most promising one because of its
ability to detect new attacks. Single-linkage and k-means
cluster algorithms are widely utilized to solve anomaly detec-
tion problems. Single-linkage algorithm has higher efficiency
but lower precision. K-means algorithm exhibits better per-
formance but needs to scan traffic data multi-times thus can-
not meet real-time requirement. Huge amount of traffic pack-
ets are the key element effecting processing efficiency, espe-
cially during DDoS floods. Previous per-packet based pro-
cessing method hampers speed improving.

The authors put forward a new concept of traffic fea-
ture, which summaries collective behaviors of large TCP con-
nections in a same time-window. An association algorithm
such as Apriori, can be utilized to achieve traffic features,
which are directly processed by a cluster algorithm. With as-
sociation algorithm and cluster algorithm cooperation, a good
balance between efficiency and performance is acquired.

The method explained in this paper is mainly the DoS at-
tack detection method of these two projects. Furthermore, a
patent is applied for it named as “A Robust Gateway System
and Method”, grant No. 02155382. 3. At present, the proto-
type system is servicing in the lab’s local network and some

real-time DoS attacks test results are collected.



