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Intrusion Detection Model Based on Executable Static Analysis

SU Pu-Rui  YANG Yi

(State Key Laboratory of Information Security, Institute of Software, Chinese Academy of Sciences, Beijing 100039)

Abstract Intrusion Detection based on process’ behaviors is one of the mainstream techniques
for defend against intrusion and malicious code. In this paper, an intrusion detection model based
on executable static analysis has been brought forward. The model statically analyzes the execut-
able files of the application to construct the set of all the possible N-length system call sequences.
When monitoring in real time, it splits the system call sequence the process triggered into
N-length sequences by N-length slide window. If there is one in the N-length sequences not in
the set, the process is marked as intrusive. The model needs not source code or large numbers of
training data, and is much more universal and applicable. When the executable files of the appli-
cation are complete, the rate of false positive is 0. It”’s much stronger for defending against mim-

icry attacks and its rate of false negative is much less.
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JMP . S={S,.Se}U(S [r F
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CALL CALL, JMP, JXX ( JMP
) .RET
F , F (
, So» Sk Windows Internet Explorer 6.0,
r S,. F SP2), 2,

.text:00402236 mov ebx, eax

mov  ebx, eax
1ext:00402238 cmp ebx, edi cmp ebx, edi
text:0040223A jnz short loc_402261

mov  ebx, eax
cmp  ebx, edi

text:00402333 loca_402333 mov  ebx,eax

(a) IXX

text:00402236 mov ebx, eax : :?; i’i‘ cox
.text:00402238 cmp ebx, edi @ @
1ext:0040223A  jmp short loc_402261

ext:0040223C loca_40223C mov ebx,eax ‘
v

(b) IMP ;
ext:0040222A lea eax, [ebp+IpFirst ] @
ext:0040222D push eax lea , eax, [ebpHIpFirst]

18] A

{ext:0040222E  push 1 1
text:00402230 call ds:MsgWaitForMultipleObjects @ call - ds: MsgWaitForMultipleObjects
text:00402236 mov ebx, eax 3
text:00402238 cmp ebx, edi A

(c) CALL
ext:00402375 loca_402375:
1ext:00402375
text:00402375 mov eax, [ebp+pdwType ]
text:00402378 pop edi mov  eax, [ebp+pdwType]
text:00402379 pop esi o d
text:0040237A pop ebx pop  ebx
1ext:0040237B leave Jeave
1ext:0040237C retn 10h
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2. for all state in Graph do
3. S:=SU SequencesOfState(Graph, state, L)
4. endfor
5. Output S
2.

SequenceOfState(Graph, state, L).

Graph, state, L

) ,
3.2 . _
Windows , Win- . S
dows , .S=g
. if L=0 then

Output S
. endif

state L

= w o=

ol

. for each e€ {e]|e is one of the outgoing edge of state})

do

(DispatchMes-
sageA).
) SWITCH

6 if e.operation=c¢ then

7 Simp 1= SequencesO fState(Graph, e.target, L) ;
2.2 8. S:=SUSuy;
9. else

L 10, S.up = SequencesOfState(Graph, e.target, L—1);
A 11. If S, = then
Graph, A L 12. S=SU {e.operation}
13.  else

SequencesO fGraph(Graph,L) = 1. for each s in Su, do

. 15. s *=e.operation+ts
U  SequencesO fState (Graph ,state,L) , T operation T
state € Graph 16. S:=S U {5}
SequencesOfState(S, ,Graph, L) state 17 endfor

’ L : 18, endif
SequencesO fGraph(Graph,L). 19. endif
1. 20. endfor
SequenceO fGraph(Graph,L). 21. Output S
Graph, L 2.3
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FunctionGra phGeneration (F)

F
: Graph
1. InitialGraph(Graph); //
2. FindAllRe ferenced Points(); //
. GenerateStatesO fAllRe ferenced Points() ;
// state
4. state := Graph.start
5. addr := F.start
6. While addr =F.end do
7 command = ReadOneCommond (addr)
//
if commond.type==CALL then //

w

CALL

©

newstat=GetState(Gra ph ,comond.next)
//  CALL
10.  transation=Add Trans(Graph,state,newstate,

commond. func)//

11. state=commond.next
12.  else if Ccommond.type = =]JMP) then //JMP
13. newstate= GetState(Gra ph ,commond.target)
//
14. transation=Add Trans(graph,state,
newstate , NULL)
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15. addr=addr.next;
16. while addr =F.end do

17. if IsRe ferencedPoint(addr) then

18. state=GetState(graph ,newaddr) ; break;
19. endif

20. endwhile

21. if addr=F.end then break;

22. else if Is] XXseries(commond.type) and

command.type =]MP then //JXX
23. newstate= GetState(graph. target) ;
24. transation=Add Trans (graph.state ,newstate se);
25.  else if command.type=RET then //RET
26. transation=Add Trans (graph,state,end, €) ;
27. else if IsRe ferenced Point(addr) then

// ,
28. newstate=GetState(graph, addr) ;
29. transation=
AddTrans(graph,state ,newstate , NULL) ;

30. state=newsltate;
31. endif
32. addr := Command.nextaddr;
33. end while
34. Output Graph
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intrusions by monitoring the system calls triggered by key
processes and introduces the immune mechanism, partly in-
spired by nature immune system. The paper introduces the
key algorithm of the anomaly detection, which detects the ab-
normalities based on the profile from the static analysis of the

executables.



