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Abstract  Service-oriented architecture (SOA) is an evolution of client/server architecture. A
SOA-based system can transparently incorporate services running on different software plat-
forms. It could drive the costs down by achieving automated code generation, reuse, and interop-
erability. But it will cause the complexity of security management due to its loose-couple and dy-
namic characteristics. The paper first reviews the development of access control technology, and
then presents a workflow-based and services-oriented role-based access control (WSRBAC) mod-
el. In the model, the authors introduce two notions of services and authorization transfer to de-
scribe dynamic service-oriented architecture. In WSRBAC model, access control system can make
its access control decisions by capturing practical relevant environmental context. It can realize
access control with dynamic grant and adapt permissions based on the state of workflows and

services. This model can enhance system security and provide flexibility in access control system.
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