Hornk ol i A Hl = i Vol. 27 No. 9
2004 4 9 A CHINESE JOURNAL OF COMPUTERS Sept. 2004

ETHFKEHWEBRMNERAR
bl MER

QEERLH AN SRR ARG RBEAR S RREZEGLRE 4L 100084)

B OE PEREE BT K ENEOR G R R ik DR T T A5 ) S 1) A (T A IE B R TR I AR A SR B
FERAR WISy SRR 5 BUNOE . AT PR R OR T B R B T L B A A MR OK B Z SR e T TR
TR T BT K BN P AR R 3 3 i DL 0~ S B 1 AL B3 T T B K BN AR A IE RSO DA IE 3T 1 4% A Y
S JE AR KCH N A U R TR SR 4K SR 55 1 1Y Tl

KR MR UIE ; BRI 5 B0 o 8 L BUE K ED s 2 1R 4
hEESES TP309

Image Authentication Based on Digital Watermarking
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Abstract  With the development of digital watermarking technology, image authentication tech-
nology, which can be used to verify the integrity of a digital image, has been under active study in
recent years. It mainly contains two parts: tamper detection and tamper localization, where the
former aims at verifying the integrity of an image, while the latter is dedicated to localize mali-
ciously tampered pixels if any. Both digital signature and digital watermarking can be utilized by
image authentication. This paper focuses on image authentication based on digital watermarking
technology. Several general key problems when designing such an algorithm are discussed first,
including the allowable manipulations, the feature extraction, the precision of tamper localiza-
tion, the restorableness of tampering, the influence of watermark embedding and the security of
the system. Then, the literature and the state of the art of two classes of watermarking based im-
age authentication algorithms (exact authentication and selective authentication) are introduced,
respectively. As for exact authentication, there is no scheme which is secure enough and can lo-
calize the tampering to a single-pixel level up to now. The most important problem is to make a
good tradeoff between the fine tamper localization and the system security. As to selective au-
thentication, there are no satisfying schemes in the literature. The future direction is pointed out
finally. The goal of exact authentication is to achieve finer tamper localization when keeping e-
nough security, while the urgent affairs of selective authentication are to extract one kind of im-

age feature which can describe the content of an image adequately.
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TR ERAF it A G, DTG AT L B2 o ARG o 21—
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NS TA] Sl 4 ) B 40 A 0 (B R RE A JPEG EI&
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B = 2 A W ORUE L T HLAS B An el i, BT AR IR AR
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Ak thiE — B KR W 5 N —
Tt LT 5y W 7K B A A B ORI 5 B 80 6 A 4 B T
FAR ZINUE, AT LLHE BT © A 8 & Ah ot B s
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TR ED B 3 BN AES3 229=) il — (1) DX 531) agh A2 O v
Z — W 7K ER A 50 n 2 04 3 8GR RS L T 55 — A4~
fEECEZ 4. Bk E 2R B # &
AT NSRS 3 N TE & /N B B A 25 A K
Ef. Holliman 1 Memon & H} iX 28 7 Ll 57 5 3% A7
TESCAr 1Y BB I3 ) Oh 3 1 S MR Y A Yo
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AT ) B g+ 3 B 20 By 57 4 vT DABH 1F 5 A Bkt
Celik & NH&H — Bl 40 2 09 50 BOAE 0L L THBR T
Wong Bk 14 43 e b 57 PESS 7, Fridrich %8 AR A
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R Celik B 7 15 B 47 BEBUE 7 fig ) B3 — Leti
SR, T A 35X 26 358 F ) W /K B 1) 43 B ok B 3k 1 3t
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B AR EYOE SRR 1R S T £
5.2 ETHFKONMWEMMNMENEZRIE
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JH—A 9" R 1 m-BEHL T 5 0 2] B4 LSBs |-
PLRRGELAS B % m-JP 0 B A 3 g s ol 7= AL B s
I FH A G A D 7 v e A K B S 5 2 B AE FE. Woll-
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J A6 B AR B B el i B R, BAR RS .

Zhu,Swanson 1 Tewfik = A & K& i F] FH 7
AN ) S ) AT A T DL SR Bl AL HL g
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CEROH 22 50 ) 1) 48 W 50 e DT A 7K B 9 ik AR
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AR 4 B (DWT) 1] H & 4k iF 17 7K Bl ik A I 5
10008 Z A AT LAAE 23 ()R 32 Bl 1 B el 1) 7
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K ENi A BA KA S S, REAE s P K pliie
AR 25 Ty Hby B2 AR P 225 i e 4 BB i /9 7K B 5 AT 4R
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5.3 ERMRRNE

X REB IR & AE A A BAr . (1) Bk
0 3k R A B R A I 380 6T TG P A A B 5 (2) Bl
N A BRI UCE M AF R — MR R BT
WA E S e 5 RN L2 Z WA TGN

B A UE S50k B B JE g% 32 A M Ao, — bR A AR IR
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R BE 5 o — Bl AE DR 45 0 40 A9 BE 00 o7 /Y Hi 42 T sk
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