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Abstract: Distributed control systems are a category of high complex systems that include a large number of
devices controlled and harmonized by computer systems. Their reliability and functional correctness always need to
be guaranteed as their mission-critical feature. The analysis process for complex control systems consists of proving
or verifying that the designed system indeed meets certain specifications. However, both the design and analysis
may be formidable due to the complexity and magnitude of the system. From an analysis perspective, the
complexity of a system can be reduced by imposing a hierarchical structure and abstraction on the architectural
design. Currently, model checking has been demonstrated by more and more successes. It is an effective way to
verify that the construction of a complex system satisfies to the requirements of reliability and correctness. In this
paper, an approach for formally analyzing distributed control systems at architectural level by applying software
architecture description and model checking techniques is presented. Through study on a building comprehensive
control system, it is shown that the method could improve the quality of design of distributed control systems.
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I AF R B G 2 PUE 38 0 8 A — T R e K 5 R B8 AIE 9 AT ) B B 5 R ) B A AR 7 R
ZE A PR RN, R R R ) — AN B i 55 R 4 R R B ) T AT 0 B R G S E L IRTE R IR Z T
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% . £ 4K 47 3 BodyBehavior i i& 21 £+ it ) i€ 1 47y, ¥t K PortProtocol % 1l A7 H. i 1 fY #p 13 . I1E 32 8% B 6
CoordinationFlRole P &8 73, 73 il 2 7 AL T #1168 (1 A8 AT 9 FHAH O M1 8 1 A8 FAT 4. T T AR R G4 R 45 1)
{4538 S 9] K i€ 78 ADL/Promela f i 2 B 73 . R R AL HE T RPCIE % #3 Call . Requesti% #% 4% Publish. & ZE 41 1F
EventPublisherflEventDispatcher, LA} E AT 146 5 1) ADL/Promelafifi ik .

Connector Call = { Component EventPublisher = { Component EventDispatcher = {
Coordination = BodyBehavior = BodyBehavior = {
proctype Call (chan caller, callee) proctype EventPublisher () proctype EventDispatcher ()
{ mtype m ; { chan pubee[REG], pusher, pbuffer; { chan caller[REG], pushee, dbuffer ;
do :: caller ? m -> callee ! m -> mtype m ; mtype m ;
callee ? m -> caller ! m; C! pusher; C ! pushee ;
od }; forall C1[i] ! pubee[i] ; forall C2[i] ! caller[i] ;
Role Caller = { do do
RoleProtocol = :: forall { EP_Pubport(pubee[i], m) ; :: ED_PushPort (pushee, dbuffer);
inline Caller (caller, m) if ::m!=NULL -> pbuffer!m; :: dbuffer ? m ->
{ caller ! m -> caller ? m } if } if :: m==reg[i] ->
}s :: EP_Pushport(pusher, pbuffer); ED_CallPort (caller[i], m);
Role Callee = { od
RoleProtocol = } fi;
inline Callee (callee, m) Port EP_Pubee = { od
{ callee ? m -> caller ! m} PortProtocol = }
b inline EP_Pubport (pubee, m) b
Connector Publish = { {if :: pubee ? [m] -> pubee ? m; Port ED_Pushee = {
Coordination = fi PortProtocol =
proctype Publish (chan puber, pubee) } inline ED_PushPort (pushee, dbuffer)
{ mtype m ; I { if :: pushee?[m] ->
do :: puber ? m -> pubee ! m -> Port EP_Pusher = { pushee?m -> dbuffer ! m;
od } PortProtocol = fi
Role Pubee = { inline EP_Pushport (pusher, pbuffer) I8
RoleProtocol = { if :: pbuffer ? [m] -> ¥
inline pubee (pubee, m) pbuffer ? m -> pusher!m; Port ED_Caller = {
{ pubee ? m } fi PortProtocol =
s } inline ED_CallPort (caller, m)
Role Puber = { }s { caller ! m -> caller ? m};
RoleProtocol = b
inline puber (puber, m) }s
{puber!m }
35
Bindings {
EventPublisher.EP _Pusher <-> Publish.Puber; EventDispatcher.ED_Pushee <-> Publish.Pubee;
EventPublisher.EP Pubee <-> AppCompi.Puber;  EventDispatcher.ED_Caller <-> AppCompyj.Callee;
}

2.3 ADL/Promelaff R 5182 py 2 R i 4

SR ADL/Promelafi 7 25 #4858 o (14T 2k 35 43 v DL B2 W5 2 Promela ik, {H 2 56 BEAR 20 AN 6 1 #2 A%
RIS A 1T SPINTT LA 43 A1 T A% 28 (AL 1t 3k 75 24 ADL/Promela iy # 3 4 56 34 ¥ Promela i .

TE 2 1 43 A1 2R B8 K Promelatbi B0 5 T — R AT HERR, e AT 2 1) i i B AR 20, DL AR
5T I8 N BB AT MG NI A R T B ——211F . JEa%. v, M e A DU Wright T 5 — R H 2w
AR T TERR AR X P 2N A R R R, AN A 7 4 AR A AR 2R 8 ) 2 0 R AR/ WK A& 223 1) (R 0 34, s i
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5| v R 238 I R, R T U7 v 4T ADL/Promelaftl vt 21 Promelail v 1) S :
(1) 24 RE B 2% 5B 4 Promela 3EFE 45 #) Proctype, iR T AT L5 FE.
(2) #A AT LYWl Promela inline 45 R4, 53R 48 25 A~ 0L A5 VA FH 10 b6 4L
(3) VBB A (OAETE B HE T Promela 44 5 &5 M BERY IS AN T A7 A S R S8 SUA (4T b Bl ik 1)
gl TG 6o ity T (38 5 1 U 15 3% 57 . N5 CSP/FDR,Promela/SPIN % 5 48 £ 1E R SR RS O R 1K1 7 9%,
T L B sy 1A 186 £ € B 130, SPIN 25 4 o 381 I i 1 B2 8.
(4) XA AR 4L Proctype o XN X N [H] 44 Promela 18 18 77 & 40 4R 40 I, IX L8 10 18 8 DL S
H7 AL 45 TR LT M (0 8 Fi% o H K IERERS .
(5) Bindgs Wi 24 Promela init BEF%, 58 AL AIE #2852 0] (40 2 AR Promela ) vh 5535 S, init 2 5l 1
run BRI E5SE I AL A AN S 8 H I SE9 4K, £ ] Promela JHIECRE i 1R AR (10 2K
(6) TELA A ANEERLZS (1) Promela WS H K — s 22 S A AFAT S s SCrh BA Chan 4544 75 W 7 i A3 (%) 3845 58
T, L3 2 88 P R SR VA A X L PR LA S AT 22 ) 58 RO E AL A R Bl I 2 s E R I, DA 2 850y 5k T £ T T
et 25,
FeT 1% I7 ik e S 280 ADL/Promela #3E H' ff) EventPublisher, EventDispatcher 21 1f:,Call, Publish 3%
PRI EB IO R (4T #5383 43, 1A Bindings 43 5 2% — 43X HL4A H L Y (1) Tnit 3EFE R IR
Init {
Chan Cout, Cin, puber, pubee, caller, callee;
run EventPublisher();
run EventDispatcher();
C?puber;
C?pubee;
run Publish(puber, pubee);
C1[i]?pubee;
run AppCompi();
Cout?puber;
run Publish(puber, pubee);
C2[j]?caller;
run AppCompj();
Cin?callee;

run Call(caller, callee);

}
24 ETHERABISHNIEHRFEERETK

PTG AE R R G FRARZS AL B b (RDIRZS/ AT 3 51 A e SRR — AN MR P 3R e B Y A o ik
T RGAT 2y F 2L T5 T ) A% T e, LU F B s iR 7 v R B Sk v A T P e 13, B O T RGAT MM
W 5 AR T A T A A T S A A R T B 1 o R e

Lamport 1R 5l HEAT T I & RGP (safety) R P (liveness) i ML Y5 38 Manna 1 Pnueli™ M iF V4 &5

G R TR AR 2, ISP S R A P 2 A1 85 15 T, A A 20 s 80 3 38 7 e e B g 22 e 1) 1 o o SR 38 )
T IR T B T IR SO G5 R B 0 A (3 ) R G IE B Pk 7 R 2 2000 2 R SHE I R A S 2 SRR
YR PR R, BRAT L4 1 — AR BT 1) A 1) 1 s M v A 5K

P iR A AR e P NP7 B2 3R (LT A o iR L, BLUIR 25 28 SO ZR FFF A 2 5 SRR (191 A 1k i R v
B L, HL4 02 LTL BEAYKG #5 TH AT LURLIG (1 I 3 12 5 24 5K
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(1) R CE S R ER T ORERE)

kLS FoR i B
B RAE [1(C'P) Al T 20 RGNS A R AR i A
AR (P = [IP) Z%ﬁﬁﬁi&%ﬁ\%#ﬁi)ﬁﬁﬁi%ﬁ\#ﬁ%ﬁ%%&?&lﬂim ARET &R
FAAZ .
TBR &% ke []<>P 2080 752 H IR I P (S B A IR R I TR
WA RE <>p IR TR A R EZ DR KA.
Until P Until Q FA R A P OB ) — R AR Q I
HFERE [IM(P&Q) KT FHEA I B AR 2K
A B R A [1(P->Q) & [1(Q->P) Z0) ] 9 A ) A

A7 IR 2 2 S 3 B P A8 2 220 2 — AR BT mp B A,

—RRE P Promela #5:%! Fp 4 ] assert(p).
(2) FAF IR A 2 18] IR ) BRI AR =)
g LR i
FEFA R AP 5 —F 4 0 Kk AR (Q). R A x U 2 1 5 ik 1,2]
ISP [1(P-><>Q) ] response A5 2l —E5,AE T 5 R FH 4 10 S, Ty AN L A 10 K A
i
e [(P > (<Q & <R ) e 2 AR A R R RE L2 NP-><>QA[(P-><>R) i i 1L B

32 A G R R R AR B U [J(P-><>(Q&R)).

X B 2 A R IR ]I 2B 1 T X JR R A [ B AR 1 AR HE %)
EAU LR S [I(P & Q->R) H.P 5 Q #AET I R KA H P H KR AR ¢ . T LR 43 mva 2 1)
J7 9, P BRI B SRR [J(P-><>R)A[1(Q-><>R).

(3) HAt
E—RETREXT R A RS R G A 1075 K.
T EES ]
- ZV 7 55 SR R BT 7L o 0 A IR 5 X T AR A 28 P AT AT
Rt [P

A S T G TR Y 1

FR G0 A AR W) 56 T H A AN R R A 7, BV LTL 8
JCHER P CTL 7R~ 18 (%) JE ZE4 75 3K 451 21 : SPIN T8 ek A6 75 455 70 1) JC 2 45 IR A
(invalid end-state) >k & ILILH.

(i) A6 T B 38 A7 30 FH () 5 SR R 3R AE SPIN w3 el 4 4 O BRI BR
JC ik J# (non-progress) K & L% .

3 SHNEFRGEELM BCS (X2

PEFLR-G 42| 2 48 (building controlling system, [ #% BCS) & it R 1 A 25 B2 1K) 43 A 242 il R B AE AT
(16 F R A 2 A 2 R e KR PN 4% 1 AR e 2 1) EL 4 Bt iy 1 5 K 2 4 i O T o o P R R L SE B T (1) B
HRE T R RIS E BRI AL Q2) & T R T B 145 R S B AR R 45 A1
R RGN 13 68 P 5 T ARG GO R AR & WEHLG) SEEHE TFREBI &N T REZH
N R ST NAT BT A D, AR 58 ot KBS 42515 B IR AR k.

BTG E RS BCS B BCS #1Hl H0r BE 52 % % 1% il & 42 (building equipment administrating subsystem,
fAi#x BAS). KK R Fi(fire alarming subsystem,(#jFX FAS). f1% & Hi(security assurance subsystem, ffij#x
SAS). [1#£% 4i(door controlling subsystem, i % DCS)% == ZL I RE AL LF 28 R 48 (Rl #4 B BCS # 1hll H0
20 T 2 B A T T A, T AR S FH 20 A (7 R 40 ) #0212 (R PR  B 2% s R AR R S i N 18] 3 .

3.1 BCSEGZERRLEMWRFAIRE

PR TN &l 3 Jr7s i) BCS FR e 4 1, K P A AR R A e e v g ik, 0 R G 4 A R S FH 20 Al i 4 A 1 4
FRAE—RE TG l— AN SEHE Y BCS M R &ML E, W 4 iR 3 Bt T BCS &8l 0B&E TF i R R, I3
PRI H A RGP R O BRI RG34 4 AT RS E T CALL A1 PUBLISH
BB SEMNRGELH.

3.1 A
4 AR 4 4 BAS,SAS,DCS,FAS FE T AT A RSN R BHAL i % W R R . MERA. [1HERS.

To i B 7
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KKIE R FAFAZ AT A,
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SAS 0 subsys-DCS
\ ¥ /
Event manager
Building apparatus control | | Fire alarm subsys
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Fig.3 BCS system structure
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Architectural configuration of BCS
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R AT HNXS N TR AR AT RSP KRN T IR HL BT —> Promela Proctype 544,77 /E

ZUIF ) Promela FE7Y JE A >4 HL 4% 1.

(1) HEF s R 48 BAS
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(2) KKIE RS FAS
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electric=Ton,f}
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ALARM i, 5] — Jy T He e aa il vpoo (19 171 2%
IR FA IR G PO RAT ALARM 3
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EventDispatcher 4% 1d sas_out i i, {4 F
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1
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(4) TR % DCS
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LiftRunningUFired

#define Fired (Fired(0)||...Fired(9))
#define Fired(i) (fire.status==true &&
fire.flr==i)

#define LiftRunning (lift.status==ON)

#define PowerOn(i) (electric.status

0t B K N
P2 PREFOE i BB R AR KK PowerOn(i)UFired(i) —ON && electric.flr==i)
KR PR K PETUIE & YL

RAEKKIRE leads-to KA . . #define LiftStopped (lift.status==OFF &&
P3 B [1(Fired-><>LiftStopped) Jift fir——FFFF)

KA K KR leads-to B

#define DoorOpen(i) (door.status==ON &&

P4 BT TR [1(Fired(i)-><>DoorOpen(i)) door flr—i)

P5 ﬁiizﬁziﬁ% leads-to A [](Fired(i)-><>PowerOff(i)) zd;f:;:cg?y ;fg:ﬁ:;i) (clectric.status == OFF
‘ N #define Alarm(i) (alarm status=true ~&&
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door.flr==i)

P7 ig%ﬁﬁifads'm BHE | Alarm(i)><>Liftstp(i) ﬁ?: gf;)L ifinsp(i)  (lift status==OFF  &&

P8 géif%ﬁi leads-to HINE | A larm(iy-><>PowerOn(i))
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3.3 REGELE RO

¥ BCS R %554 Promela BN SPIN RERURS £ 2%, MEAT 156 1 75 SR B8 AF . T 1 IR BB R4S 25 46 1) SPIN
Ver.4.04,7F Pentium 111 800, 17 512M ] PC ML 147,

FATTE S IEAT R A 1 PR A Al 5 R AU E, - FR A SR AR v ) A R RS IR J RS R BR
AR Py T K 30 A 20 L R Y 2 A s ol 1Y R A RN 355 0 10 15 5310 A 17 D 4 2 s ol Al T 3 RS 1 T A4 R
FEREI IR 015 B0, AR EE BCS RS L 45 15 2 1 a2 09 1 o 7% s, 45 R

(1) PAAS puq ) P1 AT P2 #9842 ;

(2) DRISPET P9 L

(3) PKISRAEJR P3~P8,P10 HEA I L.

34 S5 IHE

Iy M RO PSR R, R B I R AR S RS 3 A AT <ok AR 2 BT Sl VE AR R R B BT S
SR B H R IR RS S BAS RECR I AE X LLPE R PS 15 P8, B effects™ i X 3 [ X A% O 4 00 [+)
FEHBLTE P3 5 P7,P4 5 P6 ZIALTT P10 A3l A& & RN 1125 N2 5 i R 224 Fi k%5 R T P6,P7,PS.

ANT) P 4 Jmy T A o ) — L 10 ) RS B8 1 i RS ) T 3 A 1D 5% 1, 3 AR T 38 1 4088 P (1 <<t E 5% i
(feature interaction)” i) . oA 1 KF K K AR Z2 45 FAS M BCS RS R h #% HY  FH I E P 5t P6~P8, P10 ]
WAL R 5 VR TT ik P3~PS i A X A 77 12 A2l 1ok v I 536 T ) 77 P <R > B AR 45 S A5 30 43 L Aff 12 75 sk 45 LA
W 0, A EARAR [ 00

IS IR 0 ¥ A2 2 W VA 7 JE S 1E . B T 4 R G0 b S 4 B8 0 AN 2 P e g vk ] DO AR AR 3
BVE o o FAE R A R B T 0 R B L fE BCS R 4P FIRE FAF M E (BT
ALARM ZFHAF Ll 5t F BAS T REEH R T ALARM FH4FFK /56 J5 07 ], L2k 4 FIRE 244, %t
BAS T & 4t I 5 M BX YT FIRE =R 4145 SR 1) 536 W A3 F 3 P g v 7 58 SOdE B 28 i, B3 A £ 18 0 P3~PS 2 1] LAYl
SR H P6~P8,P1O W ph T~ F {4 2L i G 1) e e, S M0 N WA K R AR TR I B £ TR A BRI 2 AT
“effect”.

4 BE5BKRIE

TS 23 A1y CAA ) R G e vk R A 1A i P S 2%, DA T 4R i 20 Al SRR AR e e v 10 TE A R R RS, A SO
T A ZR G5 R IR AN T AR 1%, AV AR G5 M R O SR 2% AR A T A 3 AR I R 4 SR SR P AR Y
R 2 H AN I3 A A2 R GEEAT 7™ A% 1) 20 A RIS 2, 38 o S SO 5 28 5 PR AR 4, U W T KR R T AR AR
R AR IR ARG W 5 IR B R w5 70 A 42 B AR 28 1 v i i

BE— 2D 0 TAE RS T0Z IR B A B ARHESE 56 B SPIN T HH 2 M #0858, DL R W S8 4 2R 4 v s ol 1)
3 RN T SR 0 53 A1y AR 2R S8 D RE AN I T RE L 1 R .
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