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The increasing complexity of computer networks and our increasing dependence on them means enforcing

reliability requirements is both more challenging and more critical. The expansion of network services to

include both traditional interconnect services and user-oriented services such as the web and email has

guaranteed both the increased complexity of networks and the increased importance of their performance.

The first step toward increasing reliability is early detection of network performance failures. Here we

consider the applicability of statistical model frameworks under the most general assumptions possible.

Using measurements from corporate proxy servers, we test the framework against real world failures. The

results of these experiments show we can detect failures, but with some tradeoff questions. The pull is in

the warning time: either we miss early warning signs or we report some false warnings. Finally, we offer

insight into the problem of failure diagnosis.
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