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摘要  设计一种面向实际应用的网络蠕虫检测系统，并初步实现原型系统。该系统采用分布式架构，主要针对局
域网内的未知蠕虫进行实时监控，通过分析网络数据流量，提取蠕虫传播过程中的普遍特征，预测未知蠕虫在网
内大规模爆发的趋势。该蠕虫检测系统可作为网络安全体系的重要组成部分，保障本地网络系统的稳定、安全运
行。 

Abstract  The application system for network worm detecting is designed, as well the 
prototype is constructed. The distributed structure is adopted to monitor the unknown worms 
at real-time, analyse the network stream, bring up the signature of worm spreading to 
identify that the unknown worms erupt in local network. The worm detection system could be 
applied as a significant aspect of network security architecture to secure the local network 
system. 
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