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摘要摘要摘要摘要： 

智慧城市是实现城市可持续发展的一种途径。基于信息技术对城市空间组织及其功能的形塑，揭示智慧城市建设

的分层次技术体系及其多元应用维度；剖析信息安全的演化历程与多重内涵，确定城市信息安全的多维构面；讨

论智慧城市对信息基础设施、社会环境的优化及其对信息安全的强化效应；从城市信息基础设施的脆弱性等4个
方面，指出智慧城市建设引发的对信息安全的潜在冲击；提出保障智慧城市信息安全的新策略。 
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Reinforcing and Weakening Influence of Smart City Construction on Information 
Security 

Li Yong 

Institute of Information Science, Shanghai Academy of Social Sciences, 

Abstract: 

Smart city acts as an practical approach to realize sustainable development of cities. Based on the 
formulation of information technology on urban space and its function, this paper defines the 
technological system and the six application fields of smart cities. Theoretically it clarifies the 
evolutionary background of information security and its multiple connotations, as well as the 
corresponding facets at the city level. Then it discusses the reinforcement on information infrastructure, 
social environment and information security brought forth by constructing smart city. The potential 
weakening effects of smart city construction on information security are pointed out from four aspects. 
In the final section, a new perspective to safeguard smart city information security is proposed. 
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