VU2 TR R E2E 2007 34 (6): 926-929+934  ISSN: 1001-2400 CN: 61-1076/TN

¥ REIEe
V. NGE =
Sf—Ff (t, N-2) 30 Mix Netfr) 2 15 2% 7 i + Supporting info
A TeEL, 2, ST REL 1 R » PDE(S07KB)
(L P92 TR K BN, 7S P52 710071 2. Fise P RIS Loirlh s I aT b :%N’KB’
B AR [ 5 e %, PP P 710071) Z5 Xk .
WREE S A %R AT B 2007-11-19 555 H ) 1k 55 55 B it
b AR CHERR A A

B AT T Gao ABEIHIN (t, N-2) BEPEMix NetJr %, ROLAE(EM™ M %A, 9 Wil # FIHELganal §13% L
P T RS A 365 LA AR G PR 3L, 9L L6 17 T SCA PR AF 6 P A A St RO 16 2, S 2B | P ATl 3

NetHREESE. PN IR S5 A1 e 03 R 55 28 T DA 2 5 RUFIIEUEREH 00 x Ne U BRAE L, IFDURTT |y oo gy s s
ST R A S XK. T B IGaolty 7 R HAE (1, N-2) b, HLAET i Nethd i FARLZERY|

AN A ). P BRI
k Email Alert
Kpti  EAMAE  Mix Net LB HGT b S0 A
sr2%5 TN918 w2 S i
HRAF B
Cryptanalysis of a (t, N-2)-resilient Mix Net ;Bzgurh e “HEAERET 0
P
_ WA SCAE B AN R IR
LI Long-hail,2,FU Shao-fengl,XIAO Guo-zhen2 .
- 2kl
(1. School of Computer Science and Technology, Xidian Univ., Xi'an 710071, Ching2. State Key Lab) _ (/16
of Integrated Service Networks, Xidian Univ., Xi'an 710071, China) -

Abstract

We analysed Gao et al.’s (t, N-2)-resilient Mix Net scheme and found some serious
security flaws in their design. In order to break Mix Net’s privacy, an active attacker
can construct a list of ciphertexts with some relativity by utilizing the malleability of
the ElIGamal encryption scheme, and then observe the corresponding relativity of
plaintexts to get the relationship between input and output elements. The
malicious servers from two different groups can initiate collusion attacks proposed
by this paper to make the Mix Net system output wrong and cheat the verifying
protocol with non-negligible probability of success. The result of analysis shows
that Gao et al.’s scheme does not satisfy (t, N-2)-resilience and that the electronic
voting application based on their Mix Net is also insecure. <BR>
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