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Abstract With the development of computer network, new attacking means emerge in
endlessly. Attacking routing protocols is one of them. RIP(Routing Information
Protocol)/RIPng, OSPF(Open Shortest Path First) and BGP(Border Gateway Protocol) are
commonly used dynamic routing protocols. Based on the analysis of the characteristics of
those routing protocols, this paper brought out possible attacking ways for each of them. A
distributed testing system for network attack was also designed. Its modularized structure
made the system have good expansibility. The testing results show that the testing cases
running in the system, which are written in Tcl, successfully simulate and test the network
attacks based on the routing protocols mentioned above, and provide powerful support to
solve the hidden security troubles that may exist in the network.
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