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[2007-0547]Binary document image authentication water marking
technique based on hierarchical structure

LI Zhao-Hong, HOU Jian-Jun, SONG Wei

Abstract

A concept of PSD (pixel spread deviation) is defined to measure the ~ ~flippability" of the
pixels in the binary document images, and a corresponding fragile watermarking
technique for image authentication and ownership verification is proposed. According to
the hierarchical structure, we divide the image into blocks in a multi-level hierarchy,
then calculate and embed the block watermarks in each hierarchy, respectively. The
pixels in the image are divided into two groups determined by PSD, one is ~ ~the pixels
that can be flipped", and another is ~ ~the pixels that cannot be flipped'. The values of
the pixels that cannot be flipped are mapped into the initial value of the chaotic system,
and then the watermark can be obtained by iterating the chaotic system from the initial
value. The pixels that can be flipped are substituted by the watermark to obtain the
watermarked image. Experimental results show the imperceptibility of the
watermarking process, the effective protection to the uniform regions in the binary
image, and successful detection and localization of content modifications with multi-
level authentication.
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