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Formal analysis of EAP-AKA protocol based on authentication tests
WANG Peng, LI Xie-hua, LU Song-nian

School of Information Security Engineering, Shanghai Jiaotong University, Shanghai 200240, China

Abstract

EAP-AKA (Extensible Authentication Protocol-Authentication and Key Agreement) is authentication and key
agreement protocol of WLAN; Authentication tests is a method based on the strand space model for analyzing and
verifying the security protocols.This paper uses authentication tests to analyze EAP-AKA protocol, and proves that
EAP-AKA protocol can ensure the mutual authentication between WLAN-UE and 3GPP AAA.
Key words EAP-AKA protocol authentication tests strand space model 3G WLAN formal
method
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