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Design and implementation of clustering algorithm for wireless sensor
networks using hybrid key management

GAl Ling-xing, LI Zhi-gang, ZHOU Xing-she

Computer Institute, Northwestern Polytechnical University, Xi'an 710072, China

Abstract
In wireless sensor networks, it is necessary to encrypt messages using key management scheme to achieve
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communication security. The current key management schemes cannot optimize the whole performance of WSNs (Wirel
Sensor Networks) , so we propose an hybrid key management scheme which uses an clustering algorithm based on
Connected Dominating Set to achieve centric key management inter-cluster and distributed key management intra-
cluster.The results of experiments verify the effectiveness of proposed algorithms.
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