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Abstract

Authentication and key agreement protocols play an important role in wire-
less sensor communication networks. Recently Xue et al’. suggested a key
agreement protocols for WSN which in this paper we show that the protocol
has some security flaws. Also we introduce an enhanced authentication and
key agreement protocol for WSN satisfying all the security requirements.

Keywords: Autehntication, Privacy, Wireless sensor networks, key
agreement protocol.

1. Introduction

Wireless Sensor network (WSN) is composed of many low-cost and small
wireless sensor nodes distributed in a designated region. Their positions need
not be engineered or pre-determined so that they can be randomly deployed
in inaccessible terrains and adverse area. For example the sensor nodes can
be dropped into a forest by the helicopter to monitor the temperature and
issue fire breakout warnings. WSN research grew out of the distributed sen-
sor networks project at the Defense Advanced Projects Research Agency
(DARPA)[1], although the technology of the 1970s limited processing and
communications and restricted the nodes to large form factors. With the
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exponential progress and cost reduction in microprocessing during the 1990s
and 2000s, many new applications for WSN deployment transpired. Since
then deployment of wireless sensor networks has been considered for diverse
spectrum domains, including logistics, medicine, environmental monitoring,
military monitoring and etc. Surveys of WSN concepts and technology illus-
trate the directions descripted in [2]. Authentication and privacy are funda-
mental requirement in WSN such that the lack of authenticated messaging
makes WSN vulnerable to potential attacks. WSN deployed for tracking tar-
gets provide valuable applications layer notifications about the location of the
target. Without authentication, the attacker can perpetrate attacks such as
spoofing, dropping or forcing the entire network to in to a continual state of
reorganization. Until now, many authentication schemes have been suggested
for WSN. Das et al [3] in 2009 proposed a password based scheme suitable for
WSN but does not provide mutual authentication and key agreement. Later
He et al [4] declared that the Das’s protocol is vulnerable to insider attack
and impersonation attack and they proposed an enhanced protocol without
mutual authentication and key agreement. Khan et al [5] proposed an au-
thentication scheme for WSN with mutual authentication between Gateway
node(GWN) and the sensor nodes. The authentication scheme is based on
pre-shared key between GWN and each sensor node which causes a huge load
on the GWN. Chen an Shih [6] suggested an authentication scheme with mu-
tual authentication between the user, GWN and the sensor node that has
some security flaws such as impersonation attack, insider attack and syn-
chronization problem[7]. Some of the authentication schemes for WSN are
public key based schemes that high computation cost and additional storage
overhead of public keys of other sensor nodes or users main disadvantages
of these schemes[8, 9, 10]. Recently Xue et al.[11] proposed an temporal-
credential-based authentication and key agreement protocol that GWN can
issue a temporal credential to each user and sensor node using a password
based authentication scheme. In this paper we show that the Xue et al.’s
scheme is vulnerable to dictionary attack and stolen smart card attack and
the key agreement protocol can not satisfy the forward secrecy property.
Next, we design a secure temporal-credential-based authentication and key
agreement scheme for WSN which passes all the security requirements. The
proposed scheme uses the password based authentication between the GWN,
user and sensor node and the computations are based the elliptic curve which
is suitable for WSN.
The rest of this paper is organized as follows: In Section 2 we bring some
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preliminaries and Section 3 reviews the Xue et al’s protocol for WSN. In Sec-
tion 4 we introduce our authentication and key agreement scheme for WSN
and the security analysis is discussed in Section 5. The conclusion is stated
in Section 6.

1.1. Related Works

• Key agreement protocols: These protocols enable two or more users to
establish a shared secret key in an insecure and public channel which is
not computable by other users. The key agreement protocols play an
essential role in cryptographic systems and each weaknesses of which
results in a destructive attack. Hence, there are several security re-
quirements mentioned for the key agreement protocols which are listed
in the following [12, 13]:

– Known Session Key Security: This property emphasises that if an
adversary obtains a session key, the session keys of the coming
sessions remain secure.

– Forward Secrecy: This security notifies that by revealing the long
term private keys of the two users (perfect forward secrecy) or one
of the users (weak forward secrecy), the adversary cannot obtain
the previous session keys. Strong security is a kind of forward
secrecy which states that if the short term private keys of the
two users, or one user’s long term private key and the short term
private key of the other are revealed, the previous session keys can
not be computed by the adversary.

– Key Compromise Impersonation (KCI): Let A and B be two users.
If the adversary has the long term private key of A, it can obvi-
ously forge A. KCI states that the adversary can not forge B by
obtaining the long term private key of A.

– Unknown Key Security: Let A and B be two users of a key agree-
ment protocol. This property states that an active adversary C
cannot interfere in the protocol execution such that A believes that
it makes a session key with B, while B knows C as his participant
in the protocol.

• Password based authenticated key exchange(PAKE)protocols: PKAE
protocols are kind of key agreement protocols which two parties agree
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on a high-entropy cryptographic key using a pre-shared low entropy
password. These protocols are suitable for many applications such as
Internet, remote login and data base management systems. Bellovin
and Merrit [14] proposed the first PAKE protocol and until now many
PAKE protocols have been proposed[15, 16, 17, 18, 19, 20, 21, 22].
PAKE protocol are very suitable for client-server based applications,
but in large scale environments they are inefficient and costly, because
a large number of weak passwords should be shared among all the
users. So many tripartite password based authenticated key exchange
(3PAKE) protocols[23, 24, 25, 26, 27, 28, 29] have been proposed to
solve the problem of PAKE protocols. In 3PAKE protocols each pair
of users can agree on a secure cryptography key with help of a trusted
server while each user only remember a weak password shared with
the server. This makes 3PAKE protocols more practical than two-
party PAKE protocols in the real world. However, the server has to
participate in the protocol run as a online party to help the users.
Since each user remembers a weak password for authentication and
key agreement protocols, PAKE protocol are vulnerable to password
guessing attacks[23, 30].

2. Preliminaries

Elliptic curve group:

Suppose that E/Fp denotes an elliptic curve E over a prime finite field
Fp. The curve E is defined as follows:

y2 = x3 + ax + b

Such that a, b ∈ Fq and ∆ = 4a3 + 27b2 6= 0 is the discriminant. The points
on E/Fp with an extra point at infinity O construct a cyclic additive elliptic
curve group:

G = {(x, y) : x, y ∈ Fp, E (x, y) = 0} ∪ {O} .

G is a cyclic group under the point ”+” defined as follows: Let P,Q ∈ G, l
be the line containing P and Q(tangent line to E/Fp if P = Q ), and R be
the third point of intersection of l with E/Fp. Let l′ be the line connecting
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R and O. Then P + Q is the point such that l′ intersects E/Fq at R and O.
A scalar multiplication over E/Fp can be computed as follows:

tP = P + P + ... + P (t times)

in which t ∈ Z∗p and P ∈ G.

Computational Diffie-Hellman(CDH) Problem:

Assume a generator P of G and two points (aP, bP ) for unknown a, b ∈ Z∗p
be given . The CDH problem is to compute abP .

Bilinear Pairing:

Let G is a cyclic additive elliptic curve group with generator P and a cyclic
multiplicative group G1 of order of a prime number p and the generator g.
e : G×G→ G1 is a bilinear paring if the following conditions are hold:

• Bilinearity: For all X, Y ∈ G and a, b ∈ Z∗p , e (aX, bY ) = e (X, Y )ab .

• Non-degeneracy: e (P, P ) 6= 1 .

• Computability: For all X, Y ∈ G, there is an efficient algorithm to
compute e (X, Y ) .

Bilinear Diffie Hellman Problem(BDH):

Let e : G × G → G1 and aP, bP and cP , be the given values of G. The
problem is to find the value e (P, P )abc , where a, b, c ∈ Z∗p .

3. Review on Xue’s key agreement protocol for WSN

In this section we review the key agreement protocol for WSN introduced
by Xue’s et al. The protocol has three phases registration phase, login phase
and authentication and key agreement phase as follows:

• Registration phase: In this phase the users and the sensor nodes
register to the gateway node of the wireless sensor network , GWN.
Let each user has a common and secure password with GWN and the
identities and the hashed password of each user are stored in GWN.
Also each sensor node is pre-configured a password, hash of which is
stored in GWN’s side. The registration phase for the users is as follows:
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– Let a hash function h : {0, 1}∗ → {0, 1}p. The user Ui obtains the
current time stamp value TS1 and computes

V Ii = h(TS1‖h(PWi)) (1)

Then Ui submits TS1, Vi and IDi to GWN in an open and public
environment.

– After receiving the message, GWN checks TS1. Assume that
T ∗GWN is the current time and ∆T is a predefined time value for
an authorized delay. If T ∗GWN − TS1 > ∆T , GWN rejects the
incoming message and sends REJ message back to Ui. Other-
wise; GWN obtains h(PWi) corresponded to IDi and computes
V I∗i = h (TS1 ‖h (PWi)) and verifies whether V I∗i = V Ii. If not,
GWN stops here; otherwise, GWN computes Pi, TCi and PTCi

as follows:

Pi = h (IDi ‖TEi )

TCi = h (KGWN−U ‖Pi ‖TEi )

PTCi = TCi ⊕ h (PWi) (2)

where TEi is the expiration time of the temporal credential set by
GWN and KGWN−U is the GWN’s private key. Finally GWN is-
sues a smart card containing {h (.) , IDi, h (h (PWi)) , TEi, PTCi}
for Ui.

The details of the registration phase for sensor nodes are as follows:

– Let SIDj be the identity of the sensor node. The sensor node Sj

obtains its current timestamp TS2 and computes

V Ij = h (TS2 ‖h (PWj)) (3)

Then Sj sends SIDj, TS2 and V Ij to GWN in a open and public
channel.

– Let T ∗GWN is the current time of GWN. After the receiving the
message, GWN sends REJ to Sj if T ∗GWN − TS2 > ∆T ; otherwise
it gets its own copy of h(PWj) by using the SIDj and computes

6



V I∗j = h (TS2 ‖h (PWj)). If V I∗j 6= V Ij GWN rejects; otherwise
it computes

TCj = h (KGWN−S ‖SIDj )

REGj = h (h (PWj) ‖TS3 )⊕ TCj (4)

where TS3 is the timestamp value, KGWN−S is the GWN’s private
key, TCj is the temporal credential for Sj issued by GWN. Then
TS3 and REGi are sent to the sensor node Sj.

– Let T ∗j is the current time of the sensor Sj. if T ∗j − TS3 > ∆T , Sj

rejects; otherwise computes and stores TCj = h (h (PWj) ‖TS3 )⊕
REGj as its temporal credential.

• Login phase: The user Ui inserts his/her smart card to a terminal and
enters his/her IDi and PWi. The terminal validates IDi and PWi

with the stored IDi and h(h(PWi)) in the smart card. If they are
not matching the terminal rejects the request; otherwise Ui passes the
verification and can read the information stored in the smart card.
Finally Ui computes

TCi = PTCi ⊕ h(PWi) (5)

.

• Authentication and key agreement phase: This phase is executed be-
tween the user Ui, the sensor node Sj and GWN as follows:

– The user node Ui obtains its current timestamp TS4 and randomly
selects a key sharing Ki. Then it computes the following values:

DIDi = IDi ⊕ h (TCi ‖TS4 )

Ci = h (h (IDi ‖TS4 )⊕ TCi)

PKSi = Ki ⊕ h (TCi ‖TS4 ‖′′000′′ ) (6)

The user Ui sends DIDi, Ci, PKSi, TS4, TEi and Pi to GWN.

– Upon receiving the message, GWN verifies whether the transmis-
sion delay is authorized. Let T ∗GWN be the current time of GWN.
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If T ∗GWN − TS4 > ∆T , GWN rejects Ui; otherwise it computes as
follows:

IDi = DIDi ⊕ h (h (KGWN−U ‖Pi ‖TEi ) ‖TS4 )

P ∗i = h (IDi ‖TEi )

TCi = h (KGWN−U ‖P ∗i ‖TEi )

C∗i = h (h (ID∗i ‖TS4 )⊕ TC∗i ) (7)

If C∗i 6= Ci or P ∗i 6= Pi, GWN rejects, else it accepts Ui’s login
request and computes:

Ki = PKSi ⊕ h (TCi ‖TS4 ‖′000′ ) (8)

The GWN computes TCj = h (KGWN−s ‖SIDj ) as the Sj’s tem-
poral credential and the following values:

DIDGWN = IDi ⊕ h (DIDi ‖TCj ‖TS5 )

CGWN = h (IDi ‖TCj ‖TS5 )

PKSGWN = Ki ⊕ h (TCj ‖TS5 ) (9)

where TS5 is a timestamp. Finally, GWN sends TS5, DIDi, DIDGWN , CGWN

and PKSGWN to Sj.

– After receiving the message at the current time T ∗j , Sj checks TS5.
If T ∗j − TS5 > ∆T , it rejects the message; otherwise Sj computes
as follows:

IDi = DIDGWN ⊕ h (DIDi ‖TCj ‖TS5 )

C∗GWN = h (IDi ‖TCj ‖TS5 ) (10)

If C∗GWN = CGWN , Sj accepts GWN and computes

Ki = PKSGWN ⊕ h (TCj ‖TS5 ) (11)

Them Sj generates a timestamp TS6 , selects a random key sharing
Kj and computes the following values:

Cj = h (Kj ‖IDi ‖SIDj ‖TS6 )

PKSj = Kj ⊕ h (Ki ‖TS6 ) (12)

Finally Sj sends SIDj, TS6, Cj and PKSj to Ui and GWN.
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– After receiving the message, Ui and GWN checks TS6 and sepa-
rately compute Kj and C∗j as follows:

Kj = PKSj ⊕ h (Ki ‖TS6 )

C∗j = h (Kj ‖IDi ‖SIDj ‖TS6 ) (13)

If C∗j = Cj, GWN accepts Sj and also Ui accepts Sj and GWN.

Finally Ui and Sj compute the session key as follows:

KEYij = h(Ki ⊕Kj) (14)

3.1. Security analysis of Xue’s protocol

In this section we analysis the Xue’s protocol and describe its security
vulnerability.

• In the registration phase, Ui sends V Ii, TS1 and IDi to GWN . The
adversary guesses a password PW ′

i and according to the Equation 1
computes V I ′i = h(TS1 ‖ h(PW ′

i )). If V Ii = V I ′i, the adversary ob-
tains the correct password PWi; otherwise the adversary selects an-
other password and checks the Equation 1. This is a practical attack,
because the password has a low entropy and the adversary can search
all passwords in a polynomial time. So the registration phase of the
protocol is not secure against dictionary attack.

• The registration phase for the sensor node is vulnerable to dictionary
attack and the adversary can guess the password using the Equation 3.
Details of the attack is same as the dictionary attack on the registration
phase for the user.

• The smart card contains {h(.), IDi, h(h(PWi)), TEi, TCi}. So an ad-
versary who has stolen the smart card can extract the stored data in
the card and as we described above, the password is revealed by the
dictionary attack on the h(h(PWi)). So if an adversary has the smart
card, it can obtain the corresponding password of the user.

• The protocol does not satisfy forward secrecy property. Assume that an
adversary obtains the secret key KGWN−U of GWN and he/she saved
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Table 1: The used notations at the proposed protocol

Notations Description

P The generator of the elliptic curve group G
s The secret key of GWN

P0 = sP The public key of GWN
h A hash function: {0, 1}∗ → {0, 1}p
H A map to point hash function: {0, 1}∗ → G
TS Timestamp
IDi The identity of a user Ui

SIDj The identity of the sensor Sj

PWi The password of the user Ui

PWj The password of the sensor Ui

{DIDi, Ci, PKSi, TS4, TEi, Pi} and {SIDJ , TS6, Cj, PKSj} of a ses-
sion. So the session key h(Ki ⊕Kj) is computed as follows:

IDi = DIDi ⊕ h (h (KGWN−U ‖Pi ‖TEi ) ‖TS4 )

TCi = h (KGWN−U ‖IDi )

Ki = PKSi ⊕ h (TCi ‖TS4 ‖′000′ )

Kj = PKSj ⊕ h (Ki ‖TS6 )

KEY = h(Ki ⊕Kj) (15)

4. The proposed key agreement protocol for WSN with mutual
authentication

In this section we introduce our key agreement protocol for wireless sensor
networks. The protocol contains registration phase, login phase and authen-
tication and key agreement phase as follows. The used notations are listed
in table 1.

• Registration phase: In this phase the sensor nods and the users register
to GWN . Assume that each user has a common password with GWN
and the identity and the hashed password of each user are stored in
GWN’s side. Also assume that each sensor has a common password
with GWN and the identity and the hashed password of each sensor
are stored in GWN’s side. In the following we describe this phase for
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the users and the sensor nodes separately.

Registration phase for the users:

– The user Ui selects a random number yi ∈ Z∗p and obtains a time
stamp TS1. Then he/she computes

Ri = yiP0 + H(h(PWi), TS1, IDi) (16)

and sends {Ri, yiP, TS1, IDi} to GWN.

– After receiving the message, GWN verifies TS1 and if the delay is
authorized, it searches IDi and obtains h(PWi). GWN computes
H(h(PWi), TS1, IDi) and checks that Ri−H(h(PWi), TS1, IDi) =
syiP . If it holds, GWN computes Gi = sH(s, TEi)+H(h(PWi)), Pi =
H(IDi, TEi) and delivers a smart card containing {Gi, Pi, TEi, IDi, H, h}
to Ui.

The details of the registration phase is described in Figure 1.

Registration phase for the sensor nodes

– The sensor Sj selects a random number yj ∈ Z∗p and obtains a
time stamp TS2. Then it computes

Rj = yjP0 + H(h(PWj), TS2, SIDj) (17)

and sends {Rj, yjP, TS2, SIDj} to GWN.

– GWN verifies TS2 and if the delay is acceptable, GWN finds
h(PWj) corresponding to SIDj in the database. Then it computes
H(h(PWj), TS2, SIDj) and verifies the equation yjP0 = Rj −
H(h(PWj), TS2, SIDj). If the equation holds, GWN computes
Gj = sH(SIDj, s) + H(TS3) + H(h(PWj)) and H(SIDj, TS3).
Then {Gj, TS3, H(SIDj, TS3)} are sent to the sensor node.

– If the sensor node accepts TS3 and H(SIDj, TS3), it computes
sH(s, SIDj) = Gj−H(TS3)−H(h(PWj)) and stores sH(s, SIDj).

The details of the registration phase for the sensor node are described
in the Figure 2.
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• Login phase: In this phase a terminal interacts with GWN to verify
the smart card. The details are as follows and are described in Figure
3.

– User Ui inserts the the smart card in a terminal and enters his/her
password PWi and identity IDi. Then the terminal selects a ran-
dom number ti ∈ Z∗p and computes Ti = Gi − H(h(PWi)), T

′
i =

tiTi, T
′′
i = tiP0, and sends {Ti, T

′
i , T

′′
i , TEi, IDi} to GWN in an

open public channel.

– After receiving the message, GWN checks whether e (T ′i, P ) =
e (H(s, TEi), T

′′
i) holds. If GWN accepts the equation, it com-

putes GTi = T ′′i .s
−1 = tiP and sends {GTi, IDi} to the terminal.

– If the equation e(GTi, P0) = e(Ti
′′, P ) holds, the terminal accepts

GWN and the smart card.

• Key agreement phase: In this phase, the user Ui, the sensor node Sj

and GWN establish a common and secure key. The details of the key
agreement phase are described in the Figure 4.
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– The user Ui obtains a time stamp TS4 and selects a random num-
ber a ∈ Z∗p . Then he/she computes

sH(s, TEi) = Gi −H(h(PWi)) (18)

Pi = H(IDi, TEi, TS4, {aP}x)

DIDi = sH(s, TEi) + H(IDi) + H(TS4)

PKSi = aP + sH(s, TEi) + H(IDi, TS4)

and sends {DIDi, PKSi, TEi, Pi, TS4} to GWN. {aP}x is the x-
coordinate of the point aP .

– After receiving the messages, GWN checks TS4 and if the delay
is acceptive, GWN computes

H(IDi) = DIDi − sH(s, TEi)−H(TS4) (19)

and finds IDi corresponding to H(IDi). Then GWN computes

aP = PKSi − sH(s, TEi)−H(IDi, TS4) (20)

and checks that Pi = H(IDi, TEi, TS4, {aP}x). If it holds, GWN
gets a time stamp TS5 and computes

DIDj = sH(s, SIDj) + H(IDi) + H(TS5) (21)

Pj = H(SIDj, TS5, {aP}x)

PKSGWN = aP + sH(s, SIDj) + H(SIDj, TS5,
′ 000′)

and sends {PKSGWN , TS5, DIDj, Pj} to the sensor Sj.

– The sensor checks TS5 and computes

aP = PKSGNW − sH(s, SIDj)−H(SIDj, TS5,
′ 000′) (22)

H(IDi) = DIDj − sH(s, SIDj)− TS5

Then Sj checks the equality Pj = H(SIDj, TS5, {aP}x) and if it
holds, Sj selects a random number b ∈ Z∗p , obtains a time stamp
TS6 and computes

PKSj = bP + aP + H(TS6) (23)

Cj = H(h(SIDj), TS6, {aP}x, {bP}x)

Finally {PKSj, Cj, TS6, h(SIDj)} are sent to GWN.
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– After receiving the message GWN Checks TS6. If the delay is
authorized, it computes

bP = PKSj − aP −H(TS6) (24)

and checks whether Cj = H(h(SIDj), TS6, {aP}x, {bP}x) holds.
If all tests are passed, GWN delivers {PKSj, Cj, TS6, h(SIDj)}
to the user Ui.

– After receiving the message, Ui checks TS6 and if the time stamp
is acceptable the user computes

bP = PKSj − aP −H(TS6) (25)

If Cj = H(h(SIDj), TS6, {aP}x, {bP}x), Ui accepts GWN and Sj

as legitimate participants in the protocol.

Finally GWN, Ui and Sj compute K = h({aP}x, {bP}x), {sP}x)) as
the session key.

5. Security Analysis

In this section we analyze the security of the proposed protocol and we
show that our protocol satisfy all necessary security requirements.

• Mutual authentication: The proposed protocol satisfy the mutual au-
thentication properties. The sensor node Sj authenticates GWN by
checking the value Pj and GWN verifies the sensor node by evaluating
the value Cj. GWN and Ui authenticate each other by checking the
values Pi and Cj respectively.

• Password Protection: The registration phase for the user Ui and the
sensor Sj is secure against dictionary attack. According to the relations
(16) and (17), the random numbers yi and yj are unknown values for
the adversary, so the adversary can not establish the dictionary attack
on the values Ri or Rj. In the login phase and the key agreement
phase all transmitted message are password free, so the adversary can
not guess the password by eavesdropping the channel.

• Password changing/updating: The user can easily change the password.
In the login phase, he/she sends the changing password request and
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Table 2: Security comparison of the proposed scheme and the related schemes
Security requirements Das[3] Khan et al.[5] Chen et al.[6] Yeh et al[9] Xue et al[11] Ours
Mutual authentication N Y Y Y Y Y
Password protection N Y N Y N Y
Password changing N Y N N Y Y
Identity protection Y Y Y N Y Y
Secure key agreement N N N Y N Y
Resiliency to stolen smart cart attack N N N N N Y
Reply attack Y Y Y N Y Y

enters the old password PWi and the new password PW ′
i . The terminal

after verifying the smart card and GWN computes the new value G′i as
follows:

G′i = Gi −H(h(PWi)) + H(h(PW ′
i ))

Then the terminal replaces Gi with G′i in the smart card.

• Identity protection: In our protocol the value DIDi causes that only
GWN knows the identity of the user and from the DIDj the sensor node
obtains the hashed identity of the user Ui. So the proposed protocol
protects the anonymity of the user.

• Key agreement: In our protocol, GWN, the sensor node and the user
agree on a secure and common session key to protect their communi-
cations. In contradiction to the Xue’s protocol, the proposed protocol
satisfies forward secrecy. Let the adversary obtains the long term pri-
vate key of the server, s. Since the adversary does not know IDi, it can
not compute aP from the value PKSi (Equation (20)). Also aP can
not be computed of the value PKSGWN , because SIDj is a unknown
identity for the adversary(Equation 21). Therefore the adversary can
not compute aP, bP and the session key K.

• Resiliency to stolen smart cart attack: Let an adversary has stolen a
smart card containing{Gi, Pi, TEi, IDi, H, h}. Since sH(s, TEi) is a
unknown value for the adversary, obtaining the embedded password
from the value Gi in the cart, is impossible. So the proposed scheme is
secure against stolen smart cart attack.

• Reply attack: Using the time stamp makes the proposed scheme to be
immune against reply attack.
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Table 3: Computation cost comparison of the proposed scheme and the related schemes

User GWN Sensor node

Das[3] 3TH 4TH TH

Khan et al.[5] 3TH 5TH 2TH

Chen et al.[6] 4TH 5TH 2TH

Yeh et al[9] TH + 2TECC 4TH + 4TECC 3TH + 2TECC

Xue et al[11] 7TH 10TH 5TH

Ours 8TH + 1TS 10TH + 2TS 5TH + 1TS
TH :denotes the time for the hash operation, TECC denotes the time for the encryption/decryption operation in ECC-160

algorithm, TS denotes the time for scalar multiplication operation in ECC-160 algorithm.

6. Conclusion

In this paper we analysed a recently proposed key agreement protocol for
WSN suggested by Xue et al. and we showed that the protocol is insecure
against dictionary attack and stolen smart card attack. Also we stated the
proposed protocol does not satisfy forward secrecy property. Consequently
we designed a secure and efficient key agreement protocol for WSN. Table
2 compares the security of our protocol with some related protocols and
it shows that the proposed protocol passes all the security requirements.
The computation cos of the proposed protocol is compared with the related
protocols in Table 3 and it expresses that the computation cost of our protocol
is near the Xue et al protocol.
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