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Abstract

In this paper, we propose a reasonable definition of predicate-hiding inner product en-
cryption (IPE) in a public key setting, which we call inner product encryption with cipher-
text conversion (IPE-CC), where original ciphertexts are converted to predicate-searchable
ones by an helper in possession of a conversion key. We then define a notion of full secu-
rity for IPE-CC, which comprises three security properties of being adaptively predicate-
and attribute-hiding in the public key setting, adaptively (fully-)attribute-hiding against the
helper, and usefully secure even against the private-key generator (PKG). We then present
the first fully secure IPE-CC scheme, and convert it into the first fully secure symmetric-key
IPE (SIPE) scheme, where the security is defined in the sense of Shen, Shi, Waters. All
the security properties are proven under the decisional linear assumption in the standard
model. The IPE-CC scheme is comparably as efficient as existing attribute-hiding (not
predicate-hiding) IPE schemes. We also present a variant of the proposed IPE-CC scheme
with the same security that achieves shorter public and secret keys. We employ two key
techniques, trapdoor basis setup, in which a new trapdoor is embedded in a public key, and
multi-system proof technique, which further generalizes an extended dual system approach
given by Okamoto and Takashima recently.

*This is the full version of a paper appearing in Pairing 2013, the 6th International Conference on Pairing-
Based Cryptography, November 2224, 2013, Beijing, China.
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1 Introduction

1.1 Background

The notion of predicate encryption (PE) was explicitly presented by Katz, Sahai and Waters
[14] for achieving fine-grained control over revealed information on encrypted data for various
predicate-searchable token key owners. In the encryption system, the owner of a (master) secret
key can create and issue tokens to system users. Informally, tokens in a predicate encryption
scheme correspond to predicates in some class F, and a sender associates a ciphertext with an
attribute in a set ¥; a ciphertext ct, associated with the attribute (or plaintext) z € 3 can be
evaluated by token tky corresponding to the predicate f € F to learn whether f(x) = 1. In this
paper, we only consider this predicate-only PE [14, 24], in which attribute x can be treated as a
plaintext in a general functional encryption framework [9]. (However, we treat x as an attribute
hereafter.)

In addition, a security notion for PE, attribute-hiding, was defined in [14], where, roughly
speaking, a ciphertext conceals the associated attribute. More specifically, it requires that



an adversary in possession of tokens tky ,...,tks, for predicates fi,..., f; cannot derive any
information on attribute z from ciphertext ct, other than the values of fi(x),..., fa(x).

Katz, Sahai and Waters [14] also presented a concrete construction of PE for a class of
predicates called inner product predicates, which represents a wide class of predicates that
includes an equality test (for IBE [2, 3, 5, 11] and HVE [10]), range queries [25], disjunctions or
conjunctions of equality tests, and, more generally, arbitrary CNF or DNF formulas. Informally,
an attribute of inner product predicates is expressed as vector & and predicate fz is associated
with vector ¥, where fz(Z) = 1iff - & = 0. (Here, ¥ - Z denotes the standard inner product.)

The attribute-hiding security achieved in [16, 17, 18] is more limited or weaker than that
achieved in [14, 20]. The former is called weakly-attribute-hiding, and the latter fully-attribute-
hiding. Although the IPE scheme [14] achieved fully-attribute-hiding, it is selectively secure
under non-standard assumptions. Subsequently, several attribute-hiding IPE schemes have been
proposed [16, 17, 18, 19, 23], for aiming at an IPE scheme with better security, e.g., adaptive
security, fully-attribute-hiding and weaker (standard) assumptions. This research direction
culminated in adaptively secure and fully-attribute-hiding IPE scheme under the decisional linear
(DLIN) assumption [20]. The basic scheme in [20] has a variant with shorter public and tokens
based on the technique in [19]. A hierarchical IPE (HIPE) scheme can be realized with the
same security. (For a practical variant of the schemes, refer to [22].)

However, all previous public key IPE schemes have a problem to be applied in a practical
system, that is, predicate token queries may leak some sensitive information, e.g., medical
personal history, patent strategy, or corporate sensitive data. This is unavoidable in a plain
public key IPFE system, since anyone can generate a ciphertext associated with any attribute, and
then, by using it, check the predicate associated in (target) token. In order to avoid this problem,
Shen-Shi-Waters [24] proposed a symmetric-key IPE (SIPE) scheme, where predicate in a token
is hidden from any malicious users [24, 26]. The property is called predicate-hiding. They [24]
defined a strong security notion “full security”, which implies predicate- and attribute-hiding,
however, only constructed a weakly secure (selectively secure, single challenge) SIPE scheme
since it is based on a weakly secure public key IPE given in [14]. Therefore, to construct a fully
secure SIPE remains an interesting open problem.

Moreover, we require such an IPE functionality in a public key setting. To see the importance
of predicate- and attribute-hiding IPE in a public key setting, let us consider an example on
electronic medical record (EMR) storing and managing system that allows multiple hospitals
to export EMRs to a remote server. By sharing EMRs among the hospitals, patient care and
cost savings are greatly improved. Moreover, the database system provides a large source of
medical research for physicians, biologists, and pharmacists, etc. For example, pharmaceutical
companies use it for developing a new medicine.

Here, it is desirable that such a sensitive data be treated as encrypted data even for data
processing and retrievals, which protects privacy of data provider. In addition, in the above
example, multiple competitors, e.g., pharmaceutical companies, like to hide their access histories
from each other. Hence, to apply PE technology to the remote EMR server setting, we require

1. For providing and sharing EMRs among multiple medical institutes, PE should be realized
in a public key setting.

2. Attribute-hiding (for data-provider’s privacy) and predicate-hiding (for data-retriever’s
privacy) must be assured.

In other applications with remote storage servers, a PE-encrypted file system with the above
properties also highly improves user availability and removes privacy concerns. Recently, Boneh
et al.[7, 8] proposed function-private PE (including IPE) schemes, which assure predicate-hiding



only when used predicates are sampled from any sufficiently unpredictable distribution. The
schemes does not guarantee predicate-hiding in the above setting, in general. Hence, to give
a reasonable and useful definition of predicate-hiding IPE in a public key setting which is
applicable in the above, is also an interesting open problem from a practical and theoretical
point of view.!

1.2 Our Results

1. This paper introduces a reasonable and useful definition of (a variant of) IPE for achieving
predicate-hiding in a public-key setting, i.e., IPE with ciphertext conversion (IPE-CC).

Here, two types of ciphertexts, original and converted, are introduced, and a new type
of key, conversion key, is used as well as public and secret keys: Each user encrypts an
attribute I by using public key, and the generated ciphertext ctz is called original. The
ciphertext is converted to a predicate-searchable one CTz by a helper in possession of
the conversion key ck.

IPE-CC has two types of secret (or trapdoor) keys, sk and ck. Depending on which key
an adversary has, we have three security requirements:

(a) predicate-hiding of token key tky and attribute-hiding of ciphertexts (ctz, CTz)
against any malicious user with no secret key sk nor conversion key ck,

(b) (fully-)attribute-hiding of ciphertexts (ctz, CTz) against any malicious helper with
no secret key sk,

(c) predicate-hiding of token key tkz and attribute-hiding of ciphertext ctz against any
malicious PKG with no conversion key ck.

An IPE-CC scheme is called fully secure iff it satisfies all the above three security require-
ments.

2. This paper proposes the first fully-secure IPE-CC scheme, where all the security properties
are proven under the DLIN assumption in the standard model (Section 3).

Remark: Our IPE-CC scheme addresses privacy concerns given in the above remote
server system, which is illustrated in Figure 1. Every data-provider, e.g., Hospital A, B,..,
can put his encrypted data ctz for data & on the shared server, and each data-retriever,
e.g., Pharmaceutical Company X, Y,.., obtains his own token tkyz associated with a pred-
icate category ¥ from PKG. Here, a predicate category indicates an available range for
specific predicate searches, e.g., Company X is assigned for accessing patient-data in the
south of the U.S.; and Y is assigned for accessing patient-data in the north. (The pred-
icate category may be empty condition.) The data-retriever delegates the (high-level)
token tkg to a specific predicate token tkg . 5, where @ indicates some medical predicate,
e.g., records for cardiac patients aged 60 and above. (Refer to Section 3.3 for the 2-level
hierarchical IPE-CC scheme.) Helper converts original encrypted data ctz to searchable
ones, CTz, using conversion key ck (in some extra time). Note that the converted cipher-
texts are not made public (while original encrypted data on the database are publicly
accessible). In the figure, Company X sends a search query with delegated token tkz A z,
and he obtains search result, f7, (%) € {0,1}. The basic security (a) protects privacy for
both data-providers and data-retrievers from dishonest users, e.g., competing companies.
The security condition (b) assures no information leakage to the server administrator (i.e.,

'Boneh et al. [6] approached the problem based on PIR, which is a communication protocol, while our solution
is provided just by an encryption scheme (with much more efficient communication).
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Figure 1: Application to EMR storing and managing system, in which original encrypted data
ctz are publicly accessible but converted ciphertexts CTz are not made public. Pharmaceutical
Company X retrieves medical data with some medical predicate W as well as a predetermined
condition v.

helper) from ciphertexts on the server. Moreover, since converted ciphertexts are not pub-
lic, security (c) assures both predicate-hiding in tokens and attribute-hiding in ciphertexts
against PKG. Since to mitigate the power of PKG is important in PE systems, this se-
curity against PKG is useful and interesting. Thus, to summarize, the proposed scheme
provides attribute-hiding for ciphertexts as in [20] and predicate-hiding for tokens from
any malicious users but the helper. The technique can be applied to unbounded IPE in
[21].

3. We propose the first fully secure symmetric-key IPE (SIPE) scheme in the sense of the
definition by Shen, Shi and Waters [24] (Section 4). The scheme is (generically) converted
from our public key setting IPE-CC by including public key and conversion key into (mas-
ter) secret key. The security is also proven under the DLIN assumption in the standard
model.

4. We also present a variant of the proposed IPE-CC scheme with the same security that
achieves shorter public key and shorter (master) secret key (Section 5). Table 1 in Section
6 compares the proposed IPE-CC scheme (resp.SIPE scheme) with existing attribute-
hiding IPE schemes in the public key setting (resp. the existing SIPE scheme).

1.3 Key Techniques

Trapdoor Basis Setup: A full security notion of IPE-CC (in the public key setting) consists
of three types of hiding properties against various type adversaries, i.e., malicious users, helper,
or PKG. For achieving such a rich security property, we employ a new trapdoor embedded
in a public key. See Figure 2. The setup algorithm produces a pair of random dual bases
(B, B*) on a dual pairing vector space (DPVS), and by using random matrix ck := W, linearly
transforms a part of the basis, B (C B), to a new basis D:=B- W, which is uniformly and
independently distributed from B. It outputs EE =D as a part of a public key and the
corresponding sk := B* as a secret key, where the bases are independent from each other if W
is not considered. Original ciphrtexts and tokens inherit this independence property from the
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Figure 2: Trapdoor basis setup with conversion key ck for public key BE and (master) secret
key sk, in which PK := B is not directly used (with Enc, TokenGen, Conv, Query)

master key pair. The trapdoor (i.e., conversion key) W transforms the original ciphertexts to
searchable ones, which are related to tokens through the dual orthonormal property of (B, B*).
We establish security properties against various level adversaries based on this trapdoor basis
setup construction.

In a subsequent work [15], we extend our trapdoor basis approach for achieving fully-
anonymous functional encryption schemes, where two trapdoor matrices, W; and Wa, are used
in re-encryption key generation and re-encrypted ciphertext generation, respectively.

Multi-System Proof Technique: As we observed, our IPE-CC scheme implies the first
fully secure SIPE scheme. Since no previous SIPE schemes are fully secure, we develop a
new technique to obtain the scheme, we call multi-system proof technique, which extends the
approach given in [20].

Based on Waters’ dual system encryption methodology, in the previous work [20], a large
hidden subspace was used for achieving fully-attribute-hiding of IPE, where the subspace was
2n-dimensional for n-dimensional attribute vectors and the two n-dimensional blocks played
different roles in the proof. Moreover, to hide a challenge bit b from adversary, unbiased cipher-
texts with woZ® 4+ wiZY) for challenge 7, 7)) Fg' (and wo,wr S F,) played a key role in
the security proof.

In this work, for achieving both fully predicate- and attribute-hiding security of our schemes,
a simulator must deal with two types of challenges (#(®, #(1)) and (7?0, 7)) simultaneously.
Since the above unbiased ciphertext (or token) construction is not enough for this purpose,
we use larger, 3n-dimensional, multi-system hidden subspace, and refined game hopping.? See
Appendix A for the details.

1.4 Notations

When A is a random variable or distribution, y & A denotes that y is randomly selected from A

according to its distribution. When A is a set, y & A denotes that y is uniformly selected from
A. We denote the finite field of order ¢ by F,, and F, \ {0} by F ‘. A vector symbol denotes a
vector representation over Fy, e.g., ¥ denotes (1, ...,z,) € F;'. For two vectors Z = (21, ...,2n)
and ¥ = (v1,...,vy), Z-U denotes the inner product " | x;v;. The vector 0 is abused as the zero
vector in F! for any n. X T denotes the transpose of matrix X. I, and 0; denote the £ x £ identity
matrix and the ¢ x ¢ zero matrix, respectively. A bold face letter denotes an element of vector
space V, e.g., x € V. When b; € V (i =1,...,n), span(by,...,b,) CV (resp. span({Zi,...,Z,))
denotes the subspace generated by by,...,b, (resp. #1,...,%,). For bases B := (by,...,by)
and B* := (b},...,by), (z1,...,2N)B = Zfil ;b and (y1,...,yN)p == Zf;l y;b;. For a

2In [24], a generic conversion from an adaptively secure single-challenge STPE to a fully secure (multi-challenge)
SIPE is given. By using the conversion, we may take an approach to fully secure SIPE via single challenge secure
SIPE based on IPE in [20]. However, since the conversion loses efficiency, our SIPE in Section 4 is better.
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dimension n, €; denotes the canonical basis vector (0---0,1,0---0) € Fgfor j =1,...,n.
GL(n,F,) denotes the general linear group of degree n over F,.

2 Definitions
2.1 Dual Pairing Vector Spaces (DPVS)

In this paper, for simplicity of description, we will present the proposed schemes on the sym-
metric version of dual pairing vector spaces (DPVS) [17, 16, 18] constructed using symmetric
bilinear pairing groups given in Definition 1. Owing to the abstraction of DPVS, the presen-
tation and the security proof of the proposed schemes are essentially the same as those on the
asymmetric version of DPVS, (¢, V,V* Gr, A, A* e), for which see Appendix A.2 in the full
version of [18]. The symmetric version is a specific (self-dual) case of the asymmetric version,
where V =V* and A = A*.

Definition 1 “Symmetric bilinear pairing groups” (¢,G,Gr,G,e) are a tuple of a prime q,
cyclic additive group G and multiplicative group Gp of order q, G # 0 € G, and a polynomial-
time computable nondegenerate bilinear pairing e : G x G — Gr i.e., e(sG,tG) = e(G, G)*t and
e(G,G) # 1. Let Gppg be an algorithm that takes input 1% and outputs a description of bilinear
pairing groups (¢, G, G, G, e) with security parameter X.

Definition 2 “Dual pairing vector spaces (DPVS)” (q,V,Gr, A, e) by a direct product of sym-
metric pairing groups (¢,G,Gr, G, e) are a tuple of prime q, N-dimensional vector space V :=
N

G x -+ xG over Fy, cyclic group Gr of order q, canonical basis A = (a1,...,an) of V,
i—1 N—i

where a; = (0,..,0, G,m), and pairing e : VXV — Gp. The pairing is defined by
e(x,y) = Hl]il e(Gi, H;) € Gr where x = (G1,..,Gy) € V and y := (Hy,..,Hy) € V.
This is nondegenerate bilinear i.e., e(sx,ty) = e(x,y)* and if e(z,y) = 1 for ally € V, then
x = 0. For alli and j, e(a;,a;) = (G, G)%3 where dij = 1 ifi = j, and O otherwise, and
e(G,G) # 1 € Gy. DPVS generation algorithm Gapys takes input 1* (A € N) and N € N, and
outputs a description of paramy, := (q,V,Gr, A, e) with security parameter X and N -dimensional
V. It can be constructed by using Gupg.

2.2 Decisional Linear (DLIN) Assumption

Definition 3 (DLIN: Decisional Linear Assumption [4]) The DLIN problem is to guess
B € {0,1}, given (paramg, G,£G, kG, 606G, 0kG,Yp) X gﬁDL'N(lA), where ggL'N(ﬁ) : paramg =
(¢,G,Gp,G,e) R gbpg(l’\),ﬁ;, 0,¢, 0 & Fe, Yo :=(0+0)G. Y1 & G, return (paramg, G, £G, kG,
0¢G,okG, Yg), for B & {0,1}. For a probabilistic machine £, we define the advantage of € for
the DLIN problem as: AdvE''™()) := |Pr [5(1’\, 0)—1 ‘g <—RQ(')3L'N(1’\)] —Pr [5(1’\, 0)—1 ’g &

gPLlN(l’\)] | . The DLIN assumption is: For any probabilistic polynomial-time adversary £, the

advantage Adv?L'N(/\) is negligible in \.

2.3 Inner Product Encryption with Ciphertext Conversion (IPE-CC)

This section defines inner product encryption with ciphertext conversion (IPE-CC) and its
security. An attribute (or plaintext) of inner product predicates is expressed as a vector T €



Fa\ {0} and a predicate fy is associated with a vector @, where fy(Z) = 1 iff 7- & = 0. Let

¥ = F7 \ {0}, i.e., the set of the attributes, and F := {f3|v € F \ {0}} i.e., the set of the
predicates.

Definition 4 An inner product encryption with ciphertext conversion (IPE-CC) scheme (for
predicates F and attributes 3) consists of probabilistic polynomial-time algorithms Setup, TokenGen,
Enc, Conv and Query. They are given as follows:

e Setup takes as input security parameter 1%, and it outputs a public key pk, a conversion
key ck, and a (master) secret key sk.

e TokenGen takes as input a public key pk, a (master) secret key sk, and a predicate vector
u. It outputs a corresponding token tkg.

e Enc takes as input a public key pk and an attribute (or plaintext) vector Z. It returns an
original ciphertext ctz.

e Conv takes as input a public key pk, a conversion key ck, and an original ciphertext ctz.
It returns a converted ciphertext CT z.

e Query takes as input a public key pk, a token tky and a converted ciphertext CTz. It
outputs either 0 or 1, indicating the value of the predicate fy evaluated on the underlying
attribute .

Remark 1 In the introduction, we give an application example using a delegation from tkz to
tkipp @ (:= th(gm)). While we can add this functionality, the explicit description of the delegation
is not included here for simple presentation. Refer to Section 3.3 for the 2-level hierarchical
IPE-CC scheme.

An IPE-CC scheme should have the following correctness property: for all (pk,ck,sk) hi
Setup(1*,n), all fy € F and ¥ € X, all tky R TokenGen(pk, sk, ¥), all original ciphertexts ctz R
Enc(pk, Z) and converted ciphertexts CTz R Conv(pk, ck, ctz), it holds that 1 = Query(tkz, CTz)
if f3(Z) = 1. Otherwise, it holds only with negligible probability.

We then define the full security notion of IPE-CC, which consists of three security notions,
i.e., security against malicious users, malicious helper, and malicious PKG.

Definition 5 (Full Security of IPE-CC) An IPE-CC scheme is fully secure if for all prob-
abilistic polynomial-time adversaries A, all AdvBU(\), AdvBH(\) and AdvETKC(\) are negli-
gible.

[Dishonest-User Game| The model for defining the adaptively predicate-hiding and adaptively
attribute-hiding security of IPE-CC against malicious user A is given as follows:

1. The challenger runs Setup to generate keys pk, ck and sk, and pk is given to A. The
challenger picks a random bit b.

2. A may adaptively make a polynomial number of queries, where each query is one of two
types:

e On the (-th ciphertext query, A outputs two attribute vectors (a?go),fél)). The chal-
lenger responds with (cty, CTy), where cty R Enc(pk, :Eéb)) and CT, R Conv(pk, ck, cty).
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e On the h-th token query, A outputs two predicate vectors, (v, ', v, ’). The challenger

responds with tky & TokenGen(pk, sk, _'(b)).

A’s queries are subject to the restriction that, for all ciphertext queries (:cé ), 7l )) and all

token queries (7, %), Fao (@ 7)) = Fyo (@)

3. A outputs a guess b’ of b.
The success experiment in the above game, i.e., b = b, is denoted by Such'SU(/\), and the
advantage of A is defined as AdvRV(\) := Pr[Such'SU()\)] —1/2 for any security parameter \.
[Dishonest-Helper Game] The model for defining the adaptively (fully-)attribute-hiding se-
curity of IPE-CC against malicious helper A is given as follows:

1. The challenger runs Setup to generate keys pk, ck and sk, and pk and ck are given to A.
The challenger picks a random bit b.

2. A may adaptively make a polynomial number of queries, where each query is one of two
types:

e On the (-th ciphertext query, A outputs two attribute vectors (féo),fél)). The chal-
lenger responds with cty K Enc(pk, a‘c’gb)).
e On the h-th token query, A outputs a predicate vector, v. The challenger responds

with tky, X TokenGen(pk, sk, ¥).

A’s queries are subject to the restriction that, for all ciphertext queries (xg, ), fg )) and all

token queries Uy, fy, (T (0)) I5, (fgl)).
3. A outputs a guess b’ of b.

The success experiment in the above game, i.e., b' = b, is denoted by SuccaiSH(/\), and the
advantage of A is defined as AdvQ*H(\) := Pr[Such'SH()\)] —1/2 for any security parameter \.

[Dishonest-PKG Game] The model for defining the adaptively attribute-hiding and predicate-
hiding security of IPE-CC against malicious-PKG A is given as follows:

1. The challenger runs Setup to generate keys pk, ck and sk, and pk and sk are given to A.
The challenger picks a random bit b.

2. A may adaptively make a polynomial number of queries, where each query is one of two

types:

e On the (-th ciphertext query, A outputs two attribute vectors (:féo),fél)). The chal-
(b))

lenger responds with cty R Enc(pk, 7,

e On the h-th token query, A outputs two predicate vectors, (v}(lo), 17,(11)). The challenger
responds with tky < TokenGen(pk, sk, "(b)).

A’s queries are subject to no restrictions.

3. A outputs a guess b’ of b.



The success experiment in the above, i.e., b/ = b, is denoted by SuccaiSPKG()\), and the advantage

of A is defined as AdvDSPKC(N\) := Pr[SuccQ*PKC(\)] — 1/2 for any security parameter .

Since a converted ciphertext is not publicly available, it is not given to the adversary in the
above Dishonest-PKG game.

2.4 Symmetric-Key Inner Product Encryption (SIPE)

This section defines symmetric-key inner product encryption (SIPE) and its security. .

An attribute (or plaintext) of inner product predicates is expressed as a vector ¥ € F;'\ {0}
and a predicate f3 is associated with a vector @, where f3(%) = 1iff 7.7 = 0. Let ¥ :=F '\ {0},
i.e., the set of the attributes, and F := { fz|v € F}' \ {0}} i.e., the set of the predicates.

Definition 6 A symmetric-key inner product encryption scheme (SIPE) for predicates F and
attributes 3 consists of probabilistic polynomial-time algorithms Setup, TokenGen, Enc and Query.
They are given as follows:

e Setup takes as input security parameter 1*, and it outputs a secret key sk.

e TokenGen takes as input a secret key sk, and a predicate vector ¥. It outputs a correspond-
ing token tkg.

e Enc takes as input a secret key sk and an attribute (or plaintext) vector Z. It returns a
ciphertext ctz.

o Query takes as input a token tky and a ciphertext ctz. It outputs either 0 or 1, indicating
the value of the predicate fy evaluated on the underlying attribute T.

An SIPE scheme should have the following correctness property: for all sk AL Setup(1*,n),

all fy € F and ¥ € X, all tky AL TokenGen(sk, ¥), all ciphertext ctz AL Enc(sk, ¥), it holds that
1 = Query(tkg, ctz) if f3(Z) = 1. Otherwise, it holds with negligible probability.

We then define the full security notion of SIPE, which is the same as that given by Shen,
Shi, and Waters [24].

Definition 7 (Full Security of SIPE) The model for defining the full security of SIPE
against adversary A is given as follows:

1. The challenger runs Setup to generate secret key sk, and picks a random bit b.

2. A may adaptively make a polynomial number of queries, where each query is one of two
types:

e On the (-th ciphertext query, A outputs two attribute vectors (_’EO),:E?)). The chal-

lenger responds with ct, & Enc(sk, a‘c’éb)).

e On the h-th token query, A outputs two predicate vectors, (17}(10), 17,(11)). The challenger
(b)
W)

-l

responds with tky, R TokenGen(sk, ¢

A’s queries are subject to the restriction that, for all ciphertext queries (fgo), fgl)) and all

token queries (*,(LO),U(I)), f1720) (féo)) = fggl) (fgl))'

3. A outputs a guess b’ of b.

10



The success experiment in the above game, i.e., b’ = b, is denoted by Succ4(\), and the advantage
of A is defined as AdvSTE(N) := Pr[Succa(\)] — 1/2 for any security parameter \. An SIPE
scheme is fully secure if all probabilistic polynomial-time adversaries A have at most negligible
advantage in the above game.

3 Proposed (Basic) IPE-CC Scheme

3.1 Construction

We describe random dual orthonormal basis generator Q(LF;E below, which is used as a subroutine
in the proposed IPE-CC and SIPE schemes.

GRE(N,N) « paramiy = (q,V, G, A, €) < Gaps(1%, N), 00 << B g7 = €(G, G)",
U _

X = (xi;) < GL(N,F,), (¥;;) =1 (XT)~1, paramy := (param¥;, g7),

b’i = Z;V:l Xi,ja'ja]B = (bh cee bN)? b;k = ZN ﬁljaja = (b>(1(7 sy b}k\[)a

return (paramy, B, B*).
We refer to Section 1.4 for notations on DPVS. For matrix W := (w; ;)i j=1,..N € ]F;VXN and
element g := (G1,...,Gy) in N-dimensional V, gIW denotes (Zl]\il Giw; 1, ... ,Zf;l Giw; N) =
(ZZJL w;1Gi, ..., Zf\il w; NG;) by a natural multiplication of a N-dim. row vector and a N x N

matrix. Thus it holds an associative law like (W)W 1 = g(WW 1) = g. The proposed scheme
is given as:

Setup(1*, n) : (paramy,B := (by, .., ben), B* := (b, .., b},)) — Q'PE( N :=6n),
W & GL(N,F,), di:=bW fori=1,...,6n, D:=(dy,... de),
D:=(di,...,dn,dsni1,- - den), B :=(b,....b5 b1, bE),

return pk := (1’\7 paramV,]ﬁ)), ck:=W, sk:= B*.
TokenGen(pk, sk, 7€ F;"\ {0)): o & F,, ﬁ<B Fy,

n 3n n n
———— T
k= ( o7, 03", 7, o )B*, return tky:= k*.
N = U - U
Enc(pk, 7 € F'\{0}): 7« F,, &< Fy,
3n n n
—_—— ——— — Y —
F= TT, 03, 0m, 13 )Ds return cty =

Conv(pk, ck:=W, ctz:=f): »p S Fq, y J span{dsn+1, - .., den),
= (pf +vy) WL, return CTz:=c.
Query(pk, tky:=k*, CTz:=c¢):
if e(e,k*) =1, output 1, otherwise, output 0.
Remark 2 To realize a delegation from tkg to tkya(:= tk(gm)) given in the introduction, we

can construct a natural delegation algorithm in a similar manner to [17, 18, 19, 20]. We give
the 2-level hierarchical IPE-CC (HIPE-CC) scheme in Section 3.3.

[Correctness] Since D- W1 := (diWL, ... dg,W™!) is equal to B := (by,...,bgy), ¢ :=
(pf Jru) w-t = ( wT, 03”7 0", 95 )]D) W = ( wT, 03n’ 0", 93 )]D)-I/V—1 = ( Wz, 0371’ 0", 35 )Iﬂ%a
where w € F; and ¢ € F are uniformly and independently distributed. Therefore, if v 7 = 0,
then e(c, k*) = g5t T = 1
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3.2 Security
The DLIN assumption is standard [18, 19, 20] and given in Definition 3.

Theorem 1 The proposed IPE-CC scheme is fully secure under the DLIN assumption, i.e., for
any adversary A, all AdvRU(\), AdvD*H(\) and AdvDPKC(N\) are negligible under the DLIN
assumption.

Proof. The proof of Theorem 1 is reduced to those of Lemmas 1-3. O

Lemma 1 For any adversary A, Advaisu()\) 1s negligible under the DLIN assumption.

Lemma 2 For any adversary A, AdvaiSH(/\) s negligible under the DLIN assumption.

Lemma 3 For any adversary A, AdvaiSPKG()\) 1s negligible under the DLIN assumption.

The proofs of Lemmas 1-3 are given in Appendix B.

3.3 Proposed (Basic 2-Level) Hierarchical IPE-CC Scheme

We refer to Section 1.4 for notations on DPVS. For matrix W := (w; ;)i j=1,.N € F(;VXN and
element g := (G1,...,Gy) in N-dimensional V, for notation gW, refer to Section 3.1. The
hierarchical IPE-CC (HIPE-CC) below is based on the (basic) construction idea given in [16],
however, since the scheme has enough hidden subspace and randomness spaces, the security is
proven from the DLIN assumption.
Setup(1>‘, (n1, m2) ) : n:=mni+ng,
* E3 * R

(paramy, B := (b, ..., ben), B := (b},..., b)) — GE(1}, N := 6n),

W & GL(N,F,), di:=bW fori=1,....6n, D:=(dy,... dgn),

D:=(di,...,dn,dsni1,- - den), B*:=(b,....b5 by, .., bE),

return pk := (1%, paramv,ﬁ), ck: =W, sk:= B*.
TokenGen(pk, sk, o1 € FZ\{0}) : 0,0 <2 Fyy oy ifty - - s iTny < FL,

n 3n n n
—— —
kS = ( ovy, 0™2, 03”, 705 o )]Bg*,
k= (ot ve, 03, 7, o Jp+ fori=1,... ng,
where € := (0°71, 1, 0"271),
return tky, = ( kg, ki,...,k;, ).

Enc(pk, #1 € F/1\ {0}, &2 € F2): 1,10 < Fy, &< Y,

— ~ -7 U = =
if 75 =0, xé<—FZ2, else T4 := T,

n 3n n n
F= ( n¥, n, 03, 0, I3 )Ds return ctz := f.

Conv(pk, ck:=W, ctz:=f): p 2 Fq, y J span(dsn i1, - - -, den),
c:=(pf +y) WL, return CTz:=c.

Query(pk, tk :=tkg or tk, ), CTz:=c):
if tk =tky, = ( ko, k7,.... k. ),

y gy
if e(c, ky) =1, output 1, otherwise, output 0.
if tk = thg, m) = k*, if e(e, %*) =1, output 1, otherwise, output 0.

12



Delegate(pk, tky := ( kg, ki,..., Ky, ), U2 := (v2,1,...,V20,) € FJ2\ {0}) :

) Wno
U U
575 HFQ) 77l = (771777741) <_FZIL’
k' = kg + 0302 vaaky) + D0 mibh, s

return tk(’l71,172)(: tk171 /\172) = k*.

The full security notion of IPE-CC is extended to that for (2-level) HIPE-CC schemes in a
usual way.

Theorem 2 The proposed (2-level) HIPE-CC' scheme is fully secure under the DLIN assump-
tion.

Theorem 2 is proven in a similar manner to Theorem 1.

Remark:

1. While we present a 2-level HIPE-CC scheme here, clearly, the construction can be extended
to an arbitrary level HIPE-CC scheme.

2. While the above basic HIPE-CC scheme is built based on [16], if we apply several tech-
niques given in [18, 19], efficiency of the HIPE scheme is greatly improved.

4 Proposed SIPE Scheme (Conversion from IPE-CC to SIPE)

The definitions of symmetric-key IPE (SIPE) and full security of SIPE are given in Section 2.4.
From the above IPE-CC scheme, we obtain the first fully secure SIPE scheme. Namely, using
the IPE-CC scheme, ITjpg_cc := (Setup, TokenGen, Enc, Conv, Query), a modified setup algorithm

Setup/(1*, n) outputs a (master) secret key sk’ := (pk, ck, sk), where (pk, ck, sk) <~ Setup(1*, n),
and a modified encryption algorithm Enc’(sk’, Z) outputs a ciphertext CT% X Conv(pk, ck, ctz),

where ctz ni Enc(pk, ), and the rest of algorithms, TokenGen and Query are the same as those
of the IPE-CC scheme since an input sk’ of TokenGen includes (pk,sk). Hence, we obtain a
(converted) SIPE, Ilgpg := (Setup’, TokenGen, Enc’, Query).

Theorem 3 The proposed SIPE scheme is fully secure under the DLIN assumption.

Proof. By the construction, the full security for SIPE Ilg)pg is reduced from the Dishonest-User
Game security for IPE-CC Iljpe cc, i.e., for any adversary A, we can construct A’ from A s.t.
Advi{PE()\) for IIgpg in Def. 7 is less than or equal to Adva'/su(/\) for IIipg.cc in Def. 5. Hence,
Lemma 1 implies Theorem 3. O

5 A Variant for Achieving Shorter Public and Secret Keys

A variant of the proposed (basic) IPE-CC scheme with the same security, that achieves a shorter
(O(n)-size) public key and secret key, can be constructed by combining with the techniques in
[19], where n is the dimension of vectors of the IPE-CC scheme. Here, we show this variant.
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5.1 Construction and Security

Let N := 6n and
T N VA o y
1% /1,,2 s 2y ooy My
'H(n F ) — .. : M/1/7"'7,U’/r£—17,u’///€FQ7
1 : a blank element in the matrix
N | denotes 0 € I,

Ho
X1 X16 X, € H(n.F,)
. o . . i, n, Iy
L(6,n,F,) =4 X := : : fori i1, 6 () GL(N,F,).
t Xe1 - Xegp

We note that £(6,n,F,) is a subgroup of GL(N,F,) (Lemma 4). For X € L(6,n,F,), we denote
(¢-times) its adjoint matrix (X ~1)T as a sparse form

Yii - Yig U io  Vij
(X Ht .= : : , where Y} ; := : .
Yo - Yee Y in-1 Vi
07 e Vi in
for ¢,7 = 1,...,6. Here, a blank element in the above matrix denotes 0 € F,. That is, X €
L(6,n,Fy) is represented by 72n non-zero entries {41 j, 1 jos - -+ s W jns Mi j1s - 17 nt 15 Yij=1,..65
and (X )T is represented by 72n non-zero entries {¥; ;, (T TRRE /P /RPN I/ PR V) TR
ZIPE,SK

Random dual orthonormal basis generator G, with sparse matrices below is used as a
subroutine in the proposed variants of IPE-CC and SIPE schemes.

QngE’SK(l)‘,&n) . paramg = (¢, G,Gr,G,e) Al gbpg(lA), N :=6n,
P Y FS, g7 :=e(G, G)Y, paramfy == (¢, V,Gr, A, e) := Q’dpvs(l)‘,N, paramg ),

paramy := (paramy, gr), X & L(6,n,F,),

!/ / 4 " n
hereafter, {4, 14ij 25 -+ Hijns Hig1s s Hijn— lnui,j}i,j 1.6 denotes

non-zero entries of X, and {0;j,9; ; 9,0} j 0 0% j 15,0 s 1597 Yij=1,..6
denotes non-zero entries of (X 1)T7
{B = MZ,]G Bz] 2 :u’zj ZG ’L] n — M;J’nG
B(:J', = ui] lG ,] n—1 = Mz] n— lG B{H' = i G}z,] 1,...65
{B* =G, ”2 *ﬁIJQG Bgzn.*ﬂ;]nG
B/:; ) 19”] G- z//;n 1= 19”] n— 1G BZ;* = 79/” G}’L,] 1,...69
return (paramV’ {B (VR z‘,j,27 B Bz,] ny =1 ] IR z{/j n—1» Bi,j}z,yzl,...&
{Bz]7 ’Lj 2 B;Zﬂ’ z/‘f;f,lv"w ;f;,n—1>B,/,*}1:J 1,. 6)
Remark 3 Let
1 1 " /! /! n
B(i—1ynit 01,1 Bi,‘1,2 B o i1 i,6,1 Bi,§,2 e P 0,6
i,1 4,1,2 2,6 6,2
: = ) ’ . 7 (1)
bin ,‘ ' /'
i,1,n 4,6,n

14



ES 1%

b* 01,1 Big1
n+1
et B, B Bl B
b; '
- B B, . B, Bl Blss .o B,
for i = 1,...,6, and B := (by,...,ben),B* := (b],...,bf,), where a blank element in the
matrices denotes 0 € G. (B,B*) are the dual orthonormal bases, i.e., e(b;,b’) = gr and
e(b;,b7) =1 for 1 <i# j < 6n.
Here, we assume that input vectors, Z := (x1,...,x,) and U := (vi,...,v,), satisfies z1 # 0

and v, # 0. The proposed scheme is given as:

Setup(1*, n) :

’ ’ "
(parava{Biaj’ 5,20+ Bzgnﬂ zgl?"' zgn 17B }ZJ 1,...65
1% 1% 1% 11 R SZIPE,SK /1 )\
{B’Lj7 1]2"' BZ]’VZ’ 1,9,10 i,j,n—laB }l,] 1,. 6)<_gob (1 6 TL),
d by where (b;)i=1,...6n is given
in Eq. (1), and (d;);=
Wl L(6,n,F,), : = : W, . a. (1), ( 'z)zfl,...,6n
: : is represented as in Eq. (1)
’ 7 m
{D,J7D1]2"' Dzyn’ zgl?"‘ 1,5,m— 17D' ‘}i,j_1’~~-67

return pk:= (1} , paramy, {D s D;

. — — /% 1% ZES 1%
ck:=W, sk:= {Bz]7 1327' Bzgn? i,5,10 i,j,n—laB }1 1,5;j=1,...6-

/ " 1"
1,5,27 D,]n? 7,]11"7 i,J,m— 17D]}2 1,6;5=1,. ,6)7

TokenGen(pk, sk, ¥):  o,n1,...,7n & F,,
for j=1,.,6, K=" (o By, +mBL ) + ov, Bl + 1, BY's,
K3, —a(lelj—i—vnBl]l)—i-mB5J+nnB’jl forl=2,....,n—1,

K¥, = 00uBY  + 1u B e
k* = (K{q,o o Ky K, K p) € G®, return tky:= k*.
Enc(pk, @) : w,p1,...,¢n S F,,
for j =1, ..,6, Fjq —W~T1D1j1+<,01D6]1,
Fj, ::w(xlD” .l—i—xlDlj)—i—cplDﬁjl—l—golD(gj forl=2,...,n—1,
Fjn = wn1 DY’ + 1D’ + 3o (wn DY, + @iDg 4 ),
f=WF1,....Fin,... ,Fs1,....Fn) € GG”, return cty:= f.
Conv(pk, ck:=W, ctz:=f): p Y Fo, vy Y span{dsn+1, - .., den),
= (pf +y) W™, return CT;:=ec.
Query(pk, tky:=k*, CTz:=c¢):

if e(e,k*) =1, return 1, otherwise, return 0.
Remark 4 A part of output of Setup(1*, n), {D; ;, Diiosee s Diins Diiase s D1 DU Yizm16; =16,
can be identified with D := (dy,...,d,,d5n+1,-- -, dgn), while D := (dy,...,dg,) is identified
with {D; ;, gJ’Q, . ,Dg7j7n,D;’] 1y - ;’]n 1,D”’ }ij=1,.6 as in Remark 3. Also, {B”,BZ’*%
s Bl Bl g’;“n 1> Bi" Yi=1,5; j=1,.6 can be identified with B* = = (b},.... b}, b}, 1,
,bt,), while B* := (b7, .. bﬁn) is identified with {B;;, B;%,..., Bl ,, B{’;“l, N

B”’*}w 1,..6 in Remark 3 In Query, ¢ and k* can be alternatively descrlbed as
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Table 1: Comparison with pairing-based IPE schemes in [14, 20, 24|, where |G| represents size
of an element of G. PH, AH, PK, SK, TK, CT, GSD, and C3DH stand for predicate-hiding,
attribute-hiding, public key, secret key, token, ciphertext, general subgroup decision [1], and

composite 3-party (decisional) Diffie-Hellman [24], respectively.

KSWO08 OT12 IPE [20] |Proposed IPE-CC|| SSWO09 Proposed SIPE
IPE [14] | (basic) ‘(Variant) (basic) |(Variant) SIPE [24] | (basic) |(Variant)
Setting || public key public key public key secret key secret key
lselective & adaptive & adaptive & s‘elective & adaptive &
Security fully-AH fully-AH fully-secure single-chal. fully-secure
(PH & AH) PH & AH (PH & AH)
Order . . . . .
of G composite prime prime composite prime
2 variants A variant
Assump. of GSD DLIN DLIN of GSD, DLIN
C3DH,DLIN
PK size|| O(n)|G| | O(n?)|G| |O(n)|G||O(n?)|G|O(n)|G]| - - -
SK size|| O(n)[G| | O(n?)|G| |O(n)|G||0(n*)[G[O(n)|G]]| O(n)|G|] |O(n*)|G]On)[G]
TK size||(2n+1)|G||(4n+1)|G|| 10|G| 6n|G]| (2n 4+ 2)|G] 6n|G]|
CT size||(2n+1)|G||(4n+1)|G|| 5n|G| 6n|G]| (2n + 2)|G] 6n|G]|
n 3n n n n 3n n n
AN TN N AN AN TN AN AN
c=(wi, 0 0" " @ g k*= (o, 0%, ", 0" ), where @ := (¢1,...,0n), 7 =
(M1, .., 7) € B

Theorem 4 The proposed IPE-CC scheme (with short public and secret keys) is fully secure
under the DLIN assumption.

Theorem 4 is proven in a similar manner to Theorem 3 (and 4) in [19]. For achieving dual

system encryption proof for IPE-CC with employing a sparse matrix, X S L(6,n,F,), for base
change, the matrix set £(6,n,[F,) should form a (matrix) group. (For the reason, refer to [19].)
Therefore, proofs of Theorem 1 and Theorem 4 have the same high-level structure using the
full matrix group GL(6n,F,) and a subgroup £(6,n,F,) based on Lemma 4, respectively.

Lemma 4 £(6,n,F,) is a subgroup of GL(6n,F,).

Lemma 4 is proven in a similar manner to Lemma 2 in the full version of [19].

6 Efficiency Comparisons

Table 1 compares the proposed IPE-CC schemes in Sections 3 and 5 with pairing-based attribute-
hiding IPE schemes in [14, 20], and compares the proposed SIPE schemes in Sections 4 (and 5)
with pairing-based predicate- and attribute-hiding SIPE scheme in [24].

Acknowledgments. The authors would like to thank anonymous reviewers for their valuable
comments.
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Figure 3: Structure of Reductions in the proof of Lemma 2

A Multi-System Proof Technique

A.1 Structural Comparison of our IPE-CC Scheme with the IPE in [20]

Since our security proofs (in particular, for Lemma 1) are extensions of the proof given in
[20], we begin to compare our predicate-hiding IPE-CC with the existing attribute-hiding (not
predicate-hiding) IPE [20].

Okamoto-Takashima [20] gave an attribute-hiding IPE scheme on DPVS framework. Cipher-
texts (CT) and (secret-key) token (TK) of the scheme have dimension 4n+2 = 14+n+2n+n+1,
where the first one dimension is for encryption of plaintext (not attribute), the second is the
real-encoding part (real part, for short) for CT and TK vectors, the third is the hidden part for
achieving various forms of CT and TK, the fourth is the TK randomness part, and the fifth is
the CT randomness part. Here, because we do not treat a plaintext other than attribute, CT
and TK of the scheme are considered as composed of four parts, as indicated below, where the
dimension structure is given by 4n+1=n+2n+n+ 1. CT and TK of our IPE-CC have the
same form, but dimension of each part is different, with 6n = n + 3n + n + n inner-structure.
Particularly, 3n dimensional hidden part is crucial for our elaborated security proof of Lemma
1, where three blocks of n dimensional subspaces have different roles in the proof. We call it
the multi-system proof technique, and the details are explained in Appendix A.2.

n 2n n 1
—_—N— —— =
CT & TK in [20] IPE : (  real hidden TK ran.  CT ran. ),
n 3n n n
—— —— ——
CT & TK in our IPE-CC : (  real hidden TK ran. CTran. ).

A.2 Intuitions for Proofs of Lemmas 1-3

First, we consider the proof of Lemma 2, where malicious helper A, i.e., adversary has the
conversion key W. By computing B:=D-W-! , he knows B. Then, the view of the adversary and
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the security definition (for the malicious helper) are the equivalent to those given in [20] for fully-
attribute-hiding of IPE, except that multiple ciphertext challenges are considered in this paper,
while single challenge is treated in [20]. Therefore, we can take a standard hybrid argument to
achieve multiple challenge security from single challenge security, which is described in Figure
3. (In the figure, P1, P2, P3 stand for Problem 1, 2, 3, respectively.) Let v; be the maximum
number of A’s challenge ciphertext queries and v the maximum number of A’s challenge token
queries. The reduction starts Game 0, and repeat Game ¢ sequences for £ = 1,..., v, where
each sequence transform the ¢-th queried ciphertext to an unbiased one for b € {0,1}. The ¢-th
sequence consists of four parts, Game (-1, Game -2 sequence, Game (-3, Game (-4, where the

main ¢-2 sequence has another loop structure parametrized by h = 1,...,v5. The Game /(-2
sequence repeats four Games, Game (-2-h-1,..., Game /(-2-h-4, for h = 1,...,v5. In the last
(-2-v9-4 in the sequence, coefficients of the 2n-dimensional hidden part, i.e., span(d, 41, ..., dsy)
(resp.span(bj ,,, ...,b3,)) of the 1-th queried f, for « = 1,...,v1 (resp.the j-th queried k; for
j=1,...,v9) w.rt.these bases vectors are given as:
Coefficients of the hidden part of f, Coefficients of the hidden part of kj
in Game /(-2-v5-4 in Game /(-2-v5-4
t=1 j=1 oty
. _(#) () '
14 ), ) h
141 ) 0—://2,171’2
where fﬁ*)/ = Tlf,()fgo) + Tévlfél), fﬁ*)” =Ty Oa_:’éo) + 77 150’1(21) (unbiased form). In the second block
of the hidden part, an unbiased vector fé*)” for the ¢-th query (and zero for the rest of the
1(# ¢)-th queries) in ciphertexts and (normal) v-vectors, o1, ..., 0, Uy,, in tokens are placed.

()1
Ly

Therefore, the unbiased coefficient is reflected to the real encoding part since the addition

of b-biased Tféb) and unbiased Hfé*)” (0 & [F,) is also unbiased, i.e., transforms f; to an unbiased

one. See [20] for the details.
Next, we consider the proof of Lemma 1, where malicious user has no secret keys, sk nor

W, but he can ask two types of challenges, (:Z’§O),:)3’21)) for £ = 1,...,v1 and (1720),17,(11)) for
h =1,...,v5. The condition on the challenges is given by fﬁ(o) (j’éo)) = f5<1> (fgl)). In general,
h h

an unbiased form fé*) = woféo) + wlfél) does not preserve the value of the predicate, e.g.,

neither f_q (:Eﬁ*)) nor fﬂu)(fﬁ*)) is determined from the value of f_ ) (fg])) = fﬁm("él)). Since
v v v ’Uh

the unbiased form is not useful for reflecting the condition to the security proof, we must take
another strategy. Through several game hoppings, we change the view of the adversary with
challenge bit b to that with 1 — b. The structure of the reduction is given in Figure 4. (In the
figure, P1,..., P6 stand for Problem 1,..., 6, respectively.) The reduction starts Game 0, and after
repeating Game 1-¢ sequences for ¢ = 1,..., vy, repeat Game 2-h sequences for h = 1,... 19,
where each sequence transform the hA-th queried token to another kind of unbiased form for
b € {0,1} in the sense that forms of Egs. (15) and (16) in Game 3 are equivalent: The h-th
sequence consists of three parts, Game 2-h-1, Game 2-h-2 sequence, and Game 2-h-3, where the
main 2-h-2 sequence has another loop structure parametrized by £ = 1,...,v;. The Game 2-h-2
sequence repeats four Games, Game 2-h-2-¢-1,..., Game 2-h-2-¢-4, for £ = 1,...,v1. In the last
2-h-2-0-4 in the sequence, coefficients of the 3n-dimensional hidden part, i.e., span{b, 1, ..., bsn)
(resp.span(by ,;, ...,b},)) of the i-th queried ¢, for ¢ = 1,...,v; (resp.the j-th queried k; for
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1-0-3 Game 1 sequence :
1l '
Game I Game Game Game Game Game |
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= = = = = = |
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____________________________ 1
|
|
. |
|
| |
—— . Fe=s=========—==========————- 1
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| |
|
Game Game Game Game | Game |1 _ :
2-h-2- 2-h-2- 2-h-2- 2h2- Tl 23 |1
11 1-2 1-3 1-4 : Ly
~ = |
3 = = |4 |
X Y 2 : :
|
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= = ~ I : |
____________________ 4 b |
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Sy — e |
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‘ | Game 4 sequence T T 7 1
|
|| Game |... :
1| 411 |
|
|
|
|
| | T
| Game 5 sequence |
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l 5-1-1 5vi3 |

Figure 4: Structure of Reductions in the proof of Lemma 1

j=1,...,9) w.r.t.these bases vectors are given as:

Coefficients of the hidden part of ¢,
in Game 2-h-2-11-4

Coefficients of the hidden part of kj
in Game 2-h-2-v1-4

_ 11=(1=b) 111 =(1=b) . 111,(1=b)
t=1 wy T, wy' Ty j=1 oy vy
/¢ 1 ~(1=b) 11(1=b)
h| o3, hYh
1 =(1=b) 111 =(1=b)
%1 wul 2 ylel V2

In the second block of the hidden part, an opposite vector oy, v,
for the rest of the j(5# h)-th queries) in tokens and opposite vectors, w{Z;

phertexts are placed. Different from Lemma 2 case, the result (o} v
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cannot be added to the real encoding part coefficients (ahﬁ(b); wlfgb), ce Wy :E',(fi)) by a concep-

tual change, since the unbiased form is not useful as mentioned above. Instead, we store the
result in the third block of the hidden part in the next Game 2-h-3 as:

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-3 in Game 2-h-3
L1 wllllfgl_b) j=1 0_/1//73»§1—b)
¢ h oy 1721_17)
1 w,’,’l’fill_b) vy

where all the coefficients in the first and second blocks become zero vectors preparing for the
next Game 2-(h + 1) sequence. At the end of Game 2 sequence, we have

Coeflicients of the hidden part of ¢, Coefficients of the hidden part of k:;‘
in Game 2-19-3 in Game 2-15-3
L=1 W g Y j=1 o' Y
l h
1 o gi?) v ou gy

where the third block is filled with opposite vectors with bit 1 — b. We note that the view
of the adversary (malicious user) do not include (by,...,b,) as well as (b7,...,b). There-
fore, we can conceptually change between subspaces span(by,...,b,) and span(bs,1,...,ban)
(resp.span(by, ..., b)) and span(b3,  ,...,b},)), and tokens and ciphertexts are given as Eqs. (16)
and (17) in Game 3. In particular, coefficients in the hidden part are given as:

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 3 in Game 3
t=1 wi"fgb) j=1 0:’1”179)
l h
2 Wl ) Vo o5

Through the reverse process, Game 4 and Game 5 sequences, we reach the final Game 5-11-3,
where all queried tokens and ciphertext are normal one for opposite bit 1 — b. Thus, Lemma 1
is proven.

Therefore, essentially, the reduction in Figure 4 is a combination of that in Figure 3 and a
reverse of that in Figure 3, with a switch of subspace blocks in Game 3 for bit change from b to
1—b. However, since we cannot make use of unbiased coefficients in this case, we need one more
n-dimensional block in the hidden subspace. The total hidden subspace is 3n-dimensional. We
call it multi-system proof technique, which is an extension of the technique in [20] as we see in
the above.

Finally, we consider the proof of Lemma 3, where malicious PKG has a secret key sk := B*.
The adversary cannot derive (useful) information from original ciphertexts ctz on D and tokens
tkz on B*, since he has no D* and B for checking them. The independent property of B and D
makes the security proof rather simple.
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B Proofs of Lemmas 1-3

B.1 Proof of Lemma 1

Lemma 1. For any adversary A, AdvD'SU()\) is negligible under the DLIN assumption.
For any adversary A, there exist probabilistic machines £1.1,&1.2,E9.1, . . ., E2.4, whose Tun-
ning times are essentially the same as that of A, such that for any security parameter \,

DusU ) < Z (AdVDLIN 4 AdyRLIN (}\>> n

€101 E10-2

12
S (Adv?Q'jLNl + Z (AdvBEN,, (1) + AdvBEN (1)) + Advg;;gm) +e,
h=1

where E1.¢.1(-) == E1.1(4, ), E1e2(r) = E12(C, ), Eopa (¢) = Exa(h, ), Eanou() == Eaa(h, L, ),
Eonse(r) := Easg(h,l,-), Expa(c) := Eaq(h,-), w1 (resp.vy) is the maximum number of A’s
challenge ciphertext (resp. key) queries and € := (23v1vs + (n + 17)v1 + 1812) /q.

We give (intermediate) games for the proof of Lemma 1 below.

B.1.1 Games for the proof of Lemma 1

Let 11 be the maximum number of A’s challenge ciphertext queries and v5 the maximum number
of A’s challenge token queries. To prove Lemma 1, we consider the following 81194611 + 41542
games. In Game 0, a part framed by a box indicates coefficients to be changed in a subsequent
game. In the other games, a part framed by a box indicates coefficients which were changed in
a game from the previous game.

Game 0 : For j =1,...,19, the reply to the j-th token query for ( 50 "(1))

k; ::( O']’l_;;b) y 7 ’ 7 ﬁ}) OTL )]B*a (2)

where b <2 {0,1}, o J F, and 7j & Fy. For v =1,...,v, the reply to the (-th ciphertext

query for vectors (fEO), a‘t’fl)) is:

fo=(|nz" ] o, [on] [0m] 07, & ), (3)
.= (|wd”] [07] [07] [om], 07, @, ), (4)

where 7,,w, 2 F, and f;, B, 2 Fy-
Below, we describe coefficients of the hidden part, i.e., span(byy1, ..., bs,) (resp.span(bj,, ;,
., b},)) of the «-th queried ¢, for ¢ = 1,..., 11 (resp.the j-th queried k; for j =1,...,1)
w.r.t. these bases vectors. Non-zero coefficients are colored by light gray, and those which were
changed from the previous game are colored by dark gray.

Coefficients of the hidden part of ¢, Coefficients of the hidden part of k;
in Game 0 in Game 0
L=1 j=1
l h
v 2
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Game 1-¢-1 (£ = 1,...,v1) : Game 1-0-3 is Game 0. Game 1-/-1 is the same as Game

1-(¢ — 1)-3 except that the reply to the ¢-th ciphertext query for vectors (:fgo), :Z"él)) is:

Jo:=( Tzf((gb)y 0", Té’fé”) , 0", 0", & ),

Cy = ( ngb)v 0717 wgfgb) i 077«’ On? SBE )B7 (5)

where 7/, wy/ s [F, and all the other variables are generated as in Game 1-(¢ — 1)-3.

Game 1-4-2 (£ =1,...,v1) : Game 1-£-2 is the same as Game 1-/-1 except that the reply

to the f-th ciphertext query for vectors (a_c'éo), fél)) is:

Foi= (e o with 7rg S ES, e, fo <V, (6)
Cy = ( ngb)v 0n7 nggl_b) ) 0n7 0n7 (ﬁf )B’ (7)

where all the variables are generated as in Game 1-¢-1.

Game 1-¢4-3 (£ =1,...,v1) : Game 1-£-3 is the same as Game 1-/-2 except that the reply

to the ¢-th ciphertext query for vectors (:fgo), :E'gl)) is:

Cy — ( wfféb)7 Ona 7 wé//fél_b) ) 0n7 955 )B7 (8)

where 7, w}’ & [F, and all the other variables are generated as in Game 1-¢-2.

Coefficients of the hidden part of ¢, Coefficients of the hidden part of k;‘
in Game 1-¢-3 in Game 1-¢-3

L=1 R j=1
zz g |
1% V2

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj

in Game 1-11-3 (= Game 2-0-3) in Game 1-11-3 (= Game 2-0-3)

L=1 R j=1
l h
vy w, ! :i’,(,ll_b) 12

Game 2-h-1 (h =1,...,v2) : Game 2-0-3 is Game 1-;-3. Game 2-h-1 is the same as Game
2-(h — 1)-3 except that the reply to the h-th token query for (77}(?),77,(3)) is:

ki = (oni”, (ot a | [ora® ] 0m) g, 07 ), (9)
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where o7, o}/ EF ¢ and all the other variables are generated as in Game 2-(h — 1)-3.
Coefficients of the hidden part of kj

Coefficients of the hidden part of ¢,
in Game 2-(h — 1)-3 in Game 2-(h — 1)-3
t=1 w’l’/fgl_b) j=1 0'11’/17§1_b)
‘ h
vy wﬂ{f,(}l_b) V2
Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-1 (= Game 2-h-2-0-4) in Game 2-h-1 (= Game 2-h-2-0-4)
i=1 W'z ? j=1 "
¢ I S W %
v w,ﬁ’{f,(jll_b) Vo

Game 2-h-2-¢-1 (h =1,...,v2;0 = 1,...,v1) : Game 2-h-2-0-4 is Game 2-h-1. Game
2-h-2-£-1 is the same as Game 2-h-2-(¢ — 1)-4 except that the reply to the h-th token query for

( —(0) —»(1)) is:

Uy, 5 Uy,
(10)

ki= (onil?, ||, ] a"_'(l_b)J:, 0", i, 0" )ge,

where all the variables are generated as in Game 2-h-2-(¢ — 1)-4. Here, a part framed by a box
(resp. dashed box) indicates coefficients which were changed from the previous game when ¢ > 2

(resp. £ =1).
Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-2-(¢ — 1)-4 for ¢ > 2 in Game 2-h-2-(¢ — 1)-4 for ¢ > 2
1 S| | 1 1
é h 0;117,(11_&’) U;L’T)',(ll_b)
v w!! f,(jll_b) vy

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-2-¢-1

in Game 2-h-2-¢-1
t=1 w’l’fgl_b) w{”fgl_b) j=1 U’{’Uﬁl_b)
14 h 0;117#) ng_)',(ll_b)
L(1-b
V1 'J{ 1(/11 ) V2
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Game 2-h-2-£-2 (h = 1,...,v2;€ = 1,...,v1) : Game 2-h-2-(-2 is the same as Game
2-h-2-¢-1 except that the reply to the ¢-th ciphertext query for vectors (:E’go), fgl)) is:

l

Cy — ( wéf(b)7 wéféb) ) 0n7 Wg/f(l_b)7 Onv SBE )B’ (11)

where wy Y F, and all the other variables are generated as in Game 2-h-2-/-1.

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-2-(-2 in Game 2-h-2-0-2
t=1 w'l'fgl_b) w'l”fgl_b) j=1 ai'/Uﬁl_b)
/ wéfg)) L U;Lﬁ}(Lb) U;Llﬁl(zl_b)
v w'u’{f,(jll_b) vy

Game 2-h-2-0-3 (h = 1,...,v2;£ = 1,...,v1) : Game 2-h-2-(-3 is the same as Game
2-h-2-£-2 except the reply to the h-th token query for (17,(10),17,(11)) is:

kf = ( Jh{)',(Lb), J;Lﬁ}(f_b) , agﬁgl_b), 0", 7, 0" )p, (12)

and the reply to the ¢-th ciphertext query for vectors (fgo) , fél)) is:

Cyp = ( wfféb), wzfélib) ) Ona wg,'fglib)v 0n7 ﬁf )Ba (13)

where all the variables are generated as in Game 2-h-2-¢-2.

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-2-0-3 in Game 2-h-2-(-3
t=1 wi’fgl_b) w{”fgl_b) j=1 Ui”{)’glfb)
AN hi g™ | ol
v w,! 10 2

Game 2-h-2-£-4 (h = 1,...,v2;€ = 1,...,v1) : Game 2-h-2-(-4 is the same as Game

2-h-2-£-3 except that the reply to the ¢-th ciphertext query for vectors (féo) , a_c'él)) is:

co = ( wéféb)a 7 ngélib) ) wéﬁfglib)a 0", & ), (14)

where wy/ J F, and all the other variables are generated as in Game 2-h-2-/-3.

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-2-0-4 in Game 2-h-2-¢-4
t=1 w’l’fgl_b) w’l”fgl_b) j=1 & “§1_b)
¢ e h| o™ | oyl
v w, fl(,llfb) vy
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Coefficients of the hidden part of ¢, Coefficients of the hidden part of k:;‘

in Game 2-h-2-11-4 in Game 2-h-2-v1-4
t=1 w’l’fgl_b) w’l”fgl_b) ji=1 0/1"1751‘1’)
¢ h Ugﬁﬁl_b) U;L’U}(ll_b)
S(1-b —(1-b
2 LEnD | W En z

Game 2-h-3 (h =1,...,v3) : Game 2-h-3 is the same as Game 2-h-2-v;-4 except that the

reply to the h-th token query for (1720),17;:)) is:

ki = (onty), [07][07] [op@h! ™ | i, 0" e, (15)

where o}’ J F,, and for all © = 1,...,vq, the reply to the «-th ciphertext query for vectors

(—»(0) =(1)

2,27 is

I =(b " =(1—b = _
c, = ( wfo ), 0", , w, mf ), 0", G, ) forv=1,... v,

where w,, w!"” a Fq, &, & [Fy and all the other variables are generated as in Game 2-h-2-11-4.

Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-h-3 in Game 2-h-3
L1 w,l,,i,gl—b) j=1 0_/1//5&1—17)
¢ h @y 17’2171))
% w, f(yll_b) vy
Coefficients of the hidden part of ¢, Coefficients of the hidden part of kj
in Game 2-15-3 in Game 2-15-3
=1 111 2(1=b) 0.11//1—}'51—17)

wi Ty j=1

v w'y’l'f,(jll_b) Vo U{,’z’f)',%_b)
Game 3 : Game 3 is the same as Game 2-15-3 except that, for all j = 1,..., v, the reply to
the j-th token query for (17](-0), 17](.1)) is:
1-b b) | - .

k= ( Uﬂ)ﬁ ) , 07, 0%, | o’ j(-) , Ty, 0" )g= for j=1,... 10, (16)
where o, a;” &L F, and 7j; & Fy, and, for all t = 1,...,v1, the reply to the (-th ciphertext query
for vectors (:E’EO), 37;'51)) is:

c = wﬁflfb) , 0™, 0", wi”fgb) , 0" @, ) fore=1,...,11, (17)
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where all the variables are generated as in Game 2-15-3.
From here on, the reverse game transformations proceed, i.e., Game 4-h-1; Game 4-h-2-£-1
for i=1,....4; Game 4-h-3; and Game 5-¢-7 for i=1,2,3.

The final game, Game 5-v1-3 is given as below.

Game 5-11-3 : Game 5-v1-3 is the same as Game 3 except that, for all j = 1,..., 10, the

0) 1)

reply to the j-th token query for ( .U ) is:

k= ( JU]U ) , 0", 0™, , i, 0" )g= for j =1,... 15,

where all the variables are generated as in Game 3, and, for all « = 1,..., v, the reply to the

t-th ciphertext query for vectors (:L'E ) fﬁl))

fo=(na™?, 0m, 00, (0] 0" & )p foru=1,...,m,
c, ::(wa(l b) 0", 0", m 0", g, )p forv=1,. 1

where all the variables are generated as in Game 3. Note that all k;‘ and (¢,, f,) are normal
tokens and ciphertexts for the opposite bit 1 — b to the challenge bit b. The game hopping

structure is described by Figure 4.

Let Adv(Y(0), Advi(0) for i = 1,2,3; AdvG" () for i = 1,3; Adv;" > (\) for
k =1,...,4 and AdvE4)(>\) be the advantage of A in Game 0,1-(-i(i = 1,2,3),2-h-i(i =
1,3),2-h-2-l-k (k = 1,...,4) and 3, respectively. We will show ten lemmas (Lemmas 12-21) that
evaluate the gaps between pairs of neighboring games. From these lemmas and Lemmas 5-10, we

obtain Adv( () < AdvE (A) 4 6, where § = 2 (ZZ; ()Advi'w—l)'g)(}\) Adv " ”(A)( +
S [AdvG T 0) = AV 0)]) + oy (A TP 0) - Ak ”(A)( -

le1 (‘Advg-h-Q-(Z—l)-éL)()\) Adv (2 h-2-£-1) ( )‘ n Z?—Q ’Adv(2—h—2-€—(z 1))()\) Adv (2 h-2-£- Z)()‘)D
A ) - AVl 3>(A)D <2 (20, (AdVEL, (V) + AdvE? (V) + 002, (AdvE (N

30 (Advg? (V) + Adv32 (V) F Ade2 () + 10m1s + (n + 6)11) <
2 (3078, (AdVEIN (X) + Adv2E N (V) + 3202 (Advel™ (A) + 3078 (Advge™ | (A) + Advglt (X))

E101 E1p2 Eapo1 Eop-o-p Eop-3p
—l—Adv%‘i’i()\)) + 231119 + (n+ 17)14 + 1815). From Lemma 22, Advfft))()\) < ¢/2. This com-
pletes the proof of Lemma 1. O

B.1.2 Lemmas 522

Definition 8 (Problem 1) Problem 1 is to guess [, given (paramV,IB%,@*,{eg7i}l-:17,.,,n) &
QPl(l)‘ n), where

gﬁpl(l’\,n) : (paramy, B, B*) «— Q'PE(l’\,6n),

™k . * * * * n U
]B —( 17"'?b2n3b3n+1?“‘7b6n)7 W, w <—Fq,
. - U
fori=1,....,n; 7 < Fy,
n 3n n n
—_——— —_—TN— ——
R > 3 =
eO,i = ( wWeq, 0 n7 Ona Vi )B7
P = 1/~ -
€1, = ( weq, 0n7 W€, Onv Ona Vi )IB’

return (paramy, B, @*, {es,iti=1,..n),
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for 3 & {0,1}. For a probabilistic adversary B, the advantage of B for Problem 1 as: Advlpgl()\) =
‘Pr [3(1&@)_4\ 0 iggl(lk,n)} —Pr [B(lk,g)ﬂl 0 igfl(p,n)} (

Lemma 5 For any adversary B, there is a probabilistic machine &£, whose running time is es-
sentially the same as that of B, such that for any security parameter X, Advgt(\) < AdvEHN(\)+

6/q.

Proof. Problem 1 is essentially the same as Basic Problem 1 in [18], where the intractability
of the problem is reduced to that of DLIN. Therefore, Lemma 5 is proven in a similar manner
as the reduction lemmas in [18]. 0

Definition 9 (Problem 2) Problem 2 is to guess [3, given (paramV,E,@*,{eﬁ,i}izlw’n) R
QP2(1)‘ n), where

gﬁp2(1>\7n) : (paramV¢B7Eg*) QIPE( )7

¥ . (1* * * * nw o U
B* := (by,...,b5,, b1, -5 b5,), W W =Ty,
. - U
fori=1,...,n; 7 < Fy,
n 3n n n
—N—— —N— —N—
J— = =
€0,i = ( Ona 0n7 W €4, On Ona Vi )Bv
—— 2 " = -
el,i - ( 0n7 0 na W €q, 0n7 Vi )1537

return (paramy, B, @*, {es,i}i=1,..n),

for B M {0,1}. For a probabilistic adversary B, the advantage of B for Problem 2, Advgz()\), 18
similarly defined as in Definition 8.

Lemma 6 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter A, Advlpgz()\) < AdvDLIN()\)—I-

5/q.

Proof. Problem 2 is reduced from Problem 1 in [18], where the intractability of the problem is
reduced to that of DLIN. Therefore, Lemma 6 is proven in a similar manner as the reduction
lemmas in [18]. 0

Definition 10 (Problem 3) Problem 3 is to guess 3, given (paramv,@,lﬁ%*, {h}iti=1,..,n) &
QP3(1)‘ n), where

GE (17 n) : (paramy, B, B*) <= GIE(1%, 6n),

Bi=(b,....bp,bsns1,. ... ben), 0,0, 0" < T,
fori=1,...,n; ﬁ<—UF"
n 3n n n
hai = ( O'é}, 03717 ﬁi, on )]B*,
By= ( od o8 0" 0% i 0 e

return (paramy, ]@, B*, {hj3,;}i=1,..n),

for 3 Y {0,1}. For a probabilistic adversary B, the advantage of B for Problem 3, AdeP;3()\), is
similarly defined as in Definition 8.
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Lemma 7 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter A, AdvE3(\) < Adv2HN(\)+

5/q.

Proof. Problem 3 is essentially the same as Basic Problem 1 in [18], where the intractability
of the problem is reduced to that of DLIN. Therefore, Lemma 7 is proven in a similar manner
as the reduction lemmas in [18]. 0

Definition 11 (Problem 4) Problem j is to guess [3, given (paramV,IB%,I@*, {hi,esiti=1,..n) &
QE“(I)‘,n), where

GEY (1M, n) - (paramy, B, B*) <X GIPE(1} 6n),

™% . (k * 1k * / Y
B —( 1""7b7l7b27l+1""7b67’b)7 0,0 ,W,w (—Fq,
. - - Uon
fori=1,....,n; 7,7 < Fy,
n 3n n n
—— % —_——
R = /> 2 —
h;k Ea ( 0€4, 0 €, 0 na i, 0" )]B*
R >, 3 =
€0,i ‘= ( wei, 0 n’ 0?17 Yi )Ba
R =, /> 2 =
el,i = ( Wey, W €q, 0 na On? Yi )Bv

return (paramy, B, B*, {h;,esi}ti=1,..n),

for 3 Y {0,1}. For a probabilistic adversary B, the advantage of B for Problem 4, Advi*(\), is
similarly defined as in Definition 8.

Lemma 8 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter X, AdvE*(\) < Adv2HN(\)+

5/q.

Proof. Problem 4 is essentially the same as Basic Problem 2 in [18], where the intractability
of the problem is reduced to that of DLIN. Therefore, Lemma 8 is proven in a similar manner
as the reduction lemmas in [18]. 0

Definition 12 (Problem 5) Problem 5 is to guess [3, given (paramV,IBS,I@*, {h},esiti=1,..n) AL
955(1)‘,71), where

« R
ggf’(ﬂ,n) : (paramy,B,B*) «— QL'EE(1A,6n),

Tk Lk k1 * im0 o U
B _( 17"'7bn7b3n+17"-7b6n)7 0,0 ,W,w ‘_an
. o - U
fori=1,....,n; 7,7 < Fy,
n 3n n n
—_——— N —_—N— ——
h;,k = ( 0", Ulgiv Ullgia 0", ﬁ’ia 0" )]B*
= /> 2 —
eO,i B ( On: W eq, 0 nv Ona i )Bv
o "= =
el,i = ( Onv Ona W €;, Ona Onv i )Bv

return (paramy, B, IE%*, {h;,esi}ti=1,..n),

for 3 Y {0,1}. For a probabilistic adversary B, the advantage of B for Problem 5, Advi®(\), is
similarly defined as in Definition 8.

30



Lemma 9 For any adversary B, there is a probabilistic machine £, whose running time is es-
sentially the same as that of B, such that for any security parameter A, AdvE>(\) < Adv2HN(\)+

8/q.

Proof. Problem 5 is essentially the same as Problem 3 in [20], where the intractability of the
problem is reduced to that of DLIN. Therefore, Lemma 9 is proven in a similar manner as the
reduction lemmas in [18] and [20]. 0

Definition 13 (Problem 6) Problem 6 is to guess (3, given
™ A* * ~* R
(paramy, B, B 7{h@’iahlg’iaeﬂ,i,j}izl,...,n; j=12) < 956(1)‘,n), where

GEO(1Nn) :  (paramy, B,B*) < GIE(1%,6n),
B:= (b1, bn,bant1,- -, ben), B := (b5, .. b5, b5 D),

v U .
0,0, 0" wj,w; « F, for j=1,2,

fori=1,...,m; j=1,2% ;7 < F2,

n 3n n n
—— —_—N— —/—
! = 1= =
ha,i - ( On: 0 €i, O €, Ona i, 0" )IB*
e 2 "= -
hi, = ( on, 0°",  o"é;, i 0" )B*
!l = " = =
€0,i,j ( On? Ona w] €i, w] €, Onv Yi,j )Bv
O 2 " = =
€l = ( Ona 0 n7 wj €i, Ona Yi,j )Bv

™ Mm% * 7%
return (paramy, B, B ,{hw,hﬁ,i,eg,¢7j}¢:1,...,n; j=12),

for 3 J {0,1}. For a probabilistic adversary B, the advantage of B for Problem 6, Advi?(\), is
similarly defined as in Definition 8.

Lemma 10 For any adversary B, there is a probabilistic machine £, whose running time
1s essentially the same as that of B, such that for any security parameter X, AdePg6()\) <
Adv2"N () + AdvEEN (N + 13 /4.

Proof. Problem 6 is essentially the same as a combination of Problem 3 in [20] and Problem 2
n [18], where the intractability of the problem is reduced to that of DLIN. Therefore, Lemma
10 is proven in a similar manner as the reduction lemmas in [18] and [20]. 0

Lemma 11 (Lemma 3 in [18]) For p € Fy, let Cp, := {(Z,0)|Z - ¥ = p} C V x V* where
V' is n-dimensional vector space Fj', and V* its dual. For all (%,v) € Cp, for all (7,%) €
Cp, Pr[iU=F A 9Z =] = Pr[#Z =7 A §U = @] = 1/4C,p, where Z < GL(n,F,),U :=
(Zz=H".

Lemma 12 For any adversary A, there exists a probabilistic machine B1_1, whose running time
is essentially the same as that of A, such that for any security parameter X, ]Ade'(Z_l)'g)(/\) —

AVl < AdVEL, | (), where Bigs (-) == Bra(f, ).

Proof. In order to prove Lemma 12, we construct a probabilistic machine By.; against Problem
1 using an adversary A in a security game (Game 1-(¢ —1)-3 or 1-/-1) as a black box as follows:

77777

2. Bi.1 plays a role of the challenger in the security game against adversary A.
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3. At the first step of the game, 1.1 picks a challenge bit b J {0,1}, and generates a random
matrix W <2 GL(6n,F;). Biy calculates d; := b;W for i =1,...,6n, D := (di,...,dsp)
and D := (di,...,dn,dsp+1,- .., den). Bi1 provides A a public key pk := (1, paramy, D).

4. When the (-th ciphertext query is issued for vectors (g}’fo) = (xfol), --,ZUESA)L),:Z"EI) _
(375,11)7 e xf,lr)b)), B1.1 answers as follows:

(a) When ¢ < ¢, By answers ciphertexts of the form Egs. (6) and (8), that are computed
using B of the Problem 1 instance and D calculated above.

(b) When ¢ = ¢, By.; answers ciphertexts ¢ := Y 1", :L'é Z)e@ and fr:= (o' >0, xfb)b +

p"cy + z)W where p/, p” S F, and z J span(bs; 11, .., be,), that are computed
using B, {eg;}i—1,..» of the Problem 1 instance and matrix W.

(¢) When ¢ > ¢, By.; answers ciphertexts of the form Eqgs. (3) and (4), that are computed
using B of the Problem 1 instance and D calculated above.

5. When a token query is issued for vectors (7, #(M)), By.; answers normal token k* with
Eq. (2) for 7®) | that is computed using B* of the Problem 1 instance.

6. A finally outputs bit ¢'. If b =/, Bi_1 outputs 3 := 1. Otherwise, Bi.1 outputs 3 :=

Since the ¢-th answered ciphertext is of the form (4) (resp. of the form (5)) if 5 = 0 (resp. 8 =
1), the view of A given by Bi is distributed as in Game 1-(¢ — 1)-3 (resp.1-¢-1) if 5 = 0
(resp. 8 =1). Then, ‘/—\dv(1 (=1- 3)()\) — Adv (M 2 ‘ = |Pr {Bl (1%, 0) =11 o <—QP1(1)‘ n)| —

Pr [Bl 117, 0) —1 ‘ 0 Hg } ‘ = Ade1 (A). This completes the proof of Lemma 12. O

Lemma 13 For any adversary A, |Advj “ 1)()\) Adv(1 -~ 2)( AN <(n+6)/q.

Proof. In order to prove Lemma 13, we define an intermediate game, Game 1-¢-1°, and will
show the equivalence of the distribution of the views of A in Game 1-/-1 and that in Game
1-¢-1’ (Claim 1) and those in Game 1-/-2 and in Game 1-¢-1’ (Claim 2).

Game 1-¢-1° : Game 1-/-1’ is the same as Game 1-/-1 except that the reply to the ¢-th

ciphertext query for vectors (i"éo), fél)) is:

fr:= (ng )]D) with ng<—IF , l.e., fg<—UV,

) ¢ (18)
cy ::(ngé), Un, , o" , o , Pr )Bv

where 7 ¢ 4 Fi\ {0}, and all the other variables are generated as in Game 1-(-1.

Claim 1 The distribution of the view of adversary A in Game 1-£-1 and that in Game 1-¢-1°
are equivalent except with negligible probability (n + 3)/q.

Proof. We will consider the distribution in Game 1-/-1. We define new (dual orthonormal)
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bases (U, U*) and a basis W of DPVS V below. First, we generate F' & GL(n,F,), and set

U2n41 bon+1 sy i1 b2 11 \
=F1. : , : =FT. : ,

U3n b3n 'u‘;m gn
w2n+i<—UV:span<d1,...,d6n) fori=1,...,n, (19)
U = (bl, . ,b2n, U2n+1y- -5 U3n, b3n+1, ceey b@n),

U* = (b],..., b5, w5, 1, ., w3, b3 1., b,).
W .= (dl, ceey dgn,'lUQn+1, e, W3p, d3n+1, e 7d6n),

except for negligible probability n/q. Then, U and U* are dual orthonormal bases. The /-th
queried ciphertexts (fs, ¢g) are expressed as

fo=(n@), 0%, /3, 0%, 0%, & )p = ( Fpe w with 7pe < B, e, fo <V, 20)
Cp = ( wfxé)v 0n7 nggb), Ona 0" ) 805 )[B = ( WZZC§ )7 0n7 ’Fc,fa 0n7 0" ) SBE )U7

1 —'(b)

- . (b ~ .
where 74, 7/ ,(,Ug,we J Fq,fg, Be J Fy, and 7.0 == w - F'. Since xz ) = 0, coeflicient vectors

) b) £ 0,w I 7 75 0 except for probability 2/q, i.e., except that 7 / # 0 or w/ # 0. Then,
Vectors Tre and Te¢ are uniformly distributed in Fg” and Fg' \ {0}, respectively, except for
probability 1/¢, and they are independent from all the other variables.

Any other (¢t-th) queried ciphertexts f, ¢ and queried token k* in Game 1-/-1 are:

ife<t, f, 2V,

c, = (w @, 07, 07, WEY, 07, G s = (wd?, 07, 07, W B, 07, @ ),
if o> 0, f,=(n2Y, 07, 0%, 0%, 07, & )p = ( 7,2W, 0” 0" 0", 0", & )w,

¢, = ( LE% 0", 0", 0", 0", &, )5 = ( L£b>, 0", 0", 0", 0", &, )u,
k* = (ot®, 07, 07, 0", 77, 0" )g- = (o™, 07, 0", 0", 77, 0" )y-,

where all the variables are generated as in Game 1-¢-1.

In the light of the adversary’s view, (U,U*, W) are consistent with public key pk := (1*,
paramy, D). Moreover, since the RHS of Eq. (20) and that of Eq. (18) are the same form, the
challenge ciphertexts f, ¢ in Game 1-¢-1 can be conceptually changed to that in Game 1-¢-1’
except with probability (n + 3)/q. O

Claim 2 The distribution of the view of adversary A in Game 1-£-2 and that in Game 1-¢-1°
are equivalent except with probability 3/q.

Proof. Claim 2 is proven in a similar manner to Claim 1, using new orthonormal bases (U, U*)
as in Eq. (19). 0

From Claims 1 and 2, adversary A’s view in Game 1-¢-1 can be conceptually changed to that
in Game 1-¢-2 except with probability (n + 6)/g. This completes the proof of Lemma 13. O

Lemma 14 For any adversary A, there exists a probabilistic machine Bi_o, whose running time
is essentially the same as that of A, such that for any security parameter A, \Advi'm)()\) —
AdV P )] < AdVE2, (M), where By a(-) = Bia(f, ).
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Proof. In order to prove Lemma 14, we construct a probabilistic machine By_o against Problem
2 using an adversary A in a security game (Game 1-¢-2 or 1-¢-3) as a black box as follows:

1. B2 is given an integer ¢ and a Problem 2 instance, (paramy, B, I@%*, {es,iti=1,..n)-

2. Bi.o plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, 81;2 picks a challenge bit b J {0,1}, and generates a random
basis D := (d;)i=1,...6n and set D := (dy,...,dy, dsp11, ..., dsn). Bi2 provides A a public
key pk := (1,, paramy, D).

4. When the -th ciphertext query is issued for vectors (:cfo) = (:1;5?1), ,xf%),fﬁl) =
(xfll), .. xflrz)), Bi.o answers as follows:

(a) When ¢ < ¢, By_5 answers ciphertexts of the form Eqs. (6) and (8), that are computed
using B of the Problem 2 instance and I generated above.

(b) When ¢ = ¢, B2 answers ciphertexts ¢ := > - | (w (b)b —i—a:(l -0

esi), fr &V where
w & [F, that are computed using B and {eg;}i—1,.. n of the Problem 2 instance.

(¢) When ¢ > ¢, B1_o answers ciphertexts of the form Egs. (3) and (4), that are computed
using B of the Problem 2 instance and D generated above.

5. When a token query is issued for vectors (7, #M)), By answers normal token k* with
Eq. (2) for #®), that is computed using B* of the Problem 2 instance.

6. A finally outputs bit . If b =/, Bio outputs ' := 1. Otherwise, Bi.o outputs 8’ := 0

Since the (-th answered ciphertext is of the form Egs. (6) and (7) (resp. of the form Egs. (6)
and (8)) if § = 0 (resp.3 = 1), the view of A given by Bj.s is distributed as in Game 1-¢-2
(resp. 1-6-3) if 3 =0 (resp. 8 = 1). Then, |Adv(}?(\) — Adv(l’e’?’)()\)‘ -

Pr[Bia(10) 1] 0 RGF2(1%m) | = Pr [Bra(1*, 0) 1| 0 FGP2(1%,m) | | = AdvE2, (A). This
completes the proof of Lemma 14. O

Lemma 15 For any adversary A, there exists a probabilistic machine Ba_ 1, whose running time

is essentially the same as that of A, such that for any security parameter X, \Adv(2 (h=1)- 3)()\)

ATV ()] < AR, (V). where Bopa(7) = Ba(h, ).

Proof. In order to prove Lemma 15, we construct a probabilistic machine By_; against Problem
3 using an adversary A in a security game (Game 2-(h —1)-3 or 2-h-1) as a black box as follows:

1. By is given an integer h and a Problem 3 instance, (paramy, @,B*, {h}k},z’}i:lw-,n)'

2. By.1 plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, Ba1 picks a challenge bit b J {0,1}, and generates a random
basis D := (d;)i=1,...6n and set D := (dy,...,dy, dsp11, ..., den). B provides A a public
key pk := (1,, paramy, D).

4. When a ciphertext query is issued for vectors (0, (1)), By answers ciphertexts f, ¢ with
the form Eq. (6) and (8) for #(®), that are computed using B of the Problem 3 instance
and D generated above.

34



5. When the j-th token query is issued for vectors (Ugo) = (
e))

v;,))s Ba-1 answers as follows:

W@ o) FY i (oD,

(a) When j < h, By.; answers a token of the form Eq. (15), that is computed using B*
of the Problem 3 instance.

(b) When j = h, B answers a token kj := > ", U%hfm that is computed using
{h% i }i=1,...n of the Problem 3 instance.

(¢) When j > h, By.1 answers a token of the form Eq. (2), that is computed using B* of
the Problem 3 instance.
6. A finally outputs bit . If b =/, By.1 outputs 3 := 1. Otherwise, By.1 outputs 3 :=
Since the h-th answered token is of the form Eq.(2) (resp.of the form Eq.(9)) if 5 = 0
(resp. 3 = 1), the view of A given by By 1 is distributed as in Game 2-(h—1)-3 (resp. 2-h-1) if § =
0 (vesp. 8 = 1). Then, ‘Adv(Q (h=1)- 3)()\) — Adv(ZD ‘ = |Pr[Bar (1 0)=1| 0 £GF3 (1%, m)

—Pr [Ba.1 (17, 0) — 1 ’ 0 <_g } ‘ = Ade2 (A). This completes the proof of Lemma 15.
a

Lemma 16 For any adversary A, |Advf'h'2'(€_1)'4)()\) - Advf'h'Z'e'l)()\)| <2/q.

Proof. We first consider the case £ = 1.

Then, Game 2-h-2-0-4 is Game 2-h-1. In order to prove Lemma 16, we define an intermediate
game, Game 2-h-1’, and will show the equivalence of the distribution of the views of A in Game
2-h-1 and that in Game 2-h-1" (Claim 3) and those in Game 2-h-2-1-1 and in Game 2-h-1’
(Claim 4).

Game 2-h-1’ : Game_?( gb }'( )1s the same as Game 2-h-1 except that the reply to the h-th
(Uh

token query for vectors
k; = ( Uhﬁl(zb)7 U;L??l(zb)7 7 0", TThs 0" )3*7 (21)
where 7, <> Fa\ {0}, and all the other variables are generated as in Game 2-h-1.

Claim 3 The distribution of the view of adversary A in Game 2-h-1 and that in Game 2-h-1’
are equivalent except with probability 1/q.

Proof. We will consider the distribution in Game 2-h-1. We define new (dual orthonormal)

bases (U, U*) of DPVS V below. First, we generate F’ S GL(n,F,), and set orthonormal bases

U := (bl, . ,b2n7u2n+17 ..., U3n, b3n+1, c. ,bﬁn) and U* := (bT, ey b;n,uszrl, . ,ugn, b§n+17
., bg,) as in Eq. (19). The h-th queried token k* is expressed as

ki = (onil), o dl?, o, 0, i, 07 )ge = (onil”, oh i,y 07, i, 0% )ue,  (22)

where oy, 0}, 07! J Fy, 1 J Fy, and 7, := Ugﬁ,(lb) - (F~1HT. Since 27}(Lb) £ (), coefficient vector
UZﬁ}L £ () except for probability 1 / q, i.e., except that o} # 0. Then, vector 77, := 0;1’1726) (F~HT
is uniformly distributed in F;' \ {0} except for probability 1/¢ and independent from all the
other variables.
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Any other (j-th) queried token k* and queried ciphertext ¢ in Game 2-h-1 are:

1-b)

it j < h, ki =(oya, 07, 07, o0 i, 07 )
_ ( Ujl7§b), 0", o, U;Nz_fg.l_b), ,,73,’ o )U*7

if j > h, kf=(o;0\, 07, 0", 0", 7, 0" g = (0;8,", 07, 0%, 0", 7, 0" )u-,
c= ( wf(b), On’ On’ w,//f(l_b), On’ QB)]E _ ( wf(b), On’ On’ w///f(l—b)’ On, ‘ﬁ)ﬂb

where all the variables are generated as in Game 2-h-1.

In the light of the adversary’s view, (U, U*) is consistent with public key pk := (1*, para My, HA))
Moreover, since the RHS of Eq. (22) and that of Eq. (21) are the same form, the view of A in
Game 2-h-1 can be conceptually changed to that in Game 2-h-1" except with probability 1/q.

O

Claim 4 The distribution of the view of adversary A in Game 2-h-2-1-1 and that in Game
2-h-1’ are equivalent except with probability 1/q.

Proof. Claim 4 is proven in a similar manner to Claim 3, using new orthonormal bases (U, U*)
and W as in Eq. (19). 0

From Claims 3 and 4, adversary A’s view in Game 2-h-1 can be conceptually changed to
that in Game 2-h-2-1-1 except with probability 2/q.

When ¢ > 2, the above proof can be applied to the the first block of the hidden part instead
of the second block of the hidden part. Therefore, when ¢ > 2, Lemma 16 is proven in a similar
way to the case £ = 1.

This completes the proof of Lemma 16. O

Lemma 17 For any adversary A, there exists a probabilistic machine Ba o, whose running time

is essentially the same as that of A, such that for any security parameter A, \/—\dvﬁ'h'w_l)()\) —

AVGT D) < AdVES, (), where By o i(+) = Bao(h, ().

Ba_h-2-¢

Proof. In order to prove Lemma 17, we construct a probabilistic machine By_o against Problem
4 using an adversary A in a security game (Game 2-h-2-f-1 or 2-h-2-¢-2) as a black box as
follows:

1. Bo.s is given integers h, ¢ and a Problem 4 instance, (paramV,]B%,Iﬁ%*, {h},epiti=1,..n)-

2. By.o plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, Ba.2 picks a challenge bit b J {0, 1}, and generates a random
basis D := (d;)i=1,...6n and set D := (dy,...,dy, dsp11, . .., den). B2 provides A a public
key pk := (1,, paramy, D).

4. When the (-th ciphertext query is issued for vectors (ffo) = (xf?l),...,xfgz),ffl) =
(xill), e ,xf}ﬁ)), Bay.o calculates a ciphertext f, of the form Eq.(6), and answers as fol-
lows:

(a) When ¢ < ¢, Bay calculates a ciphertext ¢, of the form Eq.(14) that is computed
using B of the Problem 4 instance, and answers f, and c,.

(b) When ¢ = ¢, B_o calculates a ciphertext ¢, := 2?21(352? es;+w"” xé}i_b)b3n+i) where

WY [, that is computed using {eg;}i=1,...» and B of the Problem 4 instance. Ba.o
answers fy and cy.
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(¢) When ¢ > ¢, By calculates a ciphertext of the form Eq. (8), that is computed using
B of the Problem 4 instance. Bo.s answers f and c.

5. When the j-th token query is issued for vectors (UJ(-O) = (vj(-?l), ce UJ((Q)
(1)

Yin

A1), (1)
U —(vjyl,...,

)), Ba.o answers as follows:

(a) When j < h, Ba.y answers a token of the form Eq. (15), that is computed using B*
of the Problem 4 instance.

(b) When j = h, By answers a token k} := ;?Zl(v}(fjghf+a”v}(ll,;b)b§n+i) where ¢ <2 F,
that is computed using {h}};—1, , and B* of the Problem 4 instance.

(c) When j > h, Bs.o answers a token of the form Eq. (2), that is computed using B* of
the Problem 4 instance.

6. A finally outputs bit ¢/. If b = ¥/, Boo outputs 3’ := 1. Otherwise, Bo.o outputs 3’ := 0.

The h-th answered token is of the form Eq.(10). Since the ¢-th answered ciphertext is
of the form Eq. (8) (resp.of the form Eq.(11)) if § = 0 (resp.5 = 1), the view of A given
by Bao is distributed as in Game 2-h-2-£-1 (resp.2-h-2-¢-2) if 3 = 0 (resp.5 = 1). Then,

-h-2-/- -h-2-(- R
]Advf MY () - Ady 2)()\)’ - ‘Pr [Bro(1,0)— 1] 0 R GE4 (1 m) | -

Pr [82_2(1/\, 0)—1|o £Qf4(1A, n)} ‘ = Advgg_Q(/\). This completes the proof of Lemma 17. O

Lemma 18 For any adversary A, \Advf_h'u'g)()\) — Advf'h'u_?’)()\)\ < 8/q.

Proof. In order to prove Lemma 18, we define an intermediate game, Game 2-h-2-¢-2’, and
will show the equivalence of the distribution of the views of A in Game 2-h-2-¢-2 and that in
Game 2-h-2-¢-2’ (Claim 5) and those in Game 2-h-2-¢-3 and in Game 2-h-2-(-2’ (Claim 6).

Game 2-h-2-£-2° : Game 2-h-2-£-2’ is the same as Game 2-h-2-/-2 except the reply to the

h-th token query for (17}80), 1721)) is:

ki = (optl?, [ |, oot ™", 0%, i, 07 )ge, (23)

and the reply to the /-th ciphertext query for vectors (33’20), fgl)) is:

Cp 1= ( Wﬁféb)? 7 0", wglfél_b)a 0", G )B? (24)
where, if 7”-3” = 0 (and &' "3} ™" = 0), then (7, @) <> Wy = {(7, @) € FJxF |7 = 0},

and if 2" - 51" # 0 (and Z' 77" #£ 0), then (7%, @) < F2 x F*\ Wo, and all the variables

are generated as in Game 2-h-2-£-2.

Claim 5 The distribution of the view of adversary A in Game 2-h-2-(-2 and that in Game
2-h-2-0-2° are equivalent except with probability 4/q.

Proof. We will consider the distribution in Game 2-h-2-¢-2. We define new (dual orthonormal)
bases (U, U*) of DPVS V below. First, we generate U & GL(n,F,), and set

Un+1 bni1 Ui by 11
=U"1. , =U"T. )
U = (bl, e ,bn, Unp+41y---, U2, b2n+1, e ,bﬁn),
U* = (B%, . D gy Wl gy, D).

37



Then, U and U* are dual orthonormal bases. The ¢-th queried ciphertext ¢, and the h-th queried
token kj are expressed as

/// —(1-b)

(b (b S(1-b - (b N — -
cr = ( (.Ugl‘g ), wéxé ), 0", wé"a:é ), 0", &r)p = ( (.ngg ), g, 0", wyd, 7, 0", @ )u,  (26)

x b b b _ (b)) L(1-b S

k, = (ahvé), ahvg), ahv}(ll ), 0", 7, 0" )= = ( thlg), W, agv,(ll ), 0", n, 0" )u=, (27)
where wy, w),wy’, op, 0}, 07 J Fq, Be, J Fy, and 7 := wéa‘:’éb) U, Wy, = O'/U}(Lb) S(UHT,
From Lemma 11, if # _’(b ”,(Zb) # 0, the pair of coefficients (wéa_ﬁﬁb) U, o},5,(U~1)7T) are uniformly
distributed in Fy x Fy \ Wo and independent from all the other variables except for the case
wy=0or o, =0, ie, except with probability 2/q.
Also, from Lemma 11, if & _’(b) 17}(5)) = 0, the pair of coefficients (wé:rg )U, o T (UHT) are
uniformly distributed in Wy and independent from all the other variables except for the case
wy =0 or o), = 0, i.e., except with probability 2/q.

Any other (t-th) queried ciphertext ¢, and (j-th) queried token k} in Game 2-h-2-(-2 are:

if o< ¥, ¢, =( waEb), 0", w”f(l b), w”’f(l b on, 3, )B

_ ( waEb)’ 0", w //—»(1 b)’ w///f(l b)’ 0", 3, )

if 1>0, c=(wd®, 0", 0", W71 0", 3 e

L
if j < h, ki = (o0, 0", 0", o' J(), 7, 0" )ge = L 0", 0", o ;” a0, 7, 0" )y,

( On On /// —»(1 b)’ On’ SBL )U7
(o
r - * —'(b) n n noo=. _’( ) ’I’L n n.o 2.
1f]>h,k:j—(a]vj,0,0,0,77],0)E* (o o;v;7, 0%, 0 , 0", 75, 0™ )y,
where all the variables are generated as in Game 2-h-2-¢-2. R
In the light of the adversary’s view, (U, U*) is consistent with public key pk := (1*, paramy,, B).
Moreover, since the RHS of Eq. (26) (resp. the RHS of Eq. (27)) and that of Eq. (24) (resp. that
of Eq. (23) are the same form, the view of A in Game 2-h-2-¢-2 can be conceptually changed to
that in Game 2-h-2-¢-2’ except with probability 4/q. O

Claim 6 The distribution of the view of adversary A in Game 2-h-2-(-3 and that in Game
2-h-2-0-2" are equivalent except with probability 4/q.

Proof. Claim 6 is proven in a similar manner to Claim 5, using new orthonormal bases (U, U*)
as in Eq. (25). 0
From Claims 5 and 6, adversary A’s view in Game 2-h-2-¢-2 can be conceptually changed to

that in Game 2-h-2-£-3 except with probability 8/¢. This completes the proof of Lemma 18. O

Lemma 19 For any adversary A, there exists a probabilistic machine Ba_ s, whose running time

is essentially the same as that of A, such that for any security parameter A, \/—\dv(2 h-2-t 3)()\)

AV < AVES (), where Bopa () == Bas(h,t,-).

Proof. In order to prove Lemma 19, we construct a probabilistic machine By_3 against Problem
5 using an adversary A in a security game (Game 2-h-2-£-3 or 2-h-2-(-4) as a black box as
follows:

1. Bo.g is given integers h, ¢ and a Problem 5 instance, (paramV,B,@*, {h!, esiti=1,. n)-

2. By.3 plays a role of the challenger in the security game against adversary A.
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3. At the first step of the game, B3 picks a challenge bit b J {0,1}, and generates a random
basis D := (dy,...,ds,), and calculates D := (di,...,dn,ds5p41,-..,dsy). Bas provides
A a public key pk := (1, paramy, D).

4. When the -th ciphertext query is issued for vectors (;1_?’50) = (xEOI),,:UE%) ZL‘( ) =
(375711), e ,:::5172)), Ba 3 calculates a ciphertext f, of the form Eq.(6), and answers as fol-
lows:

(a) When ¢ < ¢, Ba3 calculates a ciphertext ¢, of the form Eq. (14), that is computed
using B of the Problem 5 instance. B3 answers f, and c,.

(b) When ¢ = ¢, By.3 calculates a ciphertext ¢ 1= Y ;" (wxébz) bl+x§1 e egitw"” xé ; )bdnﬂ)
where w,w” & [, that is computed using {eg;}i=1,..» and B of the Problem 5 in-
stance. By.3 answers f; and cy.

(¢) When ¢ > ¢, By 3 calculates a ciphertext ¢, of the form Eq. (8), that is computed
using B of the Problem 5 instance. B3 answers f, and c,.

. o 0 0 0 1 1
5. szll;en the j-th token query is issued for vectors (17'§ ) — (v§71), e v](-,Tz), _’§ ) — ( 51), e

v

in))s Bo-3 answers as follows:

(a) When j < h, Ba.3 answers a token of the form Eq. (15), that is computed using B
of the Problem 5 instance.

(b) When j = h, Bz3 answers a token kj := 3 i 1(01)J(I)Z)b;k + U(l b)h*) where o <2 F,

that is computed using {h}}i=1, ., and B* of the Problem 5 instance.

(¢) When j > h, By.g answers a token of the form Eq. (2), that is computed using B* of
the Problem 5 instance.

6. A finally outputs bit ¢/. If b =/, Bo_3 outputs 3’ := 1. Otherwise, Bo_3 outputs ' :=

The h-th answered token is of the form Eq.(12). Since the ¢-th answered ciphertext is
of the form Eq. (13) (resp.of the form Eq.(14)) if 5 = 0 (resp. 5 = 1), the view of A given
by By is distributed as in Game 2-h-2-¢-3 (resp.2-h-2-(-4) if § = 0 (resp. = 1). Then,

A 0) = A0 = [Pr [Bas(1), 00— 1] 0 K gF5 (A m) | -
Pr |:Bz_3(1>\, 0)—1]|o <—g } ‘ = Ade2 ,(A). This completes the proof of Lemma 19. O

Lemma 20 For any adversary A, there exists a probabilistic machine Ba_4, whose running time

is essentially the same as that of A, such that for any security parameter X, ]Adv(2 he2vis 4)()\) —

Adv (2 h-3) ( )| < Ade M()\), where Bop4(-) := Baa(h,-).

Proof. In order to prove Lemma 20, we construct a probabilistic machine Bo_4 against Problem
6 using an adversary A in a security game (Game 2-h-2-v1-4 or 2-h-3) as a black box as follows:

1. B4 is given integers h and a Problem 6 instance, (paramy, I/B\%, I@*, {hE i €8k Fiml,.m; k=1,2)-
2. Bo_4 plays a role of the challenger in the security game against adversary A.

3. At the first step of the game, By 4 picks a challenge bit b J {0, 1}, and generates a random
basis D := (d1,...,dgn), and calculates D := (di,...,dn,dsn11, -, den). Baa provides
A a public key pk := (1y, paramy, D).
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4. When the -th ciphertext query is issued for vectors (_'(0) = (1‘501) ,e :L'EOT%) 5:’51) =
(xill), .., ,2)) Bs.4 answers a ciphertext f of the form Eq. (6), and ¢, := " | (w,x, 2 )b +

—b U .
23 )(5L71657Z‘71 +0d,2€82) +Y.,ibsnyi) where w,,6,.1,0,2,7.,; < Fq that is computed using

{esin}i=1,..n; k=12 and B of the Problem 6 instance.
_J( 0 _,(1 1

5. When the j-th token query is issued for vectors ]71 soeUin)s Uj Viisee o

vj(lg)), Bs_4 answers as follows:

(a) When j < h, By.4 answers a token of the form Eq. (15), that is computed using B*
of the Problem 6 instance.

(b) When j = h, By4 answers a token kj := ZZ I(UU;(L)b* + ,(” )h* i) where o & F,
that is computed using {hE i Yi=1,...n and B* of the Problem 6 1nstance.

(c) When j > h, Bsy.4 answers a token of the form Eq. (2), that is computed using B* of
the Problem 6 instance.

6. A finally outputs bit ¢/. If b =¥/, Bo4 outputs 3’ := 1. Otherwise, Bo_4 outputs ' :=

Claim 7 The distribution of the view of adversary A in the above-mentioned game simulated
by Bay given a Problem 6 instance with § € {0,1} is the same as that in Game 2-h-2-v1-4
(resp. Game 2-h-3) if 3 =0 (resp. f=1).

Proof. We will consider the joint distribution of {e,};2; and {kj}’Z,. We note that if j # h,
each secret key k;‘ is generated independently from other queries. Therefore, we only consider
the distribution of the h-th token kj below.

When § = 0, ciphertext ¢, generated in step 4 is

¢, = Yo (wx ()b +$( )(5L160i1 +d.,2€0i,2) + Vi,ibsnti)
= (0@, 07, (0] + G0V, (B0 + 6,0wg) T, 07, 7 g

where w,, 0, 1w} + 0, 2wy, 0, 1w)" + 9, 2wy € Fy and 5, € Fy for « = 1,..., vy are uniformly and
independently distributed.
When § = 1, ciphertext ¢, generated in step 4 is

b —b ~
¢, = Yy (wa E,i)bi + 1:(1- )((Z 1€1,i1 +0,2€12) +V.ibsni)
= (w @, 07, 07, (S0 +8,008)E T, 07, Tl )
where w,,d,1w]" + 9, 2wy’ € Fy and 4, € Fy for ¢« = 1,...,v; are uniformly and independently
distributed.
When = 0, the h-th token kj generated in step (b) is
« . b)y « (b _(1-b —b
kp = > 1(0v£2b +v,(” )hol) = ( UU,S), o’vgl ) ”17,(11 ), 0", 77, 0" )=,

where 0,0’, 0" € Fy and 77’ € Fy are uniformly and independently distributed.
When = 1, the h-th token kj generated in step (b) is

k;kl = ZZL 1(0”0}(le* + i(Lz )h;{ z) = ( O-,D'}(Lb)? Ona Onv Ul/lﬁ](llib)a ’Ff/a 0" )IB*,
where o,0" € F; and 77 € Fy are uniformly and independently distributed.
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Therefore, generated {c,},2; and {k}}}2, have the same joint distribution as in Game 2-h-
2-11-4 (resp. Game 2-h-3) if 5 =0 (resp. 8 =1). O
v 4><A> A = [Pr [Bas(1.0) =1 0 F G500 m) | -

Pr |:BQ 4(1%, 0)—1 ‘ 0 <—g } ’ = Ade2 ,(A). This completes the proof of Lemma 20. O

From Claim 7,

Lemma 21 For any adversary A, Adv (@ra- 3)()\) = Advf)()\).

Proof. In Game 2-15-3, for j = 1,...,v9, the reply to the j-th token query for (17§0),17’§1)) are
given as
~(1-b - .
k= (o; _'() 0", 0", ”’ ]( ), 7, 0" g« for j=1,... 10,
where o, O';-” 2 F, and 7j; & Iy, and for j =1,... v, the i-th reply to a ciphertext query for

vectors (ffo), a‘c’fl)) are given as
U
<=V forv=1,..., v,
c = (w,d®, 0, 0“ W'ED 0", B, ) for e =1,... v,
where w,, w!” S F, and &, J -
Therefore, by swapping basis vectors in the first block and the fourth block, we obtain the
distribution in Game 3. That is, we define new dual orthonormal bases (U, U*) of DPVS V as

Pyp— Pyp— * Pyp— * * Pyp— * A
Uu; ‘= b3n+i; U3p+i = bi, u, = b3n+i, U3y = bi for i = 1, e,y
U:= (’U,l, ey Uy, bn+1, cey bgn,U3n+1, vy, Ugn, b4n+1, e ab6n)>
* * * Pk * * * * *
U* = (uy,...,uy, by g, 03, w3, g, gy, by g, bg).

We then easily verify that U and U* are dual orthonormal, and are distributed the same as
the original bases, B and B*. Tokens and ciphertexts in Game 2-19-3 over bases (B,B*) are
expressed those in Game 3 over bases (U, U*). This completes the proof of Lemma 21. O

Lemma 22 For any adversary A, Adv (5-v1- 3)()\) = —Advfg)()\).

Proof. All k* and ¢, are normal tokens and ciphertexts for the opposite bit 1 — b to the
challenge bit b in Game 5-v1-3. Hence, success probability Pr[Succ(5 o 3)()\)] in Game 5-v1-3 is

1-— Pr[SuccELl)()\) |, where Pr[Succfg)()\)] is success probability in Game 0. Therefore, we have
AV () = —Adv (V). 0
B.2 Proof of Lemma 2

Lemma 2. For any adversary A, AdvDISH (M) is negligible under the DLIN assumption.
For any adversary A, there exist probabzlistic machines €1, a1, E2.9, E3.1, E3.9, whose running
times are essentially the same as that of A, such that for any security parameter A,

DI H DL|N DLIN DLIN
s < Z <AdV5‘[ L + Z (AdVgl N ) + Advgl—Q-h-Q ()\))

+AdvDL"N (A) + AdvBLIN (A)) Te

Epz1 Er3.2
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where Ep1(-) = E1(L, ), Eran1(-) = Ex1 (€, hy ), Epana(:) := Ea(y hy-), Epapi () = E31(L, Dy ),
Ersnal() = Es2(l,h,-), v1 (resp.v2) is the maximum number of A’s challenge ciphertext
(resp. key) queries and € := v1(23vy + 22)/q.

Note that Lemma 2 is proven in a similar manner to the basic IPE scheme in [20]. For
completeness, we give game transformations for the proof of Lemma 2.

Let 11 be the maximum number of A’s challenge ciphertext queries and v the maximum
number of A’s challenge token queries. To prove Lemma 2, we consider the following 41419 +
3v1 + 1 games. In Game 0, a part framed by a box indicates coefficients to be changed in a
subsequent game. In the other games, a part framed by a box indicates coefficients which were
changed in a game from the previous game.

Game 0 : For j =1,...,v9, the reply to the j-th token query for ¥ is:
k; = ( O—jﬁjv 7 7 Onv ﬁj? 0" )B*v

where o J F, and 7; J Fy. Forv=1,...,v1, the reply to the (-th ciphertext query for vectors

@9, 7 is:

fo=(|n2" | [om], [o"] 07, 0%, & )b,

where b < {0,1} and 7, < F,, & < F2.

Below, we describe coefficients of the hidden part, i.e., span(d;,y1,...,d3n) (resp.span(b; _ ,
..., b%,)) of the «-th queried f, for « = 1,...,1v; (resp.the j-th queried k; for j =1,.. ., 19)
w.r.t. these bases vectors. Non-zero coefficients are colored by light gray, and those which were
changed from the previous game are colored by dark gray.

Coefficients of the hidden part of f, Coefficients of the hidden part of kj
in Game 0 in Game 0
L=1 j=1
¢ h
%41 V2

Game (-1 (£ =1,...,v1) : Game 0-4 is Game 0. Game /(-1 is the same as Game (¢ — 1)-4

except that the reply to the ¢-th ciphertext query for vectors (féo), :E'gl)) is:

fo= (), | 7@y | | 7w ], o, o, &,

where 7/, 7/ & F, and all the other variables are generated as in Game (¢ — 1)-4.

Coefficients of the hidden part of f, Coefficients of the hidden part of k;
in Game (¢ — 1)-4 in Game (¢ —1)-4
L=1 j=1
‘ h
141 Vo
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Coefficients of the hidden part of kj
in Game /-1 (= Game (-2-0-4)

Coefficients of the hidden part of f,
in Game /-1 (= Game (-2-0-4)

=1 j=1
14 T} :i"%b) T fgb) h
141 V2

Game £-2-h-1 (L =1,...,v1; h=1,...,v3) : Game (-2-0-4 is Game (-1. Game (-2-h-1 is
the same as Game (-2-(h — 1)-4 except that the reply to the ¢-th ciphertext query for vectors

(70 70

T, T,7) is:

.
(1 g
+Té:1x§ ) :7 Ona 0n7 gf )]D)a
)

~(b)

(b
TeXy

/
TyTy

=

Jo=(

where 7/, 7/, & F, and all the other variables are generated as in Game ¢-2-(h — 1)-4. Here,
a part framed by a box (resp.dashed box) indicates coefficients which were changed from the
previous game when h > 2 (resp. h = 1).

Coefficients of the hidden part of f,
in Game ¢-2-(h — 1)-4 for h > 2

Coefficients of the hidden part of k;
in Game ¢-2-(h — 1)-4 for h > 2

W2

t=1 j=1 011
) Z " h
V1 1)
where fé*)/ = Tépféo) + Tény), fé*)” = Té:oféo) + 7 1:?:'gl) (unbiased form).

Coefficients of the hidden part of k;
in Game (-2-h-1

Coefficients of the hidden part of f,
in Game /-2-h-1

Wizt

=1 j=1 0101
(| e B h
V1 1)
where :E’é*)// = Té:ofgo) + 17 la_c'él) (unbiased form).

Game ¢-2-h-2 (L=1,...,v1; h=1,...,v2) : Game (-2-h-2 is the same as Game (-2-h-1

except that the reply to the h-th token query for o, is:

kp == (opvh,

0,0

) 077,7 0n7 ﬁh7 On )]B*a
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where o7, Jp ¢ and all the other variables are generated as in Game /-2-h-1.

Coefficients of the hidden part of f,
in Game ¢-2-h-2

Coefficients of the hidden part of kj
in Game ¢-2-h-2

=1

4!

QU

7 =(b)
Toxy

(k)11
Ly

1 =(0)

(1)

J=1

O';L’Uh

0"{171

V2

where 7, + 7/1%; (unbiased form).
Game ¢-2-h-3 (£ =1,...,v1; h=1,...,v3) : Game (-2-h-3 is the same as Game ¢-2-h-2

except that the reply to the ¢-th ciphertext query for vectors (i"éo), a‘;’él)

=Ty oy

) is:

fri=( o dD @V | om, 0n, & ),

—(b) 1 =(0) ;=1
TeTy s | ToTy T Te1Ty

where 7/, 7, J F, and all the other variables are generated as in Game (-2-h-2.

Coefficients of the hidden part of f,
in Game /¢-2-h-3

Coefficients of the hidden part of k;
in Game /¢-2-h-3

L=1 j=1 o1t
é fﬁ*)' EE*)” h 0},
V1 V3
where a‘c’é*)/ = 7'270550) + Té’lfy), a‘c’é*)” = TZOfg)) + TZ lfél) (unbiased form).

Game ¢-2-h-4 (L =1,...,v1; h=1,...,v2) : Game (-2-h-4 is the same as Game ¢-2-h-3
except that the reply to the h-th token query for o, is:

ki, == (ontn, [0"]

13

Uhvha 0n7 ﬁhv On )B*7

where o} J F, and all the other variables are generated as in Game ¢-2-h-3.

Coefficients of the hidden part of f,
in Game (-2-h-4

Coefficients of the hidden part of kj
in Game /¢-2-h-4

=

=1

j =1 g10U1
(%)1 ()11 =
14 xg*) xé*) h o}
121 V3
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where :E'é*)/ = Téofgo) +7 1:5’21), i"é "= Télofé )+ Téllfgl) (unbiased form).

Coefficients of the hidden part of f, Coefficients of the hidden part of k;‘
in Game (-2-v5-4 in Game (-2-v5-4
v=1 j=1 ot
/ fé*)/ fé*)// h
141 V2 0-://2/[71’2
where :E’é*)' = 7'270:1_:'9) +7 1:E’g1), 5:5 "= Télo.fg )+ Téllfgl) (unbiased form).

Game ¢-3 (£ =1,...,v1) : Game /-3 is the same as Game (-2-15-4 except that except that

the reply to the /-th ciphertext query for vectors (a‘:’éo),fél) ) is:

~—

7 =(0 7 =(1) n =(0) " —»(1) jud
) TE,Ox( )"‘Tml’e s TooTy + 7%y, 07 0" & )p

fg = ( Tg,of(o) + Tg71£i"(1

where 770,771 &2 F, and all the other variables are generated as in Game /-2-15-4.

Game ¢-4 (£ =1,...,v1): Game (-4 is the same as Game ¢-3 except that, forall j = 1,..., 19,
the j-th token query for ¥ is:

k; = (o0, 0", [07], O, 45, 07 e for j=1,...,1s,

The reply to the ¢-th ciphertext query for vectors (:E’go),fgl)) is:

I ::(Tg,oxg —|—7‘g1l’€ - m 0", 0™, fg

where all the variables are generated as in Game /¢-3.

Note that at the final game, Game v;-4, all challenge ciphertexts are independent from bit
b {0,1}.

We note This game hopping is very similar to that used in [20] for the basic IPE scheme.
Therefore, we can evaluate the gaps between pairs of neighboring games in a similar way to
that in [20]. 0

B.3 Proof of Lemma 3

Lemma 3. For any adversary A, AdvD'SPKG()\) 1s negligible under the DLIN assumption.

For any adversary A, there exist probabilistic machines E1,Es, whose running times are
essentially the same as that of A, such that for any security parameter A,

vy
AdvaiSPKG(A) S ZAdV(I‘E')leIN ZAdVDUN
/=1

where E1.4(+) := E1(4, ), Eon(+) := Ea(h, -), 11 (resp.va) is the mazimum number of A’s challenge
ciphertext (resp. key) queries and € := 6(vy + 12)/q.

Let v1 be the maximum number of A’s challenge ciphertext queries and v the maximum
number of A’s challenge token queries. To prove Lemma 3, we consider the following 214 +2v5+1
games. In Game 0, a part framed by a box indicates coefficients to be changed in a subsequent
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game. In the other games, a part framed by a box indicates coefficients which were changed in
a game from the previous game.

Game 0 : For all j =1,..., 19, the reply to the j-th token query for vectors (17§0),17'§1)) is:

* b n n n = n
ki = ([oy@” | [07] 07, 07, 75, 07 g

where b 2 {0,1}, 0 J F, and 7j; S Fy. For all t = 1,...,v1, the reply to the «-th ciphertext
(0) (1)

query for vectors (7, /,Z,’) is:

fL ::( begb) s 7 Ona Ona 0n7 5 )]Da

] - U
where 7, < [, and §, « IFZL.

Game 1-¢-1 (£ =1,...,v1) : Game 1-0-2 is Game 0. Game 1-/-1 is the same as Game

1-(¢ — 1)-2 except that the reply to the ¢-th ciphertext query for vectors (:fgo), :Z"él)) is:

Jo = (Tﬂﬁb), Téfﬁb) , 0", 0", 0", & ),

where 7, & [F, and all the other variables are generated as in Game 1-(¢ — 1)-2.
Game 1-¢-2 (£ =1,...,v1) : Game 1-£-2 is the same as Game 1-/-1 except that the reply

to a ciphertext query for vectors (:Béo),a_c’él)) is:

ff ::( Ff,l) 7:2,27 On7 077,7 0n7 gf )D7

where 7 1,772 & [y and all the other variables are generated as in Game 1-(-1.

Game 2-h-1 (h =1,...,v2) : Game 2-0-2 is Game 1-v1-2. Game 2-h-1 is the same as Game
2-(h — 1)-2 except that the reply to the h-th token query for (172 ), _'(1))

k;; (O-hvgb)’ O-;LU}(Lb) ) 0n7 Ona ﬁh? 0" )B*a

where o}, 2F q and all the other variables are generated as in Game 2-(h — 1)-2.

Game 2-h-2 (h=1,...,v3) : Game 2-h-2 is the same as Game 2-h-1 except that the reply
to the h-th token query for (172 ), _'(1)) is:

k* ::( whl? wh?? Ona 0n7 ﬁa On )B*

) )

where Wy, 1, W, 2 & [y and all the other variables are generated as in Game 2-h-1.
Note that at the final game, Game 2-15-2, all challenge ciphertexts and keys are independent
from bit b <2 {0, 1}.

(1-£-1)

Let Adv(Y (0), Adv(i ™ (A), AdvT™ (\) for © = 1,2 be the advantage of A in Game 0, 1-(-¢, 2-h-t,
respectively. We will show four lemmas that evaluate the gaps between pairs of neighboring
games. From these lemmas and Lemma 5, we obtain Adv (A) < >4 (‘Ad (1'(£_1)'2)()\)—

Adv(lm)()\)’Jr’Ad ED ) — AdvEED (0 ))+z,”f:1 (‘AdvA (h=1-2) () — Advf’”)(A)‘Jr
2-h-1 2-h-2 1%
AW = AP )]) < S AR () + S AdVEL, () < SV AdBENOY) +
2 AdverN () + 6(1/1 +19)/q. 0

Eah
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Lemma 23 For any adversary A, there exists a probabilistic machine By, whose running time

is essentially the same as that of A, such that for any security parameter X, ]Advg'(zfl)a)()\) —

AdvLD (V)] < AdVEE, (N), where Big(-) == Bi(f, ).

Proof. Lemma 23 is proven in a simillar manner to Lemma 12 since D and B* are independent
from malicious PKG not in possesion of a conversion matrix W. O

Lemma 24 For any adversary A, Advi'“)()\) = Advfi_w)(/\).

Proof. We will consider the distribution in Game 1-/-1.

First, we note that since public key D and (master) secret key B* are independent from
malicious PKG not in possesion of a conversion matrix W, we only consider vector elements
over basis D, here.

We define new (dual orthonormal) bases (W, W*) of DPVS V below. First, we generate
Ui, U, & GL(n,F,;), and set

wy d; w; = d;, Wy & span{(dy,...,da,)
I, On . .
= , lLe., fori=1,...,n,
Uy U, .. .
woy, da, except for negligible probability,
W .= (dl, ey dn,wn+1, ey, Won, d2n+1, e ,dﬁn).
Since ¢-th queried fgb) # 0 and wy4; J span(di,...,do,) fori=1,...,n,

(b (b > S o c
o= (@), 7@, 0", 07, 0%, & )p = (71, Tz, 07, O, 0", & w,

where 71,772 & Fg.
In the light of the adversary’s view, W is consistent with public key pk := (1*, paramV,@).
Therefore, the view of A in Game 1-¢-1 can be conceptually changed to that in Game 1-/-2. O

Lemma 25 For any adversary A, there exists a probabilistic machine By, whose running time
is essentially the same as that of A, such that for any security parameter \, \Advg_(hfl)a)()\) —

AdVE D O] < AdVEL (N), where Boy(-) := Ba(h, -).

Proof. Lemma 25 is proven in a simillar manner to Lemma 12 since D and B* are independent
from malicious PKG not in possesion of a conversion matrix W. O

Lemma 26 For any adversary A, Advf'h'l)()\) = Advf'h'Z)(/\).

Lemma 26 is proven in a similar manner to Lemma 24.
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