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Abstract: PPPOE is a network protocol for encapsulating PPP frames inside Ethernet. It is widely used by commercial 1SPsto
authenticate peers, who want to surf the Internet by paying the bills. In this paper, we analyze the security of the PPPoE network,
we find that we can easily collect information about both the peers and the PPPOE authentication servers. We can use such
information to recover the peer's authentication password by silently impersonating the server, which is undetectable in the
network. We impersonate the server in the peers LAN and get their passwords by hijacking the peers PPPoE connections and
negotiating for using the PAP authentication protocol. We further propose an efficient password recovery attack against the
CHAP authentication protocol. We first recover the length of the password through on-line queries, based on the weakness of
MD?5 input pre-processing. Then we crack the known length password off-line, using the probabilistic context-free grammars. For
MS-CHAP has already been proved to be weak, and the more secure EAP authentication methods can be by-passed through
roll-back attack, which negotiates the weak protocols, the authentication passwords of the PPPoE networks are truly in danger.
We point out that PPPOE can't be used any more, until all of the weak authentication protocols including PAP, CHAP, MS-
CHAP are abolished right now and replaced with more secure EAP methods.
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