0’:’ Scientific Resear ch

‘ >4 0 A OPEN 8 ACCESS Search Keywords,Title,Author,ISBN,ISSN
&> & pen Access
*

Journals Books Conferences About Us

® Home > Journal > Business & Economics | Computer Science & Communications > IIM * Open Special Issues

Indexing View Papers Aims & Scope Editorial Board Guideline Article Processing Charges e Published Special Issues

11M=> Vol.2 No.4, April 2010

OPEN Z/ACCESS

A Collusion-Resistant Distributed Agent-Based Signature
Delegation (CDASD) Protocol for E-Commerce Applications

e Special Issues Guideline

1IM Subscription

Most popular papers in IIM

PDF (Size:325KB) PP. 262-277 DOI: 10.4236/iim.2010.23031

About IIM News
Author(s)

Omaima Bamasak
Frequently Asked Questions

ABSTRACT

Mobile agent technology is promising for e-commerce and distributed computing applications due to its R T ——
properties of mobility and autonomy. One of the most security-sensitive tasks a mobile agent is expected to

perform is signing digital signatures on a remote untrustworthy service host that is beyond the control of .

the agent host. This service host may treat the mobile agents unfairly, i.e. according to its” own benefit Recommend to Library
rather than to their time of arrival. In this research, we present a novel protocol, called Collusion-Resistant

Distributed Agent-based Signature Delegation (CDASD) protocol, to allow an agent host to delegate its CEmEES s

signing power to an anonymous mobile agent in such a way that the mobile agent does not reveal any

information about its host”s identity and, at the same time, can be authenticated by the service host, Downloads: 144,630
hence, ensuring fairness of service provision. The protocol introduces a verification server to verify the

signature generated by the mobile agent in such a way that even if colluding with the service host, both Visits: 361,923
parties will not get more information than what they already have. The protocol incorporates three

methods: Agent Signature Key Generation method, Agent Signature Generation method, Agent Signature

Verification method. The most notable feature of the protocol is that, in addition to allowing secure and SpOﬂSOFS ==
anonymous signature delegation, it enables tracking of malicious mobile agents when a service host is

attacked. The security properties of the proposed protocol are analyzed, and the protocol is compared with

the most related work.
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