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中文摘要：

      在主动网络安全原型的基础上，结合主动网络可动态加载协议的特点，提出了基于组件的主动网络安全机制。该机制能够适应主动

网络保密性、完整性和可用性的安全需求，为主动节点和主动信包提供了可扩展加解密、信包验证、代码授权、代码执行监控以及代码撤

销等一系列安全措施；同时支持动态加载和用户定制，使得主动网络可以根据具体应用设定不同的安全级别。

英文摘要：

      Utilizing the trait that protocol can be deployed dynamically in active net, the component-based security mechanism 

is designed for active networks on the base of the security prototype of active networks. The mechanism can meet the 

security requirement of the active networks, such as secrecy, integrality and usability, and provides security measure 

including extensible encryption and decryption, authentication and authorization, execution monitor and code revocation, 

etc for active packet and active node. In addition, it supports dynamitic load and customization, therefore security 

level can be customized for active networks according to the actual application.
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