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Workflow dynamic authorization model with task-role-based access control
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PESCAH L

According to the traditional research on task role based access control model, the paper proposed a workflow dynamic
authorization model with task role based access control to achieve the separation of duties and least privilege. The model main
contain: (Mstrengthening separation of duties by introducing the context information of workflow; @achieving the least privilege
to task status level; ®performing dynamic authorization according to the changes of workflow and the status of task. Finally
gave an example of driver training management system to indicate how to implement the least privilege, separation of duty and
dynamic authorization in the model, which could satisfy the requirements of frequent changes of workflow in the complex access
control system.
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