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Abstract

RBAC mode is an access control model which iswidely used.However, in RBAC model, privileges are administrated
and controlled on role level A user can not obtain part privileges of arole, and arole can not inherit part privileges of
another role.To address the issue, by adding an element called as importance level of privilegein RBAC model, afine-
grained role-based access control model is presented, which is denoted as FGRBAC.The algorithm for solving the set of
privileges belonged to auser or aroleis discussed.In FGRBAC model, auser can obtain part privileges of arole, and a
role can inherit part privileges of another role RBAC model can be treated as a specia case of FGRBAC model.So, the
advantages of RBAC modd are availablein FGRBAC model, FGRBAC model is more flexible and practical than RBAC
model.
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