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Scrambling algorithm based on layered Arnold transform

ZHANG Haitaol,YAO Xuel,CHEN Hongyul,ZHANG Ye?
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2. School of Electronics and Information Engineering, Harbin Institute of Technology, Harbin Heilongjiang 150000, China

Abstract: Concerning the safe problem of digital image information hiding, a scrambling algorithm based on bitwise
layered Arnold transform was proposed. The secret image was stratified by bit-plane, taking into account the location and
pixel gray transform, each bit-plane was scrambled for different times with Arnold transforma, and the pixel was cross
transposed, and adjacent pixels were bitwise XOR to get a scrambling image. The experimental results show that the
secret image histogram is more evenly distributed after stratification scrambling, its similarity with the white noise is
around 0.962, and the scrambling image can be restored and extracted almost lossless, which improves the robustness.
Compared with other scrambling algorithms, the proposed algorithm is more robust to resist attack, and improves the
spatial information hiding security.
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