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Abstract: Bad Mouthing and Self-Promoting (BS) collusion attack group and its detection mechanism, called BSCD, were bR AR U
proposed to resolve the security issues of the multiple malicious node collusion attack network nodes and affect their _
AR AR ST

accurate positioning in the Wireless Sensor Network (WSN) reputation system. And the implementation method of the

mechanism was given. It detected the abnormal recommended node, analyzed the evaluation behavior similarity between F £5
recommended nodes, and effectively detected the existence of collusion attack group, thereby reduced its damage and bt i
impact on the reputation of the system. The simulation results show that, BSCD has significant effect on the detection and b
resisting BS collusion attack group, effectively improves the malicious node detection rate in the reputation system and the b L

capacity of the entire system to resist malicious node.
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