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Abstract: Hidden identity-based signature schemes from bilinear maps do not achieve exculpability

and Chosen-Ciphertext Attack (CCA) anonymity, while schemes of this type built on RSA groups suffer

from significant communication and computation overheads. Concerning this situation, an improved
scheme with distributed open authorities was put forward, which satisfied exculpability by making use
of the block messages signature. It achieved efficient distribution of the open authority by applying
distributed key extraction and simultaneous proof of knowledge to the underlying threshold encryption
scheme. Furthermore, to cope with the shortcomings of traditional serial registration, i.e., being
vulnerable to the denial-of-service attack, its registration protocol was enhanced to be concurrent-
secure by using the method of committed proof of knowledge. In the random oracle model, the

proposed scheme could be proved to fulfill all the required properties. Performance comparison shows

that the resultant signature is shorter and the algorithms (i.e., Sign and Verify) are more efficient.
Moreover, the process of threshold decryption by trusted servers is proved to be concurrently-secure

and it is also immune to adaptive adversaries.
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