WML T AR R A 2007 43 (17): 157-159  ISSN: 1002-8331 CN: 11-2127/TP

Kot P 5w AL EE

—Fh LT XML Schemalt) 24> 1a] 1532 ] 5 W&
Eilkfg, AR
PGz BT R THENLIERE S TRE2A B, V422 710048

Wk FLI B3 2% Rk A [ Y] 2007-5-28 4552 [ ]

WIS BRSO VR L B A, HCARBACHXMLAL PR FLA S A LB 5 7632 o) X 1 LU
TTUBIIOREE, IR T —FoBr I3 I P —SRBAC. AEMEIER -, HEH: TS b o b BISEETDACA,
T HIBISEN, B E T SRBACHI A ACRE, ATITSEBL T 45OV R R SE B RO E,  BRAE T XMLICPF 54t

il

%Al XML Schema SRBAC et kil i

%G

Access control strategy based on RBAC for XML security
WANG Zhan-min, CUI Du-wu

School of Computer Science and Engineering, Xi’ an University of Technology, Xi’ an 710048,
China

Abstract

In this paper, aRole-Based Access Control (RBAC) model based on XML schemais proposed for solving security
problems of accessing XML documents. XML schema supports complex constraints for XML components and provides a
mechanism to build rich reuse rel ationships between schemas and elements.Based on these features our model extends the
RBAC96, corresponding algorithm-TDACA (Target Document Access Control Algorithm) isalso presented, which
provides afine-grained access control and also supports instances-level authorization methods.
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