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Abstract

RBAC (RoleBased Access Control) isawidely accepted model suitable for access control of organizational
information system.However there is still a gap need to be filled whenever considering practical application of RBAC in
development of trustable organizational system, especially in combination of organizational business collaborative model
with RBAC.Based on RBAC model, elements of obligation and reward/sanction in business collaborative model are
proposed to extend RBAC to anew model called RBAO (Role Based Access and Obligation) .RBAO specifies not only
the authorizations of rolesin an organization, but also their obligations and associated sanctions or rewards in collaborative
business.RBAO is more applicable in trustable business collaborative system devel opment comparing with RBAC.The
analysis and modeling process of using RBAO in trustable collaborative business system development isillustrated through
acase study.
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