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Abstract: A method was proposed to improve POSIX.1le standard capability module. In addition,
monitoring and controlling were performed on the operation system kernel layer after loading improved
module at the kernel of Linux Security Module (LSM) framework. Furthermore, a series of operations
were carried out, which included the process trust-like privileges arbitration, security i-node operation, F system call
information feedback, queue operation, etc. At last, the character devices were used to feedback the F Linux Security Model (LSM)
monlt_o_r information to application layer and perfo_rmed securlt_y _control. Compared Wlth original b capability module
capability module, the proposed scheme not only improves efficiency of system operation, correct ———

o ) o : AR R
monitoring rate, and coverage of system scanning, but also keeps better monitoring performance in .
system resources occupancy rate and several parameters. b1
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