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Design and implementation of usable security model for operating system

Abstract: A Usable Security Protected Model (USPM) for operating system was proposed and
implemented. This model provided enough security for operating system with good compatibility and less
special configuration. With this model, one can keep the secret of confidential documents and protect
important files from being damaged even after a successful attack. The authors used a rule that limited
the activities of processes who communicated with the remote system to ensure the security of the
operating system and a number of exceptions that permitted particular activities of particular process to
improve the usability of the system. A set of tests show that the model is easy to use, and it has good
security, lower costs and good compatibility.
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